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1. https:/ /www.brookings.edu/articles/dual-use-regulation-managing-hate-and-terrotism -
online-before-and-after-section-230-reform/
2. https:/ /www.un.otg/ counterterrorism/ sites/ www.un.otg.countetterrotism /files /
countering-terrotism-online-with-ai-uncct-unicri-report-web.pdf
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4. Data Protection Act 2018, https://www.legislation.gov.uk/ukpga/2018/12/contents
5. Computer Misuse Act 1990, https://www.legislation.gov.uk/ukpga/1990/18/contents
6. Terrorism Act 20006, https:/ / www.legislation.gov.uk/ukpga/2006/11/contents
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the-british-people-in-a-dangerous-world-html
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- https://www.gov.uk/government/publications/counter-terrorism-strategy-contest-
2023/ countet-terrorism-strategy-contest-2023-accessible
2. Law No. 2004-575 of June 21, 2004, on Confidence in the Digital Economy, France,
https:/ /www.wipo.int/wipolex/en/legislation/details /12761
3. France's Online Hate Law, Signed Law No. 2023-566, https:// digitalpolicyalert.org
/event/13124-signed-law-no-2023-566-aimed-at-establishing-a-digital-majority-and-
combating-online-hate-establishing-age-verification-requirement
4. Loi contre la propagande tetroriste, https:/ /www.assemblee-nationale.fr /13/projets/pl4497-
elasp
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1. https:/ /www.estetl.it/ wp-content/uploads/2021/12/UNIBO_Applicazione-dei-principi-
della-Carta-delle-Nazioni-Unite-nello-spazio-cibernetico.pdf

2. https://www.iiss.org/globalassets/media-library---content--migtration/ files / research-
papers/cyber-powet-report/ cyber-capabilities-and-national-power---france.pdf
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2. https://unrcca.unmissions.org/sites/default/files/old_dnn/The%20Impact ~ %200f
%20External%20factors%200n%20Security%20and%20Development%20in%20Cen
tral%20Asia_ ENG.pdf

3. https://assets.publishing.service.gov.uk /media/5b23df8f40f0b634d557b020/
140618_CCS207_CCS0218929798-1_CONTEST_3.0_WEB.pdf;
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https:/ /www.asser.nl/about-the-asser-institute /news/new-publication-countering-
cybet-terrotism-in-a-time-of-wat-on-wotds-the-case-of-france/

1. https://techagainstterrorism.org/news/2020/10/22/online-regulation-seties-the-united -
kingdom

2. https:/ /onu.delegfrance.org/ Together-against-terrorist-use-of-internet

3. https://www.gov.uk/government/ publications/uk-france-joint-leaders-declaration/
uk-france -joint-leaders-declaration

4. Attentat contre Chatlie Hebdo
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1. https:/ /www.universitiesuk.ac.uk/sites/default/files/ field/downloads/2021-07/ tackling -
online-harassment.pdf

2. Department for Digital, Culture, Media and Sport. (2019). Online Harms White Paper:
Full Government Response to the Consultation (CP 57). London: HM Government.

3. Online fraud

4. https:/ /www.bajajfinserv.in/insurance/online-fraud-and-types-of-online-fraud



\Y'YQL&.{U})L@/\UL&/(})JL«/UL&(}‘}E}-Q\J‘#’ YA

Laosls ©5 s )8 ol Sa Jolds 5 Joxlio sl 31 padeds glaosls 3l s 12 (5130 42
Cel 5 (opna o o S dh dalit e el SAEMBI (o 3 5 GLASIL Glome 8 5500
5500 T eanusli 5 (YA Ggae daesls 3l Clilim 560 | (bl s 358 i eS|
5 bl Calby ol 3yim sl olyear (Y00 F Dol VAAY Crgas daosls 5 Chlis
S srbom SIS53L 503,5 Gase tus aosls (556K 5 (2313 s S n o |y Lasles
13 S g ey 3L (o pea o o Lok (51

50kl 55 Sledbl (55l B g 0y g 53 bl (sla 2 31 G35 5 oo ool el
Lo lays S ol il By s 5 5 G Jlad DS A3 55 asle By ol L alilie anil b
Shie 55 5 OLd Sl s (Y YT Cpnan ot sl 5000 dslen Sl sy pd
@ﬂqi}jduuw}ubd%>éu}§.ﬂ il B 35 S 395 Oz 3y &1, S S
Olee 03155 Coley D o Ll (Tsesis, 2017: 623) ke S’ 56 18 5 ams 5 5 (Slg7oes
I3 AST )50 0)lsad opea o o G 5 Ol ST el 3l G e 5 el Sl
b i B oSl gl el s colite (Blad s Sl 5l ol 43 S
AT o 4y (6K ke ol ok 5 eslitule g 43588 51 b 255
3 =il Gladadg amy el Bod slnn S5 5 amsle B g il gl Al Y

by s sac Il

Sledbl L5 5 DLl gl Sl Sbulnl 3 (S 4 Sl la s G el dlizms slis 5o

1. https:/ /www.gdprsummary.com/personal-data-breach-guide/

2. https:/ /www.dlapiperdataprotection.com/?c=GB

3. Data Protecion Act 2018; https://wwwlegislaton.gov.uk /ukpga/ 2018/
12/contents/enacted

4. https:/ /www.dlapiperdataprotection.com/index.htmlPt=law&c=FR

5. La Loi Informatique et Libertés, créée en 1978 et modifiée en 2004, https://donnees-
rgpd.fr/loi-informatique-libertes/

6. Online Safety Act 2023, https:/ /www.legislation.gov.uk/ukpga/2023/50
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1. https://www.oecd.otg/content/dam/oecd/en/publications/reports/2024/06/
transparency  -reporting-on-terrorist-and-violent-extremist-content-online_3f72a170
/901cb8cf-en.pdf

2. Terrotism Act 2000, https:/ /www.legislation.gov.uk/ukpga/2000/11/contents

3. Loi n° 2004-575 du 21 juin 2004 pour la confiance dans l'économie numérique (1),
https:/ /www.legifrance.gouv.fr/loda/id/JORFTEXT000000801164

4. L.OI n° 2020-766 du 24 juin 2020 visant a lutter contre les contenus haineux sur internet (1),
https:/ /www.legifrance.gouv.fr/jorf/id/JORFTEXT000042031970

5. Code pénal, Dernicre mise a jour des données de ce code: 11 juillet 2025 (Version en vigueur au
31 juillet 2025), https:/ /www.legifrance.gouv.fr/codes /texte_lc /LEGITEXT000006070719/
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1. https://www.interieur.gouv.fr/actualites/actualites-du-ministere/rapport-annuel-sut-
cybercriminalite-2024



ol o) e 23 53 0l 0bs 0318 S35 56 5 (828 Bl Lol 5 o see Citel Sy 5B
g oo sy g a4 D) He

Sl 3 81, L il gl 1l 53 5 ol €11V AAS aae 0 4y 30 955 0 560 — il
2 3o Sl 3 SIS glyome Uil 4 (s (§Lia anmn s b Lol (s o1l o g0s
2% ¢ iz s 3 o 6315 4 S0 2 (5 ) b e 09 sl iy S
el 3 g 5 (K 9 Sl ol S L

L ool slmply Ja) ssion 3 0538 ol T4V AAA Cgnae ool tias CIlae 5Ll 0 96 -
ol ¢ olain] (a7 Ly 3l 55505 Jlizmss S b (il ey 33 b 5 ol 5
3l Dot Ly adilie (glims i3s3 5T ognan 056 i 00l (50 0 56 ol
Wl iy S gy oty 5 (a5 53 (53 LwnBlid 5 s 53l oy Lol (ol St (glaylsT

8 s 3l Ly il (gl I8 it Uiy 058 il €0V A8+ oo ) 3l oalinnls gos 0 980~
0 ol 4 ST 6l 03,5 (Rl Wl 5 Jizmss (U5 clasilab t Slome b oo
5 aBloloslm 95 Sl Ilad Ly akilie s Lol (S o Wil (b o312 L ai)lo s ol 5 288
il olite (5 K5 a3l 358 Sl Sl S

b5 b 53 ool ) sl dods 9, -SKe Ll e B8 (ol "o gdl 5,057 JUB s Sl o B0 -
o A 253 331 Colo (gl gmlin il 510 0510 ol 0313513 (5l S gonte
il g go3 5 il saySailu b JaSS dajls Lo e 59 5 (Sl lad 65 40 5 Lol o

28 i35 Gl led g aly B Ol (S Y e (s OPB) —n
T\ ez ¢ 5 (Sl 853 S i g o\nan 503, ol 5 ) Ol
Saolesls) Yo v 555 0 5L8D el S 0 GBI g ) s 5 sla e
b s Lgug.;w@_gﬁﬁdloﬁ;.!;k}gv((\’ M s (o) (s sine
sy (oeplie 83 iy 125 Ol g g atals 3 4 0 56 ol ) Ky Coratl 2559 b L0515
gl Al Lac;l}lquj‘..‘.l,? 3933950 Jol adl Conl S )3 ) L (S 0

1. https:/ /www.brookings.edu/articles/dual-use-regulation-managing-hate-and-terrorism-
online-before-and-after-section-230-reform/

2. Public Order Act 1986, https://www.legislation.gov.uk/ukpga/1986/64

3. Malicious Communications Act 1988, https://www.legislation .gov.uk/ ukpga/1988
/27 /section/ 1

4. https:/ /www.legislaton.gov.uk/ukpga/1990/18/contents

5. Protection from Harassment Act 1997, https://www.legislaton .gov .uk/ ukpga
/1997/40/contents

6. Terrotism Act 2000, https:/ /www.legislation.gov.uk/ukpga/2000/11

7. The Tetrotism Act 2000 (Proscribed Organisations) (Amendment) Otrder 2011,
https:/ /www.legislation.gov.uk/ukdsi/2011/9780111505700
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1. Communications Act 2003, https:/ /www.legislation.gov.uk/ukpga/2003/21/contents
2. Investigatory Powers Act 2016, https:/ /www.legislation.gov.uk/ukpga/2016/25
3. Data Protection Act 2018, https://www.legislation.gov.uk/ukpga/2018/12/contents
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- General Data Protection Regulation (GDPR), Regulation (EU) 2016/679, 2016 O.J. (Apr. 27, 2016).
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- https:/ /iapp.otg/resoutces/atticle/a-brief-history-of-the-general-data-protection-regulation/ .

5. Jonathan Hall K.C. (2025, July 15). The Terrorism Acts in 2023: Report of the
Independent Reviewer of Terrorism Legislation (accessible). UK Government.
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https:/ /www.gov.uk/government/ publications/ the-terrorism-acts-in-2023/ the-terrotism-
acts-in-2023-report-of-the-independent-reviewer-of-terrorism-legislation-accessible

1. https://techagainsttetrorism.otg/news/2020/10/22/ online-regulation-series-the-united-
kingdom
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1. https:/ /www.sgdsn.gouv.fr/files/files/ Publications / 20181004 — plan - d- action
— contre -le-terrorisme-anglais.pdf

2. Code Pénal de 1810, https://www.legifrance.gouv.fr/codes/texte_ lc /
LEGITEXT 000006071029/1810-02-27

3. Loi n° 2015912 du 24 juillet 2015 relative au renseignement,
https:/ /www.legifrance.gouv.fr/loda/id/JORFTEXT000030931899

4. Loi n° 2015-912 du 24 juillet 2015 relative a la sécurité intérieure,
https:/ /www.legifrance.gouv.fr /loda/id/JORFTEXT000030931899

5. Loi sur la Confiance dans 'Economie Numérique — LCEN,
https:/ /www legifrance.gouv.fr/loda/id/JORFTEXT000000801164

6. Loi n° 2011-392 du 14 avril 2011 relative a la prévention du terrotisme et a la lutte
contre les atteintes aux libertés individuelles,

https:/ /www legifrance.gouv.ftr/jorf/id/JORFTEXT000023860729/

7. Toi du 13 novembre 2014 relative a la lutte contre le terrorisme,

https://www.legifrance.gouv.fr/jorf/id/JORFTEXT000029754374



S0kl Sy s 335 Sa 8303 (Sl ule 5 el pogdle das e 1y Sliad
etz e ¢ 09 5 GC IR b Lad e ol o IS (6l (6 50 S s la s
el 03 S S ¢ G 055 (Sl S

ool s OVe 3l ey 058 Gl (YN0 e o 9 5 L o)l (560 —a
OPLE 25 S 58 e 595 g Ly adilis (1 556 (Slaylinl bl g e
i DBl iy Sl s s s 5 Sl b ablie gl (o 55 (556 slall
ged 5 e Jlirs (5Liad 53 w355 S 15 (e 5 Jasy gac Il

ool a (31015 o (glos 1S S e 585 3 (YN0 pean ¢ 3y el 560 -
S (gl (el Dlalis ay omesy S 96 0l XNND g 305 530580 Q0% b
W 0315 Sl Ll (gl Ly )81 3l el 5 (S 5SU Slbls ) ao ¢ Sledb

ot Sy e Ly gl (6l 055 Y+ VA e ¢ el glaeal 5| Bl 56 -
el 5 s glmasts 51 sl 5 O Bk g ks 55 L gl apslowl glaesl 31 sl
s B 5 g glnesls J eslinal 55 Codlid  andl ool Lnasls ol 3 esbinad s 3lid
yls .L:S;l: Laosls C)\'él 9

S allie sl 530 056 o) ST A s oS (618505 1) en werbosB) -5
535 a3 o 63l Dol 3 ol okl b SUURS1 (glay 53 53 o g il Laim 5 3
L ailis 5 ¢ oMbl s (53mliss dyios Gl 5518 W1 i glyioee U3
Lias plowil Lol 5l eslizwl

Qe B sbaion 056 ) Y Y ¢ e o252 53 580N (glgtome b o)l 0580~
Sl ayple ) Jasy (gln g8 5 ol 0k g g Jlimss 51k 51 5ol 5 9 5,0 gl giome
4 ol o)y SbLasl L (6B ¢ el CBlaal 3 5L .S o colu YE OB e glgiee
Wl ol aorlgo gimme ol 5 b B 5 Ol 1

0PN oty o b psboany 4 STV YN o (g o s plil S 5B 0 5L00
L adlie jghateas o san 5 odb ol L ailis Gua b o8 o bl (b ol il

1. Loi n° 2018-493 du 20 juin 2018 relative a la protection des données personnelles,
https:/ /www.legifrance.gouv.fr/jorf/id/JORFTEXT000037085952

2. LOI n° 2018-1202 du 22 décembre 2018 relative a la lutte contre la manipulation de
l'information (1), https:/ /www.legifrance.gouv.fr/jorf/id/JORFTEXT000037847559/

3. LOI n° 2021-1109 du 24 aott 2021 confortant le respect des principes de la République,
https:/ /www.legifrance.gouv.fr/dossietlegislatif/ JORFDOLE000042635616/
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1. LOT n° 2022-299 du 2 mars 2022 visant a combattre le harcélement scolaire (1),
https:/ /www.legifrance.gouv.fr/jorf/id/JORFTEXT000045287658

2. LOI n° 2022-1159 du 16 aoat 2022 portant diverses dispositions d'adaptation au droit de
'Union européenne ...,

https://www.legifrance.gouv.fr/ jorf/id/ JORFTEXT000046186784
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- https:/ /www.assemblee-nationale.fr/dyn/ 16/ textes/116t0007_texte-adopte-seancett

4. LOI n° 2024-449 du 21 mai 2024 visant a sécuriser et a réguler l'espace numérique (1),
https:/ /www.legifrance.gouv.fr/jorf/id/JORFTEXT000049563368
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1 https:/ /knightcolumbia.org/ content/ the-long-online-shadow-of-the-material-support-law
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1. https:/ /jsis.washington.edu/news/ french-content-moderation-and-platform-liability-
policies/
2. https://www.brookings.edu/articles/dual-use-regulation-managing-hate-and-terrotism-

online-before-and-after-section-230-reform/;
https:/ /techagainstterrotism.otg/news/2020/10/20/ the-online-regulation-seties-france

3. https://files.justice.org.uk/wp-content/uploads/2023/08/31123029/JUSTICE-The-State-
Were-In-Addressing-Threats-Challenges-to-the-Rule-of-Law-September-2023.pdf
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