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Abstract

Energy infrastructures, as vital sectors of every country, are exposed to risks posed by destructive and disruptive
cyberwars, such as data breaches, control system destruction, and attacks on distribution networks, with the
spread of virtual technologies, which have consequences for national and economic security. Effectively
combating these crimes requires the establishment of up-to-date legal frameworks, strengthening security and
educational measures and utilizing international documents. However, achieving this goal necessitates
extensive international cooperation and alignment of these documents’ principles with the domestic legal
structures of countries. In this regard, some countries, particularly Iran and Qatar, are striving to manage the
response to destructive and disruptive cyberwars targeting energy infrastructure through the creation of legal
and executive frameworks. In this context, Iran emphasizes national regulations and internal synergy, while
Qatar prioritizes international cooperation and adherence to global standards, alongside specific institutions.
Therefore, to achieve effective protection of energy infrastructures against cyberwars, adopting legal policies
in coordination with international documents and strengthening internal executive capacities is an undeniable
necessity.
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2. CISA. (2022). Cybersecurity best practices for industrial control systems. Cybersecurity and

Infrastructure Security Agency. https://www.cisa.gov

3. https://levelblue.com/blogs/security-essentials/protecting-energy-infrastructure-from-cyberattacks

4. See: https://gsconlinepress.com/journals/gscarr/sites/default/filesstGSCARR-2024-0237.pdf
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1. United Nations, Information Insecurity: A Survival Guide to the Uncharted Territories of Cyber Threats
and Cyber Security (lct Task Force Series), July 1, 2005,
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2. Resolution 2341 (2017) / adopted by the Security Council at its 7882nd meeting, on 13 February 2017,
https://docs.un.org/S/IRES/2341(2017)
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1. The protection of critical infrastructures against terrorist attacks: Compendium of good practices,
https://www.un.org/securitycouncil/ctc/sites/www.un.org.securitycouncil.ctc/files/files/documents/2021/Ja
n/compendium_of_good_practices_eng.pdf

2. https://www.un.org/counterterrorism/un-global-counter-terrorism-strategy

3 . United Nations, General Assembly, A/RES/75/291, 2 July 2021,
https://documents.un.org/doc/undoc/gen/n21/175/70/pdf/n2117570.pdf

4. Office of Counter-Terrorism, the Counter-Terrorism Committee Executive Directorate

5. United Nations Interregional Crime and Justice Research Institute (UNICRI)

6. United Nations Alliance of Civilizations



4 o] Glial ade LKLl I3 s e o glesle 20 boibe By Sler wely
3 mon Saaslialad 5 o ys 5o Sl 3,810) (o pe parme G b 3l ek g4 svas Slald gy Conls o
SY W Jl Cogae YYAT 5 YFEY claaslinkad) ool 6lysdo 5 (Y0 VY Jlo Conan " YAAIVY aslinkss
ol 1l ol S wply Sl Ghpd sletal dgohy 5 (VoY) dlo s YTV aoliakss
Sl sae e ) dets Jlo plosle Colam Cu s TaY VA a3l b (Y 010) oy p3le slacal,
(p ) Blaal 5 Sl el Jols oS sl Oldal 3l CBlim 55 la 2l 5Ol 4 Suw,
lhkes sla)lSslu s biwlow 188 2l a5 plulil asl JMV.D‘Q‘)‘JB&:/{)JJ\)MJQ‘Jbﬁ
b b ok adl g pdoccnl Glual ade Kbl Jlol (sl b ablie 5 (6 K oS3 ¢l
Solwid b cosat 5 ngee CSHLe (gmman Sla Cau s aly anug ¢l siae glaldys
DB ST s g0 plicaul Olual ale LS bly & gl oy 2 2l (bl (5, Ky (51 ke
Ll
5B szl 4 Sler anslr (9550 slactle ) ade LKL sdulb sladdg 4 a5 b
el sl sl g calises (gla ) 0iS S Clabls u&ux;&\)'\m)b;gw&lrﬁ bl
SB35l (6 8o g Jols DLl e 5556 Ll sloe) 5 O 6)&"@’7 Sl oo s
515 (655 sl Sl g 58 53 page o oS e Gladsliakad 5 Sl Sl olg s .ol

1 .United Nations, General Assembly, A/RES/77/298, 3 July 2023,

https://documents.un.org/doc/undoc/gen/n23/189/01/pdf/n2318901.pdf

2. Security Council Guiding Principles on Foreign Terrorist Fighters: The 2015 Madrid Guiding Principles,

2018 Addendum,

https://www.un.org/securitycouncil/ctc/sites/www.un.org.securitycouncil.ctc/files/files/documents/2021/Ja

n/security-council-guiding-principles-on-foreign-terrorist-fig.pdf
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practices-protection-critical-infrastructure

4. https://www.un.org/counterterrorism/vulnerable-targets

5. https://www.un.org/counterterrorism/cybersecurity
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1. International Convention for the Suppression of Terrorist Bombings, adopted by the General Assembly
of the United Nations on 15 December 1997; entered into force on 23 May 2001; 146 parties.

2 . https://ebooks.iospress.nl/volume/the-protection-of-critical-energy-infrastructure-against-emerging-
security-challenges
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1. UN Ad Hoc Committee on Terrorism, Deraft International Comprehensive Convention on International
Terrorism, in Annexes to the Report of the Ad Hoc Committee Established by General Assembly Resolution
51/210 of 17 December 1996, UN GAOR, 57th sess, Supp no 37, UN Doc A/57/37 (2002).
2.https://www.un.org/counterterrorism/sites/www.un.org.counterterrorism/files/2225521_compendium_of
_good_practice_web.pdf

3. https://carnegieendowment.org/research/2024/03/why-the-world-needs-a-new-cyber-treaty-for-critical-
infrastructure?lang=en
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1 . EU Cybersecurity Act, Regulation (EU) 2019/881, 2019 0OJ. (L 151)

15, http://data.europa.eu/eli/reg/2019/881/0j.
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- Council of Europe Convention on Cybercrime, Nov. 8, 2001, E.T.S. 185. (hereinafter “Convention on

Cybercrime”).
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-https://web.stanford.edu/~gwilson/Transnatl. Dimension.Cyber.Crime.2001.p.249.pdf;

https://cyberir.mit.edu/site/proposal-international-convention-cyber-crime-and-terrorism/

3. https://djilp.org/international-legal-frameworks-on-cybersecurity-and-data-protection-law/

4. European Union Agency for Cybersecurity (ENISA), https://european-union.europa.eu/institutions-law-

budget/institutions-and-bodies/search-all-eu-institutions-and-bodies/european-union-agency-

cybersecurity-enisa_en

5. The EU Cybersecurity Act, SHAPING EUROPE’S DIGITAL FUTURE, EU (Nov. 21, 2024),

https://digital-strategy.ec.europa.eu/en/policies/cybersecurity-act.

6. Regulation (EU) 2019/881, art. 1, 2019 O.J. (L 151) 15.

7. Regulation (EU) 2019/881, art. 3, 2019 O.J. (L 151) 15.
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1. Regulation (EU) 2019/881, art. 4, 2019 O.J. (L 151) 15.

2. Regulation (EU) 2019/881, art. 7, 2019 O.J. (L 151) 15.

3. Cybersecurity Rules Saw Big Changes in 2024: Here’s What to Know, World Economic Forum (Oct. 17,
2024), https://www.weforum.org/stories/2024/10/cybersecurity-regulation-changes-nis2-eu-2024/.

4. General Data Protection Regulation (GDPR), https://gdpr-info.eu/

5. General Data Protection Regulation (GDPR), Regulation (EU) 2016/679, 2016 O.J. (Apr. 27, 2016).

6. https://iapp.org/resources/article/a-brief-history-of-the-general-data-protection-regulation/.



J\Jé\M&Uﬁo)‘:j\soucbj&wd}b_}y‘ ke Js Waosls 3l Cbli> 0 gee Oy L0
2 Sl gl |y Laosls (65T e 53,1 AST Olad s aVsle o S5 5505 50 esle .S o Cablows
(opB a1 Ll i & esle il S5 5 385 3 sdoee LS s el 45 Il 55 (LS o sl g5 s
S 1y 23 G s 5 Cblim 4y D) o gl 5 S o0 o 25 1) (9538 Dlg ploil 5 Sl dT sle
SleldBl a5 S o <=J'J..a Ly Laosls (slaedisls s 5 OSASU S 5 5505 58503 Waesls Coal 5 YY 03le TS s
YO osbe ol posdhe TS | >l b ol I3 53 ol (glaosls 3 Clabloes (gl |y pslio Slojlus 5 o5
Il 5l AS g (’J"l"’ Laglesle a5 A8 o byme ) (o B i 5 0dd > b &) gum 4 aasls 1 Cbla>)
JE 4015 505 10 b slosls (6 sl e 4y 5 S ples) 355 (Sladal 3 5315 Laosls 5l bl el
fias GBI S o s el

lad 65K S glsea C(ls)l 4l (5,48 Slae (5 Ken [l sl oledl Wb pas s
Sl apgele nd sl ST 40Bil 5 (0 g Dlogd AD o3le G35 (s A4S 530l 3 Ll 4]
52 5 o)) aplbol gias b Gl siS L baslGils sl sl 5 Lol 5l CBli pllas ¢ aSl>
w005 55 Slwsls 5 Slides 5> (Sasles 25 3k 5 adbolesle 5 63013 G o8l 4 (S
CFPF-FVONE Y (5,) Vased SLET1) 355 Cdlad 5 1 Yle ¥ Y 0N jlus Y ) S AL ensls Y0 Y
Jees b 3 L) asbul Sl glacslugy b s bl boablis 5o il (eo s
(lelid 5 plae Gla)plS @ el Jlowin 5 Sile Olidss 5l Slaly (Ml lag ) Sen
Hernandez Lopez, 2023:) uS oo Wl bl 28 1531l SMa 5 el bl b o 5 (¢ 5y
*.(391-934

. General Data Protection Regulation (EU) 2016/679, art. 5, O.J. L 119 (May 4, 2016).

. General Data Protection Regulation (EU) 2016/679, art. 6, O.J. L 119 (May 4, 2016).

. General Data Protection Regulation (EU) 2016/679, art. 32, O.J. L 119 (May 4, 2016).

. General Data Protection Regulation (EU) 2016/679, art. 25, O.J. L 119 (May 4, 2016).

. European Union Agency for Criminal Justice Cooperation (Eurojust).

. https://www.eurojust.europa.eu/about-us/data-protection.

. https://www.eurojust.europa.eu/about-us/organisation/eurojust-legal-framework.
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1. https://www.tandfonline.com/doi/full/10.1080/13600834.2019.1573501.

2. https://dig.watch/updates/comparative-analysis-the-budapest-convention-vs-the-un-convention-against-

cybercrime.

3. https://pmc.ncbi.nlm.nih.gov/articles/PMC8473297/.
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1. Resolution 74/247 of the United Nations General Assembly. “Countering the use of information and
communications technologies for criminal purposes,” A/Res//74/247 adopted 27 December 2019; available
at https://documents-dds-ny.un.org/doc/UNDOC/GEN/N19/440/28/PDF/N1944028.pdf?OpenElement.

2. UN. Ad Hoc Committee to Elaborate a Comprehensive International Convention on Countering the Use
of Information and Communications Technologies for Criminal Purposes, [New York]: UN, 7 Aug. 2024
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