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The concurrent rise of state cyber capabilities and the potential

Iranian Law and Legal Research

(mis)use of Artificial Intelligence (AI) to advance malicious state e

objectives pose the critical question : Is the International Criminal Vol. 2 | No. 4| Fall 2025 and
Winter 2026

Court (ICC) equipped to counter Al-driven cyber attacks (Original Article)

perpetrated by and against states? Or does conduct via Al risk www.jclc.illrc.ac.ir

creating a legal vacuum, thereby shielding human actors who DOI:

. o .. 10.22034/jclc.2026.735000
ordered its use from responsibility? In response, by outlining and

explicating the “Responsibility Gap” discourse, this article
analyzes how Al impacts the essential elements of international
crimes namely, the material (Actus Reus) and mental (Mens Rea)
elements from the perspective of the ICC Statute. Specifically, by
examining the concept of “Cyber Aggression,” which has
recently gained attention in legal scholarship, the study assesses
the efficacy of the current text of the Rome Statute and its
associated interpretations in establishing international criminal
responsibility in cases where Al causes cyber aggression. This
article explores a spectrum in which potential acts of cyber

aggression may be reducible to human activity thus transferring

Yf


https://www.illrc.ac.ir/
https://jclc.illrc.ac.ir/?lang=en
https://orcid.org/0000-0002-2520-6297
https://jclc.illrc.ac.ir/?lang=en
https://jclc.illrc.ac.ir/?lang=en
https://www.illrc.ac.ir/
https://www.illrc.ac.ir/
https://jclc.illrc.ac.ir/?lang=en
https://doi.org/10.22034/jclc.2026.735000

criminal responsibility to the human trainer of the Al versus
scenarios where the committed act is perhaps too remote from
human intervention to justify criminal responsibility based on
the mental state of a culpable human agent. To engage in this
discussion, the article begins with a brief overview of the
Crime of Aggression, followed by the introduction of the
emerging concept of cyber aggression. Subsequently, the
challenges posed by applying Al-based aggression to the
conventional  elements of international criminal
responsibility are examined. Furthermore, solutions
proposed in International Criminal Law scholarship are
described. It is argued that the elements of criminal
responsibility for an act of aggression, within the current
structure and interpretation of the ICC Statute, lack the
necessary readiness and capacity to adapt to the ambiguous
consequences of cyber aggression committed through state-
sponsored Al systems. Finally, prior to the conclusion, an

additional approach is proposed.

Keywords: International Criminal Court (ICC);
Artificial Intelligence (AI); Cyber Aggression; Criminal
Responsibility; Responsibility Gap.
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et Al S 058 0015 S o @ wllSislot Jae S st Sul ol
o&iws ;o (Ophardt, 2010: 10-11) ,5550 G 4 Lasdd Wb segivan bed S
30,5 entin 55 (ol b (gl o) S5 abe casy Jleplie S 4 asly ccdgo
ol bg colo)ls ola,Sa a4 lacdss I3 wypacnl ,o (VAY DVF+F (g )
ooy S 45k 55 S, 546 el U ol b 5 (sl
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3. Judgment of the Trial Chamber, Bemba Gombo (ICC-01/05-01/08-2170), 21 March 2016, §§
170, 183.
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2. non-kinetic effects

3. responsibility gap
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