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Objective: To identify and explain the essential requirements and
characteristics in the design of low-altitude air defense systems (LAADS)
for the Iranian Army Ground Force (NEZAJA), with a focus on future
studies and analysis of emerging threats.

Method: This study employs a mixed-methods approach. Data were
collected through interviews with 11 defense experts and a structured
questionnaire distributed among 82 specialists. Qualitative data were
analyzed using MaxQDA software, and quantitative analysis was conducted
using SmartPLS and SWOT analysis for confirmatory factor analysis. The
findings revealed that the “Requirements and Characteristics” component
includes six key indicators, with the highest factor loading attributed to
“System Automation.”

Findings: Future-oriented analysis indicates that the efficient design of these
systems requires emphasis on automation, rapid response capabilities,
network-centric interactions, and the ability to counter hybrid threats such as
decoy drones, cyber warfare, and high-speed attacks.

Conclusion: The “Requirements and Characteristics” component plays a
pivotal role in enhancing NEZAJA’s combat readiness against future threats.
These requirements must be developed based on attributes such as real-time
responsiveness, integrated recognition, high-level automation, and systemic
coordination. The results emphasize that the only effective approach to
confronting future threats is through the transformation of technical and
operational requirements and the conceptual modernization of these systems.
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Extended Abstract

INTRODUCTION

Geopolitical developments and the emergence of technological threats in the
arena of future warfare have made it more evident than ever that it is necessary
to review the structure and requirements of air defense systems. Among these,
low-altitude air defense systems—which are tasked with ensuring the security
of surface units and vital points—will be the most vulnerable to the swift and
intelligent threats of the future. Therefore, focusing on the design and
deployment of systems with clear operational requirements, up-to-date
technical features, and rapid response capability is regarded as a strategic
necessity.

This study, focusing on the “requirements and features” component from the
perspective of “defense systems,” seeks to address this fundamental question:
“What key features and requirements should be considered for the low-altitude
air defense systems of the Army Ground Forces so that preparedness to
confront future threats is relatively assured?”

Utilizing a futures studies approach—drawing on expert panels, as well as
qualitative and quantitative data analysis—an effort has been made to consider
not only current needs but also the necessities of the future battlefield
environment in the conceptual design of these systems. The results of the
research can serve as a basis for planning the development of equipment,
training personnel, and formulating a future-oriented defensive doctrine for
the Army Ground Forces. Therefore, the purpose of this study is to identify
and explain the requirements and features influencing the design of low-
altitude air defense systems of the Army Ground Forces, with an emphasis on
futures studies and the analysis of future threats.

METHODOLOGY
The research is applied in nature, and the research method is a mixed-method
approach, conducted in both qualitative and quantitative sections. In the
qualitative section, data were collected through interviews with 11 experts
(including university professors and operational commanders), as well as the
study of documents and records. These data were analyzed using MAXQDA
software through thematic analysis. In the quantitative section, a questionnaire
was distributed among 82 officers and specialized experts. The reliability of
the tool was confirmed by a Cronbach’s alpha of 0.872, and confirmatory
factor analysis using SmartPLS software was also validated. The SWOT
analysis method was employed to identify the weaknesses of air defense
systems in order to address these weaknesses, considering current threats and
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opportunities. The futures studies method utilized in this research is the expert
panel technique, which was used to identify future threats.

RESULT
The findings of the present study indicate that “requirements and features”
constitute one of the main pillars in the design and improvement of the Army
Ground Forces’ low-altitude air defense systems. This component includes
four indicators: “technical and operational characteristics,” “mission
objectives,” “threat assessment and weapon allocation,” and “level of
automation,” each of which plays a distinct role in the combat readiness of the
units.
Factor loading analysis in SmartPLS showed that the “system automation”
indicator, with a value of 0.88, has the highest impact weight. This finding
aligns with global literature; for example, Skeer (2018) in his book also
emphasizes that the future of warfare will be centered around automated
systems, where reactions occur in seconds, and decisions are made without
human intervention. In fact, under modern threats such as smart drones, cruise
missiles, and high-speed cyber-attacks, a system that waits for human analysis
simply cannot be completely reliable.
The “threat assessment and weapon allocation” indicator ranks second with a
factor loading of 0.86. This indicator necessitates the use of artificial
intelligence algorithms, real-time data analysis from various sensors, and
multi-criteria decision-making. Effective implementation of this feature can
lead to better utilization of weapon resources and a reduction in unintended
damage.
The “technical and operational characteristics” indicator, with a factor loading
of 0.84, also demonstrates that agility, accuracy, mobility, resilience,
integration, firepower density, and combination are still vital elements in
future battles. Especially in asymmetric combat environments, systems
without high mobility are easily targeted or removed from the battlefield.
Therefore, the current air defense system is facing a serious challenge within
the Army structure. These systems are mostly data-driven, outdated
technologies, and lack the capability for automatic detection and engagement
with modern threats. The findings of this research also confirm the results of
Kiani’s (2022) studies, which emphasize the necessity of a complete
modernization of air defense artillery. In particular, the integration of these
systems with electro-optic sensors and real-time command is considered a
strategic necessity.
A comparison of the indicators shows that a future-oriented design of air
defense systems can only be effective if:
The level of automation is enhanced so that decisions and actions can be
carried out within fractions of a second.
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The threat assessment system, instead of being human-centered, becomes
data-driven and decision-support algorithms.

The technical features of the system are adapted to future threats (in terms of
range, accuracy, mobility, survivability, and multifunction detection).
Traditional artillery systems are redesigned with up-to-date technology and
artificial intelligence.

DISCUSSION and CONCLUSIONS
A comparison of the indicators shows that the future-oriented design of air
defense systems can only be effective if:
The level of automation is enhanced to the point where decision-making and
action are carried out within fractions of a second.
The threat assessment system shifts from being human-centric to being data-
driven and decision-support algorithms.
The technical features of the system are adapted to future threats in terms of
range, accuracy, mobility, survivability, and multi-role detection.
Traditional artillery systems are redesigned using up-to-date technologies and
artificial intelligence.
The results of this research clarify not only the practical aspects of system
design but, from a strategic perspective, also inform defense policymakers that
future threats require systems designed to be flexible, automated, multi-
purpose, and resilient against electronic warfare and cyber threats. Neglecting
the modernization of these system requirements could seriously jeopardize the
Army Ground Forces’ defensive capabilities.
Ultimately, this study emphasizes that the “requirements and features”
component must be at the heart of the doctrine for designing future air defense
systems and serve as the basis for decision-making regarding technological
development and the operational structure of the Army Ground Forces. The
requirements and features component plays a central role in increasing the
Army’s combat readiness against future threats. These requirements should be
formulated data-driven characteristics such as real-time response, integrated
detection, high-level automation, and system coordination. The findings stress
that the only way to counter future threats is through transformation in the
technical and operational requirements and conceptual modernization in the
design of these systems. Future threats will be complex, diverse, and
multidimensional. Therefore, air defense systems must not only be equipped
with new technologies, but their requirements structures must also be
redefined. This research demonstrates that without attention to indicators such
as automation, intelligent weapon assignment, and mission-orientation,
effective counteraction against future threats will not be possible.
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