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Objective: The aim of the study was to propose a three-level
(strategic, institutional, operational) policy model for cognitive
defence in Iran to counter cognitive threats and to increase national
resilience.

Methods: A mixed-method approach has been used. Data have been
collected through a systematic literature review (2015-25, Scopus and
Magiran databases), an analysis of high-level Iranian documents
(e.g., the Second Step Declaration on the Revolution, 2018),
international reports, and the views of cognitive science and policy
experts. The thematic analysis identified 14 key drivers, while the
MICMAC analysis extracted five key drivers with significant
influence and uncertainty. Strategic scenario planning has been used
to develop future-oriented scenarios and a three-level model.
Findings: Four futuristic scenarios (Intelligent Command, Advanced
Divergence, Cognitive Chaos, and Defense Management) have been
developed. The Intelligent Command scenario, which combines
strong political will with modern technology, has been identified as
the optimal approach to increase cognitive resilience. The three-level
model emphasised active narrative policy, institutional coordination,
and local content creation.

Conclusion: Effective cognitive defense requires a national policy
paper, a Supreme Cognitive Defense Council, an integrated
Intelligent command, increased media literacy, and investments in
homegrown cognitive technologies. If these factors are neglected, we
risk undesirable scenarios like cognitive chaos.
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Extended Abstract

Introduction:

The human mind is now the main battlefield in the age of cognitive
warfare, so national cognitive security is an essential part of national
security. Cognitive threats seek to erode political legitimacy, national
identity, and social cohesiveness through psychological manipulation,
social media, and targeted narratives (Nye, 2004). Developing
Intelligent, forward-thinking cognitive defense policies is crucial for
Iran, a country dealing with complex geopolitical issues and growing
soft threats, to improve national resilience. Key drivers, such as
political will, institutional coordination, social cohesion, and cognitive
technology advancements, must be addressed by these policies (Floridi,
2014). To detect and neutralize threats, cognitive technology
advancements such as artificial intelligence (Al) and social data
analytics are essential (Zuboff, 2019). While social cohesion, which is
based on national and religious identity, serves as a buffer against
cognitive disruptions, political will guarantees a cogent policy
direction (Tajfel and Turner, 2004).

Through organizations like the proposed Supreme Cognitive Defense
Council, institutional coordination improves the effectiveness of policy
implementation. Although cognitive threats are acknowledged in
Iranian strategic documents like the "National Cyberspace Strategy"
(2020), there is no comprehensive, integrated policy framework in
these documents, which results in reactive and dispersed efforts.

In order to close this gap, this study uses a scenario-based foresight
approach to create a three-tiered (strategic, institutional, and
operational) cognitive defense policy model. The model uses thematic
analysis, MICMAC structural analysis, and scenario planning to
identify important drivers and examine likely future scenarios by
fusing international theories such as soft power with Iran's local
context. The goal of this framework is to give decision-makers the
means to fortify Iran's cognitive security against potential dangers.

Methodology:

In order to create a three-tiered cognitive defense policy model, this
study uses a mixed-methods (qualitative-quantitative) approach with
an applied-developmental focus. Table 1 summarizes the three stages
of the methodology: strategic scenario planning, MICMAC structural
analysis, and thematic analysis.
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Table 1: Summary of Research Phases

Phase Method Data Sources Tools
Thematic Braun & _ Iranlar! strategic docur_nent_s: Excel for data
Analysis Clarke mternat!onal reports, scientific management

(2006) articles (2015-2025)
MICMAC Godet Expert panel inputs (7 experts, = MICMAC for
Structural (2006) urposive sampling) Analysis
Analysis purp piing y
Scenario Godet Key drivers from MICMAC MICMAC for
Planning (2006) analysis visualizations

Data were collected through a qualitative approach of Iranian strategic
documents, international reports, and peer-reviewed articles from
Scopus and Maglran, and the results were validated by a Cohen's
Kappa (Braun & Clarke, 2006) panel, which identified drivers with
high levels of uncertainty and developed scenarios based on a three-
tiered model.

Findings:

The results, which are organized around the three-tiered model and
backed by important theoretical frameworks like soft power (Nye,
2004), institutionalism (Peters, 2021), and foresight (Godet, 2006), are
derived from thematic analysis, MICMAC structural analysis, and
scenario planning.

Thematic Analysis;

Table 2 displays the results of the thematic analysis, which revealed
420 open codes, 45 intermediate themes, and 14 important drivers at
three levels.

Table 2: Key Drivers by Policy Level
Level Key Drivers
Political will, narrative policy-making, and national-

Strategic religious identity
- Cognitive command, institutional coordination, data
Institutional
governance
. Indigenous content production, media literacy, narrative
Operational -
monitoring

MICMAC Structural Analysis
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Political will, the development of cognitive technology, proactive
narrative policy, cognitive warfare command, and data governance
were identified as the five main drivers by MICMAC analysis.
Plotting of these in an influence-dependence space (Figure 1) revealed
that the development of cognitive technologies and political will were
high-influence, high-uncertainty drivers.

Figure 1: Influence-Dependence Scatter Plot of Key Drivers

Scenario Planning;
As indicated in Table 3, four scenarios were created based on how
political will and the development of cognitive technology interact.

Table 3: Scenario Matrix for Cognitive Defense Policy

Strong Political Will Weak Political Will
Developed Cognitive . :
Technology Intelligent Command Advanced Divergence
Underdeveloped . ..
Cognitive Technology Defensive Management Cognitive Chaos

A national cognitive defense strategy and Al-driven operations are
supported by the Intelligent Command scenario, which combines
strong political will with cutting-edge technology. Social unrest results
from cognitive chaos, which is exacerbated by a lack of political will
and inadequate technology.
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Conclusion

Using a scenario-based foresight approach, this study integrates
strategic, institutional, and operational levels to propose a three-tiered
cognitive defense policy model for Iran. To combat cognitive threats
and improve resilience, the model places a high priority on political
will and the development of cognitive technologies. The most reliable
framework is provided by the Intelligent Command scenario, which is
consistent with Iran's strategic documents and international research on
cognitive warfare. The model offers a useful framework for
policymakers by fusing international theories with Iran's cultural
context. Limited access to classified data is one of the limitations,
indicating the necessity of more secondary driver research in the future.
This model gives decision-makers a flexible framework for securing
Iran's cognitive security via cultural congruence and strategic vision.
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