System Engineering and Productivity/ 2025/ Vol. 5/ No. 4/ 45-69

System Engineering and Productivity

DOI:10.22034/sep.2025.2064025.1337

Development of an Integrated Sustainability and Resilience Model for
Appropriate Smart Technology Implementation in Small and Medium
Enterprises Under Crisis Conditions

Mehdi Namdarzadegan !, Ali Bozorgi-Amiri

2*

'Ph.D. Student, Faculty of Industrial Engineering, Alborz Campus, University of Tehran, Tehran, Iran
% Associate Professor, School of Industrial Engineering, College of Engineering, University of Tehran, Tehran, Iran

HIGHLIGHTS

GRAPHICAL ABSTRACT

e Technologies with higher scalability
demonstrate greater implementation
success under crisis conditions.

e Internet of Things (10T) demonstrated
the highest adoption rate.

e The proposed model predicts smart
technology implementation success
under crisis conditions with 89.2%
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Small and medium enterprises (SMEs) encounter significant challenges in
digital transformation during various crises, including economic shocks and
supply chain disruptions. This research develops an integrated sustainability
and resilience model for smart technology implementation in SMEs under
crisis conditions. The methodology employs an innovative combination of
Real Options Theory (ROT) with Deep Reinforcement Learning (DRL)
algorithms. Through an exploratory-analytical study, data from 85 small
enterprises were collected and analyzed. Fifteen key criteria affecting the
sustainability and resilience of smart technology implementation were
identified and categorized into organizational factors, technological
characteristics, and environmental factors. Structural equation modeling
was utilized to analyze relationships between these criteria and mediating
variables of technology absorption capacity and change management
capability. Real options modeling was conducted using the binomial tree
method, followed by the development of a reinforcement learning model to
optimize smart technology implementation strategies. Results demonstrate
that smart technologies with high scalability, adaptability, and operational
efficiency exhibit greater implementation success during crisis conditions,
with Internet of Things achieving the highest adoption rate among
examined technologies. The proposed model predicts smart technology
implementation success under crisis conditions with 89.2% accuracy. This
research provides a decision support system enabling enterprise managers to
formulate sustainable and resilient strategies for smart technology
implementation under severe uncertainty conditions.
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1. Introduction

Small and medium enterprises (SMEs) are
important economic movers in both developed and
developing economies, contributing significantly to
employment, innovation, and economic growth.
These firms are, however, very vulnerable to crisis
scenarios, including economic recessions, pandemic
outbreaks, supply chain disruptions, and market
volatility. The COVID-19 pandemic, in particular,
demonstrated the vulnerability of SMEs to
exogenous shocks and highlighted the digital
transformation as a resilience strategy.

New smart technologies like Internet of Things
(loT), artificial intelligence (Al), cloud computing,
blockchain, augmented/virtual reality (AR/VR), and
big data analytics have immense potential in
enhancing SME operational competences and
business models. In spite of this potential,
technology adoption under crisis conditions has its
unique challenges, with failure rates exceeding 80%
due to the absence of feasible and sustainable
implementation strategies.

While previous research has extensively explored
technology  adoption in  stable  business
environments, it leaves a significant knowledge gap
on how SMEs can adopt smart technologies in a
sustainable and resilient way during crisis
situations. To address this gap, this research
develops a composite model that combines
sustainability (the dynamic of maintaining
continued and effective technology use) with
resilience (the ability to adapt, modify, or abandon
technologies in response to environmental
discontinuities) (Alkhodair & Alkhudhayr, 2025;
Awad & Martin-Rojas, 2024; Durst & Henschel,
2021; Gregurec et al.,, 2021; Guo et al., 2020;
Kannan & Gambetta, 2023; Kariovska & Bumberova,
2021; Khurana et al., 2022; Klein & Todesco, 2021;
Matarazzo et al., 2021; Mick et al., 2024; Sagala &
Ori, 2025; Valenza & Damiano, 2025; Zamani,
2022).

2. Methodology

The theoretical foundation of this study integrates
two synergistic theories: Real Options Theory (ROT)
and Deep Reinforcement Learning (DRL).

Real Options Theory presents some analytical
frameworks to evaluate and manage investments
under uncertainty. Unlike traditional investment
appraisal techniques (e.g., Net Present Value), ROT
values the flexibility of decision-making for
managers, which allows organizations to modify
their strategy in response to environmental
changes. In technology management, ROT helps in
identifying and estimating various implementation

options, including deferral options (postponing
investment), staging options (investing in stages),
scaling options (altering implementation size), and
abandonment options (abandoning unsuccessful
implementations).

Deep Reinforcement Learning combines deep
neural networks and reinforcement learning to
enable learning of optimal policies in dynamic
environments that have large state spaces. In DRL,
an agent learns through interactions with the
environment and receives rewards or penalties that
guide its actions. The approach is very suitable to
model complex decisions under uncertain
environments as it enables strategy optimization
adaptively based on the dynamics in the
environment.

By integrating these approaches, our model
captures both the value of flexibility in technology
investment decisions (through ROT) and the ability
to optimize investment strategies in uncertain,
dynamic environments (through DRL).

This research employed a multi-stage mixed-
methods design:

1. Conceptual Framework Development:
Based on extensive literature review, we
developed a conceptual framework
identifying factors affecting sustainability
and resilience in smart technology
adoption. The framework categorized
factors into organizational dimensions
(digital readiness, strategic alignment,
organizational culture, required skills,
implementation cost), technological
characteristics (adaptability, scalability,
operational efficiency, technical support,
reliability), and environmental factors
(competitive pressure, government
support, supply chain integration, market
dynamics, regulatory requirements).

2. Quantitative Data Collection: Data were
collected from 85 SMEs across seven
industries (manufacturing, food
processing, apparel, electronics, chemical,
metals, and pharmaceutical) through
structured guestionnaires. These
enterprises had implemented at least one
smart technology during crisis conditions
(defined as periods of significant market
volatility, supply chain disruption, or
operational constraints).

3. Structural Equation Modeling: We used
structural equation modeling to investigate
relations between ascertained factors and
two mediating variables: technology
absorption capacity and change
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management capability. The analysis
enabled the identification of direct and
indirect effects on implementation
success.

Real Options Modeling: Using the binomial
tree method, we modeled four
implementation options: deferral, staging,
scaling, and abandonment. The modeling
took into account implementation costs,
anticipated benefits, and volatility under
crisis conditions.

Deep Reinforcement Learning Model
Development: A DRL model was built with
the Proximal Policy Optimization algorithm
to optimize technology implementation
plans under different crisis situations. The
model was trained on past implementation
data and artificial crisis situations.

Model Validation: The combined model
was validated with out-of-sample data
from 15 SMEs that have implemented
smart technologies in recent crisis times.

3. Results and discussion

Our results unveil some important insights:

1.

Critical Success Factors: Among
organizational factors, strategic alignment
(B=0.72, p<0.001) and digital readiness
(B=0.68, p<0.001) had strongest influence
on implementation success. Among
technological characteristics, scalability
(B=0.75, p<0.001), adaptability (B=0.71,
p<0.001), and operational efficiency
(B=0.69, p<0.001) were most salient.
Technology Adoption Trends: Internet of
Things had the largest cumulative adoption
rate (55%), followed by cloud computing
(44%), big data analytics (36%), artificial
intelligence  (33%), augmented/virtual
reality (24%), and blockchain (17%). The
levels of adoption varied by industry, with
manufacturing having the largest loT
adoption (70%) and agriculture having the
lowest (40%).

Implementation Functions: Technology
implementation varied significantly across
organizational functions, with
operations/production recording  the

highest implementation levels
(approximately 75% in auto
manufacturing), followed by
sales/marketing, supply chain, human
resources, and R&D.

Mediating Variables: Technology
absorption capacity and change
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management capability significantly
mediated the relationship  between
organizational/technological factors and
implementation success (indirect
effect=0.43, p<0.01).

Real Options Value: The real options
approach discovered tremendous value in
implementation flexibility during crisis
conditions, with scaling options providing
the highest value (27% more than
traditional NPV), followed by staging
options (21% more) and deferral options
(16% more).

DRL Model Performance: The DRL model
was 89.2% accurate in predicting
implementation success under different
crisis conditions, outperforming traditional
decision models (75.3% accurate) and
single-approach models (ROT: 81.5%,
regression models: 79.8%).

This research has several theoretical and practical
implications:

This integration of sustainability and

resilience concepts represents a novel conceptual
framework to understand technology adoption
under the crisis context.

The combination of ROT and DRL
represents a methodological
improvement in decision-making
modeling under uncertainty in

complicated scenarios.
The identification of mediating variables

(technology absorption capacity and
change management capacity)
complements existing technology
adoption  models by highlighting

organizational learning processes.

SMEs should prioritize high scalability,
flexibility, and efficiency of operations
technologies during crisis conditions.
Implementation plans should incorporate
flexibility options, particularly scaling
options that allow the scope of
implementation to be modified according
to changing conditions.

Technology absorption capacity and
change management capability must be
developed by organizations as important
organizational competencies for
sustainable and resilient technology
implementation.

The decision support system developed in
this research provides SME managers
with a practical tool for evaluating and



fA Development of an Integrated Sustainability and Resilience Model for Appropriate Smart Technology Implementation ...

optimizing technology implementation
strategies under uncertainty.

4. Conclusion

This research closes a significant knowledge gap in
understanding how SMEs can deploy smart
technologies in a sustainable and resilient way
during crisis situations. By integrating ROT and DRL
approaches, we developed a model that
successfully predicts implementation success and
provides practical assistance in the governance of
technology investments under uncertainty. Future
research needs to resolve the long-term effect of
crisis-driven technology adoption on organizational
performance, investigate industry-specific
implementation patterns, and extend the model to
emerging technologies and crisis situations. In
addition, comparative research across various
economic settings would allow a more nuanced
comprehension of how institutional environments
influence sustainable and resilient technology
adoption in SMEs. In short, with SMEs continuing to
face increasing environmental turbulence and
technological disruption, the ability to implement
smart technologies in a sustainable and resilient
way will be a final source of competitive advantage
and long-term sustainability.
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Figure 1. Conceptual model of the research.
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Table 3. The impact of a 10% increase in key factors on increasing technology implementation success
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Table 4. Key factors affecting the sustainability and flexibility of implementing smart technologies
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Table 6. Optimal strategies for implementing smart technologies in different crisis situations
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Figure 3. Chart comparing the adoption rate of smart technologies in small and medium-sized enterprises.
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Figure 4. Diagram of the relationship between key factors and the adoption rate of smart technologies.
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Figure 5. Graph of the adoption rate of smart technologies in different industries.
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Figure 6. Comparison chart of the value of real options for implementing smart technologies in enterprises.
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Figure 7. Graph of the results of the sensitivity analysis of key variables on the success of implementing smart
technologies
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