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Introduction

The revolution in information and communication technologies, particularly through the
Internet, has transcended the limitations of time and space and now plays an indispensable
role in modern life. Within this framework, Internet Service Providers (ISPs), as key
intermediaries, enable users’ access to the global network. With the rapid expansion of
cyberspace and the diversification of online activities, the risk of financial and non-pecuniary
harm to users has increased. Such damages may arise from users’ own conduct, cyber abuse
by third parties, or even negligence or fault on the part of service providers themselves. In this
context, determining the legal basis and scope of civil liability of these providers—who act
both as facilitators and, at times, controllers of access and content—has become a complex
and essential legal issue. The present study aims to examine this matter within the framework
of the Iranian legal system. The main objectives of the article include clarifying the concept
and categories of Internet service providers, analyzing the legal foundations of their civil
liability in both contractual and non-contractual contexts, identifying practical instances of
liability, explaining the constituent elements of liability, and finally, exploring the challenges
facing this field and proposing reform-oriented solutions.

Method

This research adopts a descriptive—analytical methodology with a library-based and
documentary approach. Accordingly, relevant legal texts, Iranian domestic laws and
regulations—including the Electronic Commerce Act (2003), the Computer Crimes Act
(2009), and regulations issued by the Regulatory Authority for Radio Communications (such
as the Regulation on the Provision of Information and Internet Services)—as well as
jurisprudential (figh) sources have been examined. Furthermore, given the transnational
nature of the subject, comparative legal approaches from jurisdictions such as the United
States (notably the Digital Millennium Copyright Act) and the European Union have also
been considered. Content analysis of these materials was conducted in order to extract
governing principles, identify legal gaps and inconsistencies, and provide a clear picture of
the current legal landscape.
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Findings

The study demonstrates that the Iranian legal system lacks a comprehensive and specific
statute governing the civil liability of Internet service providers, and that existing regulations
are fragmented and, at times, insufficiently clear. The Electronic Commerce Act, by
distinguishing between “information service providers” and “hosting service providers,” lays
the foundation for liability and, under Article 20, imposes an almost strict obligation on
providers regarding the protection of users’ personal data. Although primarily criminal in
nature, the Computer Crimes Act—particularly Articles 48 (liability of legal persons) and 51
(duty to block unlawful content)}—may also serve as a basis for civil liability in cases
involving provider fault. With respect to the legal basis of liability, the prevailing approach in
Iranian law is rooted in the fault-based theory. Providers’ liability for their own harmful acts
(such as data privacy breaches or intentional service disruption) is generally assessed under
this framework. Regarding liability for the acts of others (such as the dissemination of
unlawful content by users), although principles such as full compensation for damages and the
greater financial capacity of providers support the case for their responsibility, in practice—
and in the absence of explicit statutory provisions—establishing a causal link between
provider fault and the resulting harm remains challenging. Practical instances of provider
liability mainly arise in two areas: infringement of intellectual property rights (such as hosting
copyrighted content without authorization) and violations of data privacy. In both cases,
receipt of legal notice and subsequent refusal to remove content or compensate damages are
considered aggravating factors. The elements of non-contractual liability—damage, wrongful
act, causation, and fault—also require specific adaptation in relation to ISPs. In particular,
contributory fault by users (for example, failure to install security software) may interrupt the
chain of causation or reduce the provider’s liability. Numerous challenges also characterize
this field, including ambiguity surrounding the standard of a provider’s “knowledge” of
unlawful content; tension between proactive monitoring and users’ privacy rights; difficulties
in proving causation and quantifying non-pecuniary damages; the cross-border nature of the
Internet and jurisdictional issues; rapid technological change and the relative obsolescence of
existing laws; and finally, the role of governmental bodies in filtering content, which further
complicates providers’ responsibilities as executors of official directives.

Conclusion

It may be concluded that the legal framework governing the civil liability of Internet service
providers in Iran lacks coherence, clarity, and comprehensiveness, and that no consistent body
of judicial practice has yet emerged in this area. This situation has created legal uncertainty
for providers, users, and judicial authorities alike, placing the rights of all parties at risk. To
address these shortcomings, it is essential to reform and update existing legislation, adopt
clear executive guidelines tailored to different types of services (access, hosting, content),
develop judicial practice grounded in principles of equity and full compensation, and enhance
public awareness of rights and obligations in cyberspace. Moreover, Internet service providers
themselves should take practical steps toward preventing harm and fulfilling their social
responsibilities by implementing appropriate technical and security measures and cooperating
effectively with judicial authorities. Achieving a balance between protecting users’ rights,
preserving incentives for providers, and promoting the development of the national Internet
industry requires a serious commitment to establishing a transparent, fair, and efficient legal
environment.
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