ML«M”J N
0 Research Journal m ®
on Business Law t/// y
i, andinvestment g ﬂW 9 j 9 U h

Criminal Protection for Victims of Cryptocurrency Crimes: Legal
Challenges and Legislative Solutions

Mostafa Kafi %, Yaser Abasi

1. Department of Law, Isf. C., Islamic Azad University, Isfahan, Iran. (Corresponding Author). E-mail: kafi64@iau.ac.ir

2.Department of Governance, Isf.C., Islamic Azad University, isfahan, Iran. E-mail: 1271853450@iau.ir

Received: 2025-07-10 How to cite this article:

Revised: 2025-09-07 Kafi, M., & Abasi, Y. (2025). Criminal Protection for Victims of
Accepted: 2025-09-12 Cryptocurrency Crimes: Legal Challenges and Legislative Solutions.
Available Online: 2025-09-23 Research Journal on Business Law and Investment, 1(1) (1): 128-145.

Introduction

The emergence of cryptocurrencies as one of the defining elements of the digital economy has
given rise to a new form of victimization known as technological victimization. This
phenomenon has presented the Iranian criminal justice system with unprecedented legislative,
institutional, and judicial challenges. Features such as the anonymity of perpetrators, the
decentralized nature of blockchain platforms, the absence of a legal infrastructure compatible
with blockchain technology, and the inherent technical complexities have created serious
obstacles to identifying offenders, restoring victims’ rights, and establishing criminal liability.

Accordingly, this study seeks to examine the deficiencies of the Iranian criminal justice
system in protecting victims of cryptocurrency crimes and to propose legislative measures to
address these shortcomings. The main objective is to analyze the legal and legislative
challenges faced by such victims within Iran’s criminal framework and to develop practical
legal solutions to enhance their protection. The subsidiary objectives include:

e Identifying the distinct characteristics of cryptocurrency victims;

e Examining Iran’s legislative criminal policy regarding these victims;

e Analyzing the challenges related to criminalization, judicial jurisdiction, digital
evidence, and supportive institutions;

e Proposing legislative reforms based on a victim-centered approach.

Method

This research adopts a descriptive-analytical approach, relying on legislative sources, judicial
documents, existing procedures, and academic literature. Data were collected through the
examination of criminal laws, executive bylaws, Persian scholarly sources, and specialized
materials on blockchain technology and cryptocurrencies. The analysis is grounded in logical
reasoning and comparative assessment between current legal frameworks and the distinctive
features of cryptocurrency crimes and their victims’ protective needs.
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Findings
The findings reveal that the Iranian criminal justice system faces significant structural
challenges in addressing the situation of cryptocurrency crime victims. The key issues
include:

Lack of a legal definition for cryptocurrency victims. The absence of formal recognition
for this category of victims deprives them of essential rights such as the ability to effectively
file complaints, access legal aid, and seek compensation.

Inefficiency of existing criminalization. Many acts specific to cryptocurrency-related
offenses—such as private key forgery, sophisticated phishing schemes, and the exploitation of
smart contracts—remain outside the scope of explicit criminal definitions.

Difficulties in identifying perpetrators and establishing jurisdiction. Anonymity in
transactions, the cross-border nature of digital assets, and the lack of mandatory identity
verification on trading platforms hinder the identification of offenders and complicate
jurisdictional determinations.

Weaknesses in the system of digital evidence. Technical evidence such as transaction
hashes and public keys lacks recognized evidentiary weight in traditional courts, and no clear
mechanisms exist for their authentication or evaluation.

Lack of specialized support institutions and compensation mechanisms.The absence of
entities such as compensation funds or specialized advisory centers leaves victims in a passive
and disadvantaged position.

To address these issues, the following legislative solutions are proposed:
« Enhancing judicial jurisdiction and mandating information disclosure by platforms;

o Designing compensation mechanisms, including the establishment of a national
victims’ fund;

« Creating specialized judicial authorities and dedicated support institutions;
« Defining the criminal liability of cryptocurrency service providers.

Conclusion

The Iranian criminal justice system currently lacks the necessary capacity to provide effective
protection for victims of cryptocurrency crimes. The absence of a coherent legal framework,
deficiencies in criminalization, weaknesses in support institutions, and challenges related to
digital evidence collectively undermine victims’ rights and public confidence in criminal
justice. Achieving effective criminal protection requires the adoption of a victim-centered
approach through the enactment of specific legislation, reform of criminal policy, and the
establishment of specialized institutions. Only through these measures can the principles of
digital justice and judicial security be realized in the age of emerging technologies.

English Keywords: Crypto-Crime Victims, Criminal Policy, Penal Protection, Blockchain
Technology, Legal Reform.
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