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ARTICLEINFO | Abstract

In the present study, with the aim of future research on passive defense trends
PP: 500-523 and approaches in critical infrastructures of Tehran in the face of severe threats
and with an emphasis on future research approaches, a combination of
descriptive-analytical and Delphi methods has been used to collect, refine, and
build consensus among experts. In the first step, eight key infrastructures
including transportation, communications and information technology, energy,
water supply, food and agriculture, health and wellness, governance, and defense
and security were identified. Then, using the impact-impact matrix (MICMAC),
E [ I E the intensity of mutual interactions between these infrastructures was quantified

at four levels (zero to three). Analysis of the results showed that Tehran's
infrastructure network has a completely systemic and nonlinear nature and the
independent functioning of no infrastructure is conceivable. Energy
E infrastructure, with the highest total impact (18), was identified as the main

driver of overall network stability, such that disruptions in energy production or
distribution quickly disrupt the performance of transportation, water supply,
communication services, defense responses, and governance mechanisms.
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Extended Abstract

Introduction

In recent years, the complexity and intensity
of military and hybrid threats in major cities
around the world, especially political and
economic capitals, have made it more evident
than ever before that a deeper understanding
of the structure and network performance of
critical infrastructures is needed. With a
population of several million and a key role in
national stability, Tehran is home to a diverse
set of physical and urban infrastructures
whose integrated performance under normal
conditions ensures the continuity of essential
services and, in times of crisis, defines the
boundary between general stability and
potential collapse. On the other hand, the lack
of systematic studies based on quantitative
analysis of the mutual relationships of these
infrastructures and the assessment of internal
correlations has led to resilience and passive
defense policies being based in many cases on
trivial assumptions or limited experiences.
Aiming to fill the existing research gaps, this
study has attempted to identify and quantify
the level and intensity of interactions of eight
major infrastructures in Tehran in order to
provide a solid basis for developing resilience
and crisis management strategies against hard
threats.

Methodology

From a methodological perspective, the
present study followed a descriptive-
analytical model. In the first step, by referring
to upstream passive defense documents,
previous research and specialized sources,
eight critical infrastructures of transportation,
communications and information technology,
energy, water supply, food and agriculture,
health and wellness, governance and defense
and security were determined. In the second
step, by holding Delphi meetings in three
rounds and the collective participation of
university professors, middle managers of
executive agencies and experts in related
fields, the intensity of the impact and
effectiveness of each infrastructure on the
other in severe threat scenario conditions was
evaluated and quantified at four levels from

zero (“no impact”) to three (“critical impact”).
Finally, a cross-impact matrix was formed and
by combining the results in the MICMAC
method, the sum of the scores of each row
(impact power) and each column (impact
level) was calculated. Network analysis based
on this matrix, in addition to determining the
strategic role of each infrastructure, also
revealed the correlation and vulnerability
loops.

Results and Discussion

The research findings show that energy
infrastructure, with a value of 18 in total
impact power and 10 in total impact, is
considered the main axis of the sustainability
of the entire infrastructure network; because
disruption in  energy production or
distribution, in addition to paralyzing the
performance of transportation and water
distribution systems, also causes disruption in
communication services, defense responses,
and governance decision-making processes.
After energy, transportation infrastructure is
in second place with values of 13 (impact) and
8 (impact), and any interruption in it can
unacceptably reduce the food and medicine
supply chain, health services, and security-
defense responses. The governance structure
also plays the role of a central regulator with
values of 16 and 16, and its weakness will
simultaneously lead to ineffective
coordination of sectors and an escalation of
domino crises. The two infrastructures of
communication and information technology
and water supply are located on the network
interface side, which, in addition to playing a
supporting role in the transfer of data and
resources, are highly dependent on energy
stability and the management base. Finally,
the food and agriculture, health and health,
and defense and security sectors were
identified as the most affected groups (with
the highest column values) that require
increased  strategic  reserves,  parallel
distribution lines, and rapid response
protocols to continue their operations. By
analyzing the MICMAC classification, four
functional groups of infrastructure were
identified: the key group (sovereignty and
defense and security) that requires integrated
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command and permanent reservation of
resources; the driving group (energy and
water) that can reduce its vulnerability
through resource diversification and strategic
storage; the dependent group (food and
health) that requires strengthening storage and
increasing parallel distribution lines; and the
intermediate group  (transportation and
communications),  which  ensures its
supporting role by developing multiple routes
and complementary infrastructures. This
categorization allows for optimal
prioritization in resource allocation and the
design of response and recovery protocols.

Conclusion

The analysis showed that energy
infrastructure, with the highest total impact
(18) and a significant level of impact (10), is
the main driver of the stability of the entire
infrastructure network; in such a way that any
fluctuation in energy production or
distribution not only stops the functioning of
transportation and water networks, but also
seriously disrupts communication services,
defense responses, and governance decision-
making.  After energy, transportation
infrastructure is in second place with a total
impact of 13, and its disruption not only
threatens food security and public health, but
also severely reduces the ability to respond to
security threats and defense logistics.
Governance infrastructure, with an equal total
impact and impact (16), was also recognized
as the central regulator of the network,
ensuring coordination between sectors and
overall system stability depends on the
empowerment of the governance network.
Other infrastructures were also classified into
four distinct functional groups based on the
intensity of impact and impact: the key group
includes governance and defense and security,
which require integrated command and
permanent reservation of resources; The
driving group includes energy and water,
which  can reduce vulnerability by
diversifying resources and developing
strategic reserves; the dependent group
includes food and health, which, due to their

very high impact, require increased storage
and parallel distribution lines; and finally, the
intermediate group consists of transport and
communications, which  ensure their
supporting role in a crisis by expanding
multiple routes and redundant infrastructure.
This classification provides a basis for
prioritizing resilience measures, continuous
monitoring, and designing specific response
and recovery protocols. The nonlinear nature
and existence of mutual feedback loops in the
infrastructure network require that resilience
and crisis management plans be formed based
on scenario analysis. Simulation of different
scenarios, real-time monitoring through the
Internet of Things and artificial intelligence,
and periodic review of the impact-impact
matrix are essential to adapt policies to
emerging conditions. Also, developing and
strengthening  cybersecurity  protocols,
especially for communication and information
technology infrastructures that act as the nerve
center of crisis command, is essential.
Preparing to deal with climate risks and
strengthening cooperation between executive,
research, and private sector institutions in the
form of interdepartmental exercises are also
essential to maintaining the stability and
resilience of infrastructures. From a futures
perspective, given the wide range of
uncertainties and complexity of
environmental variables, scenario writing
serves as a key tool for mapping possible
paths forward and testing the effectiveness of
passive defense strategies. In this regard, the
designed scenarios are a combination of
existing trends and passive defense decisions
and attempt to consider military and civilian
risks simultaneously. The results of this
scenario writing have provided a clear
perspective for policymaking in the field of
promoting national resilience; Especially in
metropolitan areas that are potential targets of
direct attacks, intelligent and integrated
implementation of passive defense principles
including dispersion, camouflage, deception,
localization, and fortifications can minimize
vulnerability and enable rapid recovery.
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