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ARTICLEINFO | Abstract

Today, due to the complexity of the political, economic and social conditions of
PP: 505-529 cities and their intertwining, paying attention to security-defense considerations
in various physical-civil infrastructures of cities has become a necessity with the
aim of reducing their vulnerability against various types of hard threats. .
Therefore, the purpose of this research is to assess the vulnerability of physical
(civil) infrastructures of the Tehran metropolis with an emphasis on the
principles of passive defense. To achieve the goal, first, through a document-
library study, the principles of passive defense and critical infrastructures were
EE'-. E extracted. Since the nature of the threats in this study is hard, physical

infrastructures are examined. Then, through an expert questionnaire (30 experts
in the field of passive defense and urban planning) and the multi-attribute
network analysis method, the most important principles of passive defense were
E identified. . Based on the findings, location, fragmentation, and fortifications

were determined as the most important passive defense principles with scores of
0.19035, 0.17840, and 0.17307, respectively. The vulnerability status of Tehran
metropolitan infrastructure was examined using fuzzy analysis and GIS. The
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Keywords: spatial findings showed that the concentration of critical infrastructure in high-
Infrastructure, Physical risk areas, especially the southern and central areas of the city, has reduced urban
(Urban), Hard Threats, resilience. These areas, with high population density, dilapidated infrastructure,

Passive Defense, Tehran. and inefficient road networks, are in the high-risk and very high-risk categories,
while the northern and northwestern regions have a low to medium risk range.
Also, the insufficient concentration of medical and security centers in high-risk
areas limits the capacity to respond to crises.
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Extended Abstract

Introduction

In light of extensive developments in
weaponry and the growth of human
settlements as critical hubs, utilizing passive
defense principles to reduce vulnerabilities
and enhance resilience in policymaking has
become a necessity. Experience shows that
during most strategic conflicts, physical and
urban infrastructures are often targeted to
paralyze communities and create widespread
disruption. This stems from the vital role of
infrastructure in the survival and advancement
of societies, as well as the interdependency of
such systems—where disruption in one can
ripple through the entire system.

Thus, the design of physical and urban
infrastructures must account for severe
threats, ensuring that alongside minimizing
human and economic losses, they are capable
of returning to their pre-incident state in the
shortest time possible. Adhering to passive
defense principles in the nation’s physical and
urban systems not only enhances deterrence
power but also plays a critical role in
increasing the resilience of infrastructures.
The primary goal of this study is to identify
the most crucial passive defense principles for
physical and urban infrastructures in response
to various threats. This research adopts a
descriptive-analytical approach, utilizing the
Analytic Network Process (ANP) method to
prioritize passive defense principles. Weights
and priorities are extracted based on expert
opinions using specialized questionnaires.
Additionally, through fuzzy analysis of
geospatial data layers relevant to passive
defense—including  population  density,
transport networks, medical centers, security
centers, density of worn and unstable fabrics,
sensitive and administrative centers, bridges
and tunnels, and residential areas—a risk zone
map of Tehran has been developed and
analyzed.

Methodology

This research employs a descriptive-analytical
method aimed at identifying and prioritizing
passive defense principles for addressing
severe threats to urban physical and structural
infrastructures.  Initially, comprehensive
reviews of relevant documents, including
prior studies, national and international
standards, and scientific papers in the field of

passive defense, were conducted to identify
key indices and factors enhancing the
efficiency of passive defense systems.

Based on these findings, a comprehensive
guestionnaire was designed to cover passive
defense principles for seven types of urban
physical and structural infrastructures. The
statistical population included experts and
specialists in the field of passive defense, with
30 participants selected using purposive
sampling methods. Data collection was
conducted both in-person and remotely, with
expert feedback serving as the primary input
for analysis.

The Analytic Network Process (ANP) was
employed, enabling the analysis of complex
interdependencies and interactions between
indices. Analytical steps included pairwise
comparisons, determination of weights, and
integration of results. Pairwise comparison
matrices were prepared based on expert
opinions and processed using the Super
Decisions software.  Ultimately,  passive
defense principle priorities were determined
and analyzed for various physical and
structural infrastructures.

In the case study, Tehran was selected as the
study area. Related spatial data (GIS layers)
were scrutinized, including urban land use,
population density, and the status of worn
fabrics. Through overlay and map analyses
within the GIS environment, vulnerable areas
were assessed, and recommendations for
improvement were provided.

Results and Discussion

1. Energy Infrastructure
High coefficients for localization (0.02599),
fortification (0.02325), and multi-layer
protection  (0.02212)  indicated that
decentralized power plant design and
enhanced  protective  measures  could
significantly reduce vulnerabilities in this
sector.

2. Water Infrastructure
Coefficients for deception (0.02486) and
dispersion (0.02406) emphasized the need for
intelligent designs to minimize vulnerabilities
through non-linear branching systems that
prevent adversaries from easily identifying
weak points.

3. Urban Transportation Infrastructure
Incorporating dynamic navigation
technologies with random route generation
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algorithms—highlighted by  deception
(0.02373) and localization  (0.02293)
coefficients—proved beneficial for enhancing
safety and reducing traffic congestion issues.

4. Information and Communication
Technology

Coefficients of  deception  (0.02276),
localization  (0.02228), and dispersion
(0.02196) underscored the importance of
distributed microservices-based architectures
for IT systems, storing critical data in
decentralized and atomized cloud
environments.

5. Healthcare Infrastructure
Dispersion coefficients (0.02438) indicated
the priority of establishing relocatable and
standard secure clinics for emergency
responses.

6. Security-Defense Infrastructure
Security systems require threat-prediction
algorithms supported by coefficients such as
rapid information dissemination (0.02438).

7. Agricultural and Food Security

Infrastructure
Localization  (0.02551) and deception
(0.02470) coefficients highlighted the need
for transformative supply chains
incorporating blockchain technology and
decentralized storage centers.

8. Governance Infrastructure
Localization (0.02373) and fortification
(0.02325) stressed the redesign of crisis
management based on service-oriented
architecture (SOA) with decentralized
organizational nodes.

Additionally, the risk map analysis of Tehran
revealed significant insights regarding passive
defense:

e Northern districts of Tehran,
characterized by low population
density, high construction quality,
and standard roadways, fall under
low-risk areas. However, the density
of medical and sensitive service
centers in these regions remains
limited.

e Conversely, central and southern
districts, particularly areas with high
population density, worn fabrics, and
industrial centers, exhibit high to very
high risk, increasing the likelihood of
disruptions to transport networks,
hospital access, and human casualties.

e The clustering of hospitals in
hazardous areas and the shortage of

such facilities in safer regions
exacerbate spatial inequality in
service access and severely reduce
urban resilience.

Conclusion

In this study, using the ANP network analysis
method, the prioritization and impact of eight
passive  defense  principles including
camouflage and concealment, fortifications,
announcement, dispersion, cover, division,
deception, and location on the resilience of
physical-civil infrastructures were evaluated.
The findings show that the location, division,
and fortification principles play the greatest
role in protecting the eight physical
infrastructures with scores of 0.19035,
0.17840, and 0.17307, respectively. In
contrast, announcement has a special place
only in health and information technology
communications infrastructures. These results
indicate that an integrated strategic framework
for improving urban resilience cannot apply
principles in isolation, but must continuously
update vulnerability maps by developing
interdisciplinary standards and integrating
civil engineers, urban planners, cybersecurity,
and decision makers, based on GIS data and
fuzzy modeling, and integrate intelligent
surveillance systems with deception and
fragmentation mechanisms.  Also, this
research analyzed the risk status of Tehran's
physical infrastructure against hard threats
using a fuzzy method, with a passive defense
approach and based on thematic maps, GIS
information layers, and documentary studies.
In this process, basic maps such as industrial
uses, communication networks, and medical
centers were divided into low, medium, high,
and very high risk categories by fuzzification,
and then, by overlapping the layers in the GIS
environment, the spatial pattern of the
concentration of sensitive infrastructure, the
quality of the urban fabric, and the density of
the road network were extracted. The results
showed that the northern and northwestern
areas of the city are mainly in the low to
medium risk range, but the small
concentration of medical and security centers
can limit the capacity to respond in a crisis.
The central and southern areas, with their
combination of high population density,
dilapidated infrastructure, and inefficient road
networks, are in the high-risk and very high-
risk categories, and the concentration of
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hospitals in these areas increases the risk of
disruption in service provision. The western
areas with new construction development
were identified as in the medium to low risk
category, and the marginal parts of the
southwest with unauthorized and industrial
infrastructure in the heart of the settlement
were identified as among the most risky areas.
The results of the fuzzy integrated analysis
confirm that the concentration of critical uses,
population, and fragile infrastructure in high-
risk areas has severely reduced Tehran's
resilience. Therefore, it is suggested that a
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