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In today's interconnected digital world, cybersecurity has become a
geopolitical challenge. The European Union is vulnerable to
cyberattacks, due to its dependence on digital infrastructure and
energy networks. These attacks, which mainly target critical energy
infrastructure, can lead to economic instability and undermine
regional security. Russia, especially after its invasion of Ukraine in
2022, has used cyberattacks as part of its hybrid warfare strategy,
threatening the European Union energy security. This article seeks to
answer the question of how Russian cyber threats have affected the
European Union's energy security and what responses the Union has
made. In response, the hypothesis is advanced that Russian
cyberattacks have undermined the EU's energy security and that,
although the Union's responses are aligned with defensive Neo-
realism, their effectiveness has been limited by incoherence. In this
research, using a qualitative approach and case study analysis, data
were collected from secondary sources and examined based on the
framework of defensive Neo-realism. The findings suggest that
Russian cyberattacks, such as NotPetya, are part of a strategy to
destabilize the European Union. The EU's responses include
strengthening cybersecurity policies, but inconsistencies and reliance
on outdated systems have reduced their effectiveness. This article
emphasizes the need for greater coordination and innovation in
cybersecurity.
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Introduction: In today’s interconnected and increasingly digital world,
cybersecurity has emerged as one of the most important geopolitical
challenges. The European Union, with its deep reliance on digital
infrastructure and interconnected energy networks, finds itself
particularly vulnerable to cyberattacks. These attacks, often aimed at
disrupting critical energy infrastructure such as power grids, pipelines
and industrial control systems, pose significant risks. They can lead to
widespread economic instability, a loss of public trust in institutions
and the weakening of the regional security framework on which the
EU relies. Since Russia’s invasion of Ukraine in February 2022,
cyberattacks have become a prominent tool in a broader hybrid
warfare strategy, designed to destabilize the EU and advance Russia’s
geopolitical objectives. This escalation of tensions has exposed the
European Union's energy security, a vital pillar of its economic
prosperity and political stability to an unprecedented threat. Using the
theoretical perspective of defense neorealism, this study examines the
impact of Russian cyber threats on the energy security of the
European Union and critically evaluates the defense measures
implemented by the Union. The aim of this research is to examine
how these cyber threats endanger critical energy infrastructure, assess
the robustness and limitations of the EU’s responses and highlight the
broader implications for regional stability. Given the foundational role
of energy security in maintaining the economic and political cohesion
of the European Union, alongside the increasing complexity of cyber
threats, this issue requires urgent scientific and political attention.

Research question: How do Russian cyber threats affect the
European Union energy security and what strategies has the EU
implemented to mitigate these risks?

Research hypothesis: Russian cyber threats, integrated into a hybrid
warfare framework, undermine the EU’s energy security by targeting
critical infrastructure, such as electricity networks and gas pipelines.
The EU’s defense strategies, including advanced cybersecurity
policies and international partnerships, are aligned with the principles
of defensive neorealism, emphasizing deterrence and survival in an
anarchic system. However, these measures have been limited by
political incoherence between member states, reliance on outdated
technological systems and the inherently asymmetric nature of cyber
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threats, all of which reduce their overall effectiveness.

Methodology and theoretical framework: This research was conducted
with a qualitative approach and focused on an in-depth analysis of
selected case studies. Data were collected through a systematic review of
secondary sources, including peer-reviewed academic articles, official
EU reports and key policy documents such as the Network and
Information Security (NIS) Directive and the REPowerEU plan. Case
studies, including the 2017 NotPetya attack, the 2015 cyberattacks on
Ukraine’s power grid and the sabotage of the Nord Stream pipeline in
2022, have been deliberately selected to illustrate important and relevant
examples of cyber threats targeting the energy sector. The theoretical
framework underlying this study is defensive neorealism, rooted in the
seminal works of Kenneth Waltz and expanded upon by scholars such as
Robert Jervis and Stephen Walt. Defensive neorealism holds that in an
anarchic international system, states prioritize security and survival
through defensive and deterrent strategies and their goal is to maintain
the balance of power rather than pursue aggressive expansion. The
analysis focuses on key concepts such as deterrence, security dilemma
and defensive posture to assess the patterns of Russian cyberattacks and
the EU’s counter-responses, providing a structured perspective for
understanding this complex interaction.

Results and discussion: The research findings suggest that Russian
cyberattacks which have intensified since the invasion of Ukraine in
2022, form a deliberate part of a hybrid warfare strategy aimed at
destabilizing the EU. These attacks use sophisticated tools, such as the
NotPetya and Industroyer malware, alongside combined tactics such
as physical and cyber sabotage of the Nord Stream pipelines. They
target critical energy infrastructure, including electricity grids, gas
distribution networks and industrial control systems, leading to
disruptions in energy supply, reduced public confidence, and
instability in energy markets. Specific examples include the NotPetya
attack, which paralyzed industries across Europe in 2017 and the
Ukrainan power grid attacks that showed the potential for widespread
blackouts. The Nord Stream incident further highlighted the
vulnerability of physical energy assets to hybrid cyber-physical
threats. In response, the EU has strengthened its cybersecurity
framework through measures such as updating the NIS Directive,
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deepening cooperation with NATO and the United States and
imposing targeted economic sanctions on entities linked to these
attacks. These actions reflect defensive neorealism’s focus on
deterrence and the avoidance of direct military confrontation.
However, their effectiveness has been undermined by several factors:
uncoordinated implementation of policies across member states,
reliance on outdated infrastructure vulnerable to abuse and challenges
related to attributing attacks to specific actors due to the anonymity of
cyberspace. The interconnected nature of Europe’s energy systems
exacerbates these risks, as seen in the regional consequences of
NotPetya. Addressing these vulnerabilities requires greater policy
coordination, accelerating infrastructure modernization and integrating
advanced technologies like artificial intelligence for threat detection
and blockchain to secure data exchanges.

Conclusion: This study concludes that Russian cyber threats, framed
within a hybrid warfare paradigm, pose a profound and immediate risk to
the EU’s energy security. While the EU’s defensive actions, from policy
enhancements to international collaboration, are aligned with the
principles of defense neorealism, their impact has been limited by
structural and operational shortcomings. Policy fragmentation among
member states, reliance on legacy systems and the ambiguous nature of
cyber adversaries limits the Union’s ability to fully neutralize these
threats. To strengthen its resilience, the EU should adopt binding policy
frameworks to ensure cohesive action, invest heavily in modernizing its
energy infrastructure with cyber-secure technologies, and expand
international cooperation through joint cyber defense exercises and real-
time intelligence sharing. Employing advanced tools, such as artificial
intelligence for proactive threat detection and blockchain to protect
critical communications, is equally essential. In an anarchic global
system where hybrid threats are rapidly evolving, the EU’s ability to
adapt quickly and decisively will determine its capacity to protect energy
security and maintain stability. This research highlights the urgent need
for a strategic review of the EU’s cyber defense to counter the
multifaceted risks posed by hybrid warfare.

Key Words: Cybersecurity, Cyber Threat, Energy Security, European
Union, Russia.
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