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ABSTRACT

Cyberstalking, which is represented by the improper use of communication technologies to
harass, threaten, or harassingly monitor other users, is considered one of the emerging
forms of destructive behaviors in social networks. The present study, using the situational
action theory, examined this phenomenon and the factors affecting it. The main goal of this
study is to identify the effects of moral values, self-control, perceived deterrence, and moral
context on the occurrence of cyberstalking in the duality of agency and structure. The
research method is descriptive-correlational and the statistical population includes students
at the University of Tehran. Using multi-stage cluster sampling, 304 students from the
faculties of the University of Tehran were selected. The research tools include scales of
cyberstalking, moral values, self-control, situational morality, and perceived deterrence.
Data were analyzed using structural equation modeling in SmartPLS software version 4.
The findings showed that Both propensity to deviance (beta coefficient: 0.41) and
criminogenic setting (beta coefficient: 0.37) were significantly associated with cyberstalking
perpetration. The moderating effect of propensity to deviance on the relationship between
criminogenic setting and cyberstalking perpetration (beta coefficient: 0.17) was also
significant. The findings indicate the simultaneous importance of agency - moral values and
self-control - and structure - the situational morality and perceived deterrence - in the
occurrence of cyberstalking. Accordingly, designing educational and cultural interventions
with the aim of promoting moral values and strengthening self-control among students
seems necessary. Also, a review of supervisory and educational policies is recommended to
create a healthier environment in cyberspace.
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INTRODUCTION

The anonymity of cyberspace—which renders physical distance between individuals
irrelevant—and its accessibility have made social media platforms a vital tool in
shaping and facilitating the emerging phenomenon of cybercrime. According to many
experts, the use of online platforms has not only enabled the identification of victims
but has also introduced more subtle methods of instilling constant fear among
individuals across all ages, races, genders, religions, and social classes (Wall, 2024).

Cyberstalking is one such emerging form of harmful behavior among social
media users, including students. Ryans, Hansen, and Fisher (2012) define it as the
use of the Internet, email, or other electronic means of communication to repeatedly
harass another person with the intent to control, coerce, intimidate, or threaten them.
Similarly, Spitzberg and Hubler (2002) describe it as a deviant behavioral pattern that
manifests in stalking or harassing others online.

In recent years, Situational Action Theory (SAT) (Wikstrom, 2004) has gained
attention as an integrated framework that emphasizes the multifactorial nature of
crime, focusing on the interaction between personal and environmental factors.
Wikstrom (2020) argues that a better understanding of cybercrime requires
examining the interaction between deviant propensity (such as moral laxity and low
self-control) and criminogenic settings (including deviant moral norms and weak
deterrence). By incorporating the duality of agency and structure, SAT explains that
newly emerging deviant behaviors on social media result from the subtle interaction
between users' internal predispositions and the contexts in which they act.

More specifically, SAT posits that cyberstalking is chosen as a course of action in
online settings when two conditions are simultaneously present: (1) the individual
exhibits deviant propensities, such as weak self-control and disregard for moral values,
and (2) the individual operates within a criminogenic setting, characterized by deviant
social norms and low perceived deterrence (i.e., the perceived severity and certainty of
punishment). Accordingly, the first and second hypotheses of this study are:

1. Deviant propensities (permissive moral values of cyberstalking and weak self-
control) have a significant effect on cyberstalking.

2. Criminogenic setting (moral norms supportive of cyberstalking and weak
perceived deterrence) has a significant effect on cyberstalking.

Furthermore, SAT asserts that even when the opportunity for cyberstalking exists,
if the individual lacks a strong desire or predisposition to commit such behavior, the
likelihood of engaging in it is greatly reduced. Conversely, when the online context
is criminogenic and the individual has deviant propensity, the probability of engaging
in cyberstalking increases significantly. This interaction between individual traits and
situational factors is key to understanding why and how cyberstalking occurs.



Based on this theoretical foundation, the third hypothesis is:

3. Deviant propensity moderates the relationship between criminogenic setting
and cyberstalking.

Therefore, the primary objective of this study is to explore the causes of
cyberstalking and to investigate whether it can be explained through the lens of
Situational Action Theory, focusing on the interaction between deviant propensity
and criminogenic settings.

METHODOLOGY

This study was descriptive-cross-sectional and used a survey method to explain the
perpetration of cyberstalking based on the Situational Action Theory. The statistical
population consisted of students at the University of Tehran. A multi-stage cluster
sampling method was used: out of 29 faculties, 11 were randomly selected as
independent clusters to ensure disciplinary diversity. Due to the lack of access to a
complete student list, stratified purposive sampling was applied based on academic
field, education level, and gender.

The sample size was estimated at 262 using G*Power software, assuming an
effect size of 0.15, a significance level of 0.01, and 8 predictor variables. Accounting
for potential attrition, the target sample increased to 328, with 304 valid
questionnaires ultimately analyzed. To enhance sampling validity, researchers used
systematic selection (every third person) at faculty entrances. Voluntary participation
and confidentiality were assured.

Validated instruments from prior studies were used to assess the main variables
of the theory. Deviant propensity was measured via two components: moral values
and self-control. Moral values were assessed using a five-item scale evaluating moral
wrongness, guilt, and shame (adapted from Svensson, 2015; Hirtenleiner & Triber,
2017). Self-control was measured with a six-item short form of the Wikstrom et al.
(2012) scale. Both scales used a five-point Likert scale (from “strongly disagree” to
“strongly agree”).

criminogenic setting included two components: moral norms of peers and
perceived deterrence. Moral norms were assessed via a four-item scale examining
close friends' attitudes toward cyberstalking (Hirtenleiner & Hardy, 2016). Perceived
deterrence was measured using four items from previous studies (Wikstrom et al.,
2011; Gallup & Baron, 2014; Svensson, 2015), capturing perceptions of formal and
informal consequences.

Cyberstalking behavior was measured using Raines’ (2018) four-item scale,
which asked participants how often in the past 12 months they engaged in behaviors
such as “calling or attempting to contact someone online despite their request to
stop.” Responses were recorded on a Likert scale from “never” to “always.”
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FINDINGS

The research hypotheses were explored using structural equation modeling with a
partial least squares approach, conducted via SmartPLS version 4 software. The
results showed that female participants (M = 5.90) reported lower levels of
cyberstalking compared to male participants (M = 7.44), with a t-value of 3.04 and a
significance level of 0.01. Likewise, there were no significant differences in
cyberstalking levels based on education level, age, or marital status. Regarding the
direct paths, moral values toward cyberstalking (4 = 0.28), weak perceived deterrence
(# = 0.17), moral context supportive of cyberstalking (f = 0.20), and weak self-
control (# = 0.25)—as core components of the Situational Action Theory—had
significant effects on cyberstalking behavior. Collectively, these factors explained
36% of the variance in cyberstalking. Moreover, both deviant propensity (8 = 0.41)
and the criminogenic setting (# = 0.37) significantly influenced cyberstalking
behavior. The interaction (moderation) effect between deviant propensity and the
criminogenic setting on cyberstalking behavior was also significant (5 = 0.17).

CONCLUSION

The findings of this study demonstrate that cyberstalking is significantly influenced
by both individual and environmental factors, aligning with Wikstrom’s (2004)
Situational Action Theory. It was observed that male students were more likely to
engage in cyberstalking compared to their female counterparts. Furthermore,
variables such as education level, age, and marital status did not show a significant
effect on cyberstalking behavior. This supports the view that moral values and
situational factors play a stronger role in predicting such behaviors than demographic
characteristics.

According to Wikstrom (2014), deviant behavior emerges from the interaction
between an individual's deviant propensity and their presence in a criminogenic
context. The current study confirms this theoretical premise, highlighting that
individual-level variables—specifically, moral values supportive of cyberstalking
and low self-control—significantly contribute to the initiation of such behavior. At
the structural level, weak formal and informal deterrence, along with permissive
moral norms in the environment, create a conducive context for cyberstalking. These
variables together account for 36% of the variance in cyberstalking behavior, thereby
confirming the study’s first and second hypotheses.

Another key finding is the confirmation of the third hypothesis: deviant
propensity significantly moderates the relationship between the criminogenic setting
and the likelihood of engaging in cyberstalking. Students with flexible moral
standards and poor self-control are more inclined to commit cyberstalking when
exposed to environments characterized by permissive moral norms and weak
deterrents. This aligns with the core proposition of Situational Action Theory



(deviant propensity x criminogenic setting — criminal action). As Wikstrom (2014)
argues, individuals with particular moral and cognitive dispositions are more likely
to engage in deviant acts when faced with conducive situational stimuli.

In contrast, students with strong moral values against cyberstalking and high self-
control are less likely to engage in such behavior, even when situated in criminogenic
contexts. This supports the theory’s claim that personal morality and cognitive
control can serve as buffers against environmental pressures. In this way, moral
values and self-control act as internal protective mechanisms, reducing the likelihood
of deviant behavior even within high-risk online environments. Thus, the Situational
Action Theory provides a comprehensive explanation for how behaviors such as
cyberstalking are shaped not merely by personal choice but by the dynamic interplay
between agency and structure in specific situational contexts.

NOVELTY

Cyberstalking is an emerging and complex form of deviant behavior within social
media environments, taking on new dimensions with the advancement of
communication technologies. Despite its growing prevalence, there is a notable lack
of research exploring the underlying reasons behind individuals’ engagement in this
behavior. The current study represents one of the few empirical efforts to explain the
mechanisms that lead to involvement in cyberstalking, drawing on Wikstrom’s
(2004) Situational Action Theory. By examining the interaction between individual
deviant propensity and criminogenic online environments, this study offers a realistic
and multi-dimensional perspective on the emergence of cyberstalking in virtual
contexts.
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1. Common Method Random Bias

2. Variance Inflated Factor (VIF)

3. Fornell & Larcker

4. The Heterotrait-Monotrait ratio of correlations (HTMT)
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