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Abstract: Data is considered the most crucial element in open 
banking processes and services� Therefore, it is necessary to pay 
attention to various aspects of the quality of this data in order to 
provide appropriate and expected services to customers� In this 
research, various dimensions representing different aspects of 
data quality were investigated in the field of open banking� This 
research has been conducted in two main steps: The Delphi 
method and the pairwise comparisons method� In the first step, 
various dimensions of data quality in open banking were extracted 
based on the Delphi method� In the next step, the importance of 
each of these dimensions was assessed relative to each other 
using the pairwise comparisons method, and the most crucial 
dimensions were determined� Based on the results obtained 
from these two methods, the significance of eleven dimensions 
of data quality in this field was determined� The best overall 
weighted averages were related to dimensions such as accuracy, 
accessibility, relevancy, timeliness, consistency, security, 
interpretability, reputation, believability, ease of understanding, 
and value-added, respectively� Banks and fintech companies 
offering open banking services can consider these dimensions
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Abstract 
Background: The increasing demand for flexible, resilient, 
and high-performance telecommunication systems—
especially in dynamic environments—has led to growing 
interest in the use of autonomous drones. Their mobility and 
adaptability make drone swarms a promising solution for 
enhancing communication networks, particularly in 6G and 
edge computing applications. 
Objective: This study explores the application of drone 
swarms to improve network formation, synchronization, and 
resilience in both urban and rural telecommunication 
scenarios, with an emphasis on their feasibility, robustness, 
and adaptability. 
Method: A series of simulations were conducted using multi-agent 
coordination algorithms and network optimization models under 
varying conditions. Key performance indicators including Packet 
Delivery Ratio (PDR), latency, energy efficiency, and system 
reliability were evaluated across different deployment scenarios. 
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when evaluating the quality of their data to enhance the provision of superior 
services�

Keywords: Open banking, Data quality, Delphi method, Pairwise Comparisons

1. Introduction

Due to the rapidly evolving information and digital technologies, the world is moving 
towards an open data economy (He, Huang, & Zhou, 2023)� Open data can be 
used as a tool to foster innovation and enhance financial services� Customer data 
sources in open banking can help fintech companies provide more innovative 
financial services and better facilities to customers (O’Leary et al�, 2021)� On the 
other hand, these data can also be used as a tool to increase customer trust and 
reduce fraud rates in the financial industry (Zachariadis, 2020)� Therefore, it is 
critical to maintain the accuracy, integrity, and privacy of this data� For the effective 
utilization of open data in open banking, solutions have been proposed to manage 
and uphold quality and privacy� Some of these solutions are (Sullivan, Miller, & 
Montes, 2021)�

�	The use of modern technologies to protect the customers’ privacy, such as 
information encryption and cloud servers;

�	Creating detailed and transparent policies for managing open data and 
protecting customer privacy;

�	Providing training to banking employees and fintech companies regarding 
customer privacy and open data management;

�	Creating effective systems for managing customer consent in open banking 
and maintaining privacy;

�	Creating effective systems to manage access to open data and control access 
to this data;

�	Creating effective systems to manage security risks and maintain the security 
of open data;

�	Creating effective systems for managing and maintaining the quality of open 
data and ensuring the accuracy and correctness of these data�
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Since data quality has various dimensions beyond accuracy and privacy, 
each dimension holds its own significance� This research takes a comprehensive 
approach by considering different aspects of data quality in the realm of open 
banking� In fact, the problem we aim to investigate and solve in this research is 
the neglect and lack of attention to the various aspects of data quality in the field 
of open banking� This oversight can lead to improper performance in providing 
services within this sector� In other words, the services provided in open banking 
may be acceptable in some aspects of data quality, but the lack of attention to 
other aspects of data quality makes the overall performance of the services 
unacceptable� For instance, a service may offer highly accurate data, but this 
information may not be current for the intended activity, or it may be accurate but 
lack acceptable consistency� Therefore, it is necessary to investigate the issue 
of data and its quality comprehensively in the field of open banking� Different 
dimensions of data quality should be considered in this context�

Accordingly, one of the most well-known and cited frameworks in the field of 
data quality, Wang and Strong’s framework (1996), has been used as the basis 
for investigating the dimensions of data quality in the field of open banking� In this 
framework, fifteen dimensions of data quality are defined across four categories� 
In Table 1, these fifteen dimensions are presented along with their definitions and 
corresponding categories�

Table 1. Dimensions of data quality, their definitions and categories  
(Wang & Strong, 1996)

Category Dimension Definition of the dimensions

Intrinsic accuracy The extent to which data is error-free, correct, and 
reliable�

objectivity The extent to which data are unbiased�

believability The extent to which the data is believable�

reputation The extent to which data are trusted or highly regarded in 
terms of their source�
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Results: The findings indicate that drone swarms achieved a 92% PDR, a significant 
improvement over the 75% observed in static wireless network (WN) bases. 
Additionally, average latency decreased by 35%, while energy efficiency increased by 
28%. The swarm-based system maintained robust performance even with up to 20% 
node loss, demonstrating strong fault tolerance and adaptability. 
Conclusion: The study confirms the potential of drone swarms as a scalable and 
resilient solution to address critical telecommunication challenges such as disaster 
response, rural connectivity, and real-time data transmission. Future work should 
focus on addressing remaining deployment barriers, including regulatory concerns 
and seamless integration with existing telecommunications infrastructure. 
 
Keywords: Drone Swarms, Telecommunication Systems, Coordinated Networks, 
Multi-Agent Algorithms, 6G Technology, Edge Computing, Packet Delivery Ratio 
(PDR), Latency Reduction, Energy Efficiency, Fault Tolerance. 
 
1. Introduction 
As applications increasingly migrate to communication networks, there is a 
growing demand for systems that are efficient, adaptive, and resilient to 
dynamic scenarios. Conventional telecommunication infrastructure often 
encounters issues such as scalability, high latency, and resilience challenges 
in distant or dynamic settings. Researchers have investigated various 
solutions, with drone swarms emerging as a promising technology with 
significant potential (Zou et al. 2021), (Chen et al. 2020). Deploying drone 
swarms, a group of autonomous UAVs with cooperative flight capabilities, 
provides the flexibility and dynamic sensor-communication networks needed 
to address these gaps (Zhang et al. 2023; Qasim 2023). The ability of mobile 
ad hoc networks to dynamically create efficient networking structures and 
maintain connectivity under complex conditions makes them a potential 
transformative solution for future telecommunication systems (Raja et al. 
2021), (Asaamoning et al. 2021). 

Numerous studies have explored the advantages of swarm size in drone 
swarms. Zou et al. (2021) investigated their functions in space-air-ground 
integrated networks, demonstrating their ability to bridge connectivity gaps 
(Zou et al. 2021). Javed et al. (2023) emphasized the capabilities of drone 
swarms in scenarios requiring high bandwidth (Javed, Khan, and Anjum 
2023). Other studies have considered deployment policies; for instance, 
multimodal collaborative models proposed by Lin et al. (2020) improve 
network utilization efficiency and minimize latency for low-power applications 

in urban contexts (Lin et al. 2020). Additionally, Kurt et al. (2021) studied 
distributed connectivity maintenance protocols, which have enhanced the 
reliability of drone swarms in post-disaster scenarios (Kurt et al. 2021). 

Despite these advancements, significant gaps remain. Beyond theoretical 
frameworks and specific case studies, runtime performance evaluations of 
drone swarms in various environments are still lacking in the literature. Areas 
such as security, energy efficiency, and compatibility with existing 
telecommunication infrastructure remain underexplored (Chen et al. 2020), 
(Alsamhi et al. 2023). Moreover, although studies like Zhang et al. (2023) 
have explored deployment optimization for ABDCBD coverage, 
comprehensive analyses considering fault tolerance and energy usage are 
still missing (Zhang et al. 2023). These gaps highlight the further efforts 
required to realize the practical implementation of drone swarms as 
communication networks. 

This study aims to address these gaps by exploring the capabilities of 
drone swarms to operate coordinated communication networks. Its novelty 
lies in the extensive analysis of their performance in crucial metrics, such as 
packet delivery ratio, latency, energy consumption, and fault tolerance. This 
work breaks new ground by integrating simulation-based frameworks to 
measure swarm drones' adaptability across a larger set of drone swarm 
configurations than previous studies, encompassing both urban and remote 
scenarios. Additionally, it examines their use in the context of emerging 
telecommunication paradigms, such as 6G and edge computing, providing a 
more comprehensive overview of their strengths and weaknesses (Raja et al. 
2021), (Kravchuk et al. 2020), (Shvetsov et al. 2023). 

 

Figure 1. Conceptual Framework of Drone Swarms in Telecommunication Systems 
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The hypothesis underlying this study posits that communication networks 
based on drone swarms can improve the efficiency, reliability, and scalability 
of communication systems compared to traditional infrastructures, due to their 
autonomous coordination and adaptability features. In this work, we employ 
advanced simulation techniques, integrating multi-agent coordination 
algorithms with network optimization models, to test this hypothesis. Such 
analytical approaches include evaluating performance across various 
operational conditions, with respect to packet delivery ratio, latency reduction, 
and increased fault tolerance under diverse operational scenarios (Javed, 
Khan, and Anjum 2023), (Zeng et al. 2018). 

 
1.1. Study Objective 
This article will examine the pioneering applications of drone swarms in 
building synchronized communication networks to advance telecommunication 
systems. Existing networks face various constraints such as scalability, high 
latency, and unreliability in dynamic environments, as communication 
demands evolve over time. This research aims to explore the feasibility of 
drone swarms as scalable and efficient solutions for modern telecommunications 
by leveraging their autonomous and adaptive capabilities, and addressing the 
limitations of current telecommunication methods. 

The primary objective is to meticulously analyze the performance of drone 
swarms according to critical parameters such as packet delivery ratio, 
latency, energy consumption, and fault tolerance, across varying scenarios 
ranging from urban congestion to remote areas. The article investigates how 
drone swarms can enhance communication networks through resource 
allocation optimization, energy consumption reduction, and improved 
management of network stability in cases where some nodes fail or are 
removed, using simulations and analytical studies. Furthermore, the article 
examines the potential adoption of this method for advanced 
telecommunication technologies, such as 6G technology and edge computing, 
where communication architectures are dynamic and decentralized. 

The study aims to bridge current network limitations and future 
telecommunication needs by providing actionable insights and proposing 
viable model solutions for implementing drone swarm-based networks. 
Supported by data proven to be effective, these insights will help advance 
and create customized, scalable, resilient, and efficient communication 

solutions for contemporary and emerging telecommunication infrastructures. 
 

1.2. Problem Statements 
Communication systems have become increasingly complex, presenting 
significant challenges in meeting the growing demand for high-performance, 
low-latency, and scalable network solutions for telecommunication needs. 
Static networks are unable to adapt to many dynamic environments such as 
disaster recovery, rural connectivity, or areas with temporary requirements. 
These challenges are exacerbated by the rapid proliferation of emerging 
technologies, including 6G networks, edge computing, and the Internet of 
Things, which necessitate increasingly flexible and efficient communication 
architectures. 

This dynamic and unpredictable scenario poses one of the major 
challenges to current telecommunication systems, as maintaining reliable 
communication remains a difficult task. Static networks have limited fault 
tolerance and often fail with the occurrence of node failures or environmental 
changes. Additionally, high latency and low energy efficiency are serious 
bottlenecks, especially in applications requiring real-time data transmission 
or long-term operation. These challenges negatively impact the ability to 
create resilient networks capable of maintaining performance under changing 
operating conditions. 

The demand for connectivity is increasing, yet scaling traditional network 
infrastructure has become cost-prohibitive and complex. Deploying fixed 
communication infrastructure in remote or inaccessible areas often becomes 
economically infeasible. The limitation in flexible alternatives inhibits the rapid 
deployment of networks in emergency or temporary situations. 

In this context, drone swarms with autonomous coordination and 
adaptability to environmental changes present a credible solution to this 
predicament. However, their real-world deployment in telecommunication 
systems remains an under-explored avenue. Questions regarding their 
reliability, energy efficiency, and integration with existing network 
infrastructure persist. This paper addresses these issues by analyzing the 
behavior of drone swarms in various situations, filling the gap in the literature 
and aiding the research community in understanding how drone swarm 
technology could complement the shortcomings of conventional 
telecommunication networks. 
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Since data quality has various dimensions beyond accuracy and privacy, 
each dimension holds its own significance� This research takes a comprehensive 
approach by considering different aspects of data quality in the realm of open 
banking� In fact, the problem we aim to investigate and solve in this research is 
the neglect and lack of attention to the various aspects of data quality in the field 
of open banking� This oversight can lead to improper performance in providing 
services within this sector� In other words, the services provided in open banking 
may be acceptable in some aspects of data quality, but the lack of attention to 
other aspects of data quality makes the overall performance of the services 
unacceptable� For instance, a service may offer highly accurate data, but this 
information may not be current for the intended activity, or it may be accurate but 
lack acceptable consistency� Therefore, it is necessary to investigate the issue 
of data and its quality comprehensively in the field of open banking� Different 
dimensions of data quality should be considered in this context�

Accordingly, one of the most well-known and cited frameworks in the field of 
data quality, Wang and Strong’s framework (1996), has been used as the basis 
for investigating the dimensions of data quality in the field of open banking� In this 
framework, fifteen dimensions of data quality are defined across four categories� 
In Table 1, these fifteen dimensions are presented along with their definitions and 
corresponding categories�

Table 1. Dimensions of data quality, their definitions and categories  
(Wang & Strong, 1996)

Category Dimension Definition of the dimensions

Intrinsic accuracy The extent to which data is error-free, correct, and 
reliable�

objectivity The extent to which data are unbiased�

believability The extent to which the data is believable�

reputation The extent to which data are trusted or highly regarded in 
terms of their source�
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2. Literature Review 
The application of drone swarms in telecommunication setups has garnered 
significant research interest due to their potential to deliver dynamic, scalable, 
and resilient networks. However, the operationalization of such systems soon 
raises technical challenges and areas of uncertainty. While considerable work 
has been done, existing literature does not provide a complete optimization 
of many parameters necessary for leveraging the advantages of drone 
swarms (Hashesh et al. 2022; Qasim and Jawad 2024). 

Kravchuk et al. (2021) investigated communication service scenarios 
using both centralized and distributed control for drone swarms, highlighting 
the need for robust communication through collective control networks. 
However, their study focused on theoretical constructs and did not validate 
them experimentally under natural conditions. Similarly, Kravchuk and 
Afanasieva (2019) suggested the formation of wireless communication 
systems using UAV swarm formations, emphasizing their flexibility and 
adaptability. However, this work did not address the challenges of real-time 
scalability and latency in high-demand network scenarios (Kravchuk, 
Kaidenko, and Kravchuk 2021). 

Huang et al. (2023) introduced MQLINK, a dedicated scalable and resilient 
communication means for autonomous drone swarms. Although their study 
showed improvements in scalability and fault tolerance, energy efficiency and 
environmental impact on network performance were not sufficiently covered 
(Huang et al. 2023). Shan et al. (2022) proposed an ultrawideband swarm 
ranging protocol for dense networks, which demonstrated high accuracy in 
communication. However, their work focused mainly on static traffic 
scenarios, limiting the applicability of their findings in dynamic and fast-
changing conditions (Shan et al. 2022). 

Regarding security, Guerber et al. (2021) utilized machine learning and 
software-defined networks to enhance the security of drone swarm 
communications (Guerber, Royer, and Larrieu 2021). While this approach 
mitigated some attack attempts, any solution based on this principle must 
address computational and scaling costs. Sharma et al. (2023) suggested a 
cloud-based control architecture for drone swarms using ultra-wideband 
localization, which improved control accuracy but introduced latency due to 
cloud dependence (Sharma 2023). 

Studies have also aimed at optimal deployment strategies for drone 

swarms. Cui et al. (2017) offered a foundational analysis of swarm 
communication, but advanced topics such as energy consumption and fault 
tolerance at scale were omitted (Cui et al. 2017). Zhu et al. (2019) proposed 
a low-latency clustering scheme for large-scale drone swarms, achieving low 
latency at the expense of not examining fault-tolerant mechanisms in failure-
prone scenarios (Zhu et al. 2019). 

In behavior modeling, Wan et al. (2023) simulated complex drone 
behaviors with limited vision using imitation learning. Although this approach 
highlighted swarm adaptability, it did not address communication efficiency or 
network optimization (Wan, Tang, and Zhao 2023). Additionally, Rahbari et 
al. (2023) investigated drone swarm-based collaborative computing with 
RISs, showing benefits in computation efficiency (Rahbari et al. 2023). 
However, integration with existing telecommunication infrastructures proved 
challenging. 

Despite these advancements, notable gaps remain. Most current studies 
focus on individual aspects of the solution (security, latency, deployment) 
without providing comprehensive solutions for enabling drone swarms to 
effectively cooperate with telecommunication systems (Ageyev 2014; Qasim 
2023). Moreover, many methods rely on centralized control paradigms, which 
can lead to single points of failure and reduced reliability in large or dynamic 
environments. 

To address these gaps, this study proposes a multi-faceted approach to 
quantifying the performance of drone swarms that integrates both multi-agent 
coordination algorithms and optimization models. The work focuses on: 1) 
packet delivery ratio considering drone congestion, reducing time delay, 
optimizing energy efficiency to extend the operational lifetime of the swarm; 
and 2) enhancing fault tolerance in conventional protocols by adding data 
redundancy, making protocols more robust against simulation attacks. 
Additionally, the study investigates hybrid control frameworks that merge both 
centralized and decentralized approaches to effectively address issues of 
scalability and latency. 

This article aims to contribute to recent advances in the use of drone 
swarms embedded within telecommunication systems by addressing the 
gaps left by previous works, and to serve as a foundation for the deployment 
of drone swarms in upcoming technologies such as 6G and edge computing. 
The study seeks to fill these gaps and provide practical recommendations for 
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information may not be current for the intended activity, or it may be accurate but 
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the implementation of scalable, efficient, and resilient drone swarm networks. 
 
3. Methodology 
This article highlights the performance of drone swarms evaluated as 
coordinated communication networks through simulations, experimental 
deployments, and analytical methods. The study covers major performance 
metrics such as packet delivery ratio (PDR), latency, energy efficiency, and 
fault tolerance to provide an overview of the applicability of drone swarm 
networks in telecommunications. 
 
3.1. Research Design 
Research design employs mixed methods approach with quantitative and 
qualitative study. Twenty expert interviews were carried out with UAV 
communication and telecommunication systems specialists, covering 
academia, industry and disaster recovery agencies (DRA)}. These interviews 
shed light on the end-user perspective and practical challenges of 
implementing drone swarm networks in post-disaster settings (Kurt et al. 
2021). Zou et al. predicated the integration of space-air-ground networks for 
scalable and reliable drone swarm cooperation in different contexts (Zou et 
al. 2021). This viewpoint led us to focus on robust, adaptable communication 
architectures as would be expected of the current study. 

Furthermore, we examined 10 technical reports from research and 
industrial projects to understand the missing parts in existing technologies 
and specify the scenarios for practical deployment(Kravchuk, Kaidenko, and 
Kravchuk 2021), (Kravchuk and Afanasieva 2019). 

It also covered cooperative communication model types, space-air-
ground integrated space-air-ground, to match the state of the art of 
approaches in the relevant area (Zou et al. 2021), (Javed, Khan, and Anjum 
2023). Motivated by these insights, three simulation environments have been 
created - urban settings with dense interference, outlying areas with extended 
range needs and disaster zones, where drones serve as emergency relays. 

 
3.2. Literature Review 
Scalability and flexibility are essential requirements for members of drone 
swarms to be effectively used in contemporary telecommunication. A 
comprehensive examination of current frameworks shows that considerable 

strides have been made toward augmenting scalability problems. For 
instance, Huang et al. showcased the MQLINK framework for a scalable 
multi-tier communication framework for drone swarms They reported 
significant advancements in scalability and fault tolerance among dense 
networks (Huang et al. 2023). 

This is well in line with ongoing research that precisely aims to discuss 
the scalability of drone swarm networks through a combination of multi-agent 
coordination algorithms and decentralized control architectures. This 
research extends on proven frameworks to enhance network efficacy in urban 
and remote environments with inclusion from all perspectives provided by 
insights from MQLINK, reiterating the deployment of scalable infrastructures 
optimally utilized in telecommunication applications across the board. 

By building this foundation, the proposed models not only improve the 
efficiency of communication but also support the warmness of basic 
requirements in modern telecommunication systems. MQLINK-inspired 
strategies then are used to bridge explorative and exploitative approaches to 
tailoring a drone swarm to its operation, thus reaffirming the capabilities of 
swarm robotics in both dense and complex environments. 

 
3.3. Simulation Setup 
A multi-agent framework was implemented on MATLAB and NS-3 to 
simulate the NOMA protocols which focused on real-time adaptability and 
load balancing (Javed, Khan, and Anjum 2023); (Chen et al. 2020). 500 
iterations were simulated for each scenario of the model, which consisted of 
different parameters for mobility of drone, distance of communication, and 
interference by environment. Multi-agent coordination algorithms were used 
to control swarm behavior, implementing probabilistic communication 
strategies to minimize the latency induced by multi-path communications and 
increase fault tolerance (Kravchuk et al. 2020). Javed et al. showed that 
communication capacity optimization approach in drone swarms contributes 
to vast reduction in the congestion of the network, which is very essential in 
situations like high-density traffic (Javed, Khan, and Anjum 2023). 
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communication capacity optimization approach in drone swarms contributes 
to vast reduction in the congestion of the network, which is very essential in 
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framework, fifteen dimensions of data quality are defined across four categories� 
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Figure 2. Methodological Framework for Evaluating Drone Swarm Networks 

 
Packet Delivery Ratio 
Packet delivery ratio (𝑃𝑃𝑃𝑃𝑃𝑃) was calculated using the following equation: 

𝑃𝑃𝑃𝑃𝑃𝑃 =  𝑃𝑃𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠
𝑃𝑃𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡

                                                        (1) 

Where 𝑃𝑃𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠 is number of successfully delivered packets; 𝑃𝑃𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡 is total 
transmitted packets. 
Latency Model 
The latency (𝐿𝐿) was modeled using the following equation: 
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Where 𝐿𝐿𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝 is the signal propagation delay, 𝐿𝐿𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝is the delay 

due to computational processing at the drone, 𝐿𝐿𝑞𝑞𝑞𝑞𝑞𝑞𝑞𝑞𝑞𝑞𝑞𝑞𝑞𝑞 represents the 
queuing delay, and accounts for the transmission time between nodes (Raja 
et al. 2021). This equation allowed for detailed analysis of delay components 
under varying conditions (Asaamoning et al. 2021). 

 
3.4. Experimental Validation 
A swarm of 30 drones equipped with 2.4 GHz and 5 GHz communication 
modules was deployed to prove real-world performance. The drones were 

each outfitted with multi-hop communication capabilities that enabled 
dynamic routing and relay. Raja et al. (2021) the proposed multi-UAV 
communication models with secured swarm patterns effectively improve fault 
tolerance, and can serve as a basis for assessing stability in different failure 
scenarios (Raja et al. 2021). 

The simulations were confirmed with tests for both urban and rural 
applications. They assessed performance under three main conditions: 

• No mobility — static deployment. 
• RF-Coordination of Swarm Mobility through node localization 

(Kravchuk and Kravchuk 2020). 
• Error scenarios where up to 20% of the drones were intentionally 

jammed. 
Energy Efficiency: 
Energy consumption (𝐸𝐸𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡) was a critical metric for evaluating operational 
sustainability and was calculated as: 

𝐸𝐸𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡 = ∑ (𝑃𝑃𝑖𝑖 ∙ 𝑡𝑡𝑖𝑖)𝑛𝑛
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Where 𝑃𝑃𝑖𝑖 is Power consumption of the 𝑖𝑖-th drone, and 𝑡𝑡𝑖𝑖 is operational time 
for the 𝑖𝑖-th drone (Kravchuk et al. 2020). 

 

3.5. Analytical Methods 
In particular, analytical methods consisting of some performance metrics 
selection through multiple Qos-Feasibility scenarios are presented, 
emphasizing packet delivery ratio and reduction, latency, and fault tolerance 
under environmental conditions(Kravchuk and Afanasieva 2019), (Zhang et 
al. 2023). Lin et al. demonstrated that multimodal collaborative models in 
drone-assisted networks are able to significantly reduce latency and improve 
throughput in urban environments (Lin et al. 2020). The hybrid centralized 
and decentralized control architecture was evaluated for scalability and fault 
tolerance. The fault tolerance (𝐹𝐹𝐹𝐹) of the network was quantified as: 

𝐹𝐹𝐹𝐹 = 𝑁𝑁𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜
𝑁𝑁𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖

                                                         (4) 

Where 𝑁𝑁𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜  is number of drones operational post-failure, and 
𝑁𝑁𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖 means the total number of drones deployed (Lin et al. 2020). A higher 
𝐹𝐹𝐹𝐹 value indicates greater resilience to node failures (Chen et al. 2020). 

 

3.6. Swarm Behavior Optimization 
Probabilistic finite-state machines were utilized to model the type of actions 
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the drone swarm performs with respect to task prioritization and load 
balancing. Critical task execution in high-stress environments was 
guaranteed by an optimization function: 

𝒪𝒪 = argmax
𝑝𝑝𝑖𝑖

∑ (𝑤𝑤𝑖𝑖 ∙ 𝑈𝑈𝑖𝑖)𝑛𝑛
𝑖𝑖=1                                                     (5) 

Where 𝑝𝑝𝑖𝑖 Probability of executing the 𝑖𝑖-th task; 𝑤𝑤𝑖𝑖 is weight denoting task 
importance; and 𝑈𝑈𝑖𝑖 is utility function reflecting task contribution to overall 
network performance. 

This optimization allowed to operate effectively in the case of high 
variability of environmental conditions (Kravchuk et al. 2020), (Shan et al. 
2022). Kravchuk et al. introduced a hybrid collective control framework 
enabling optimization of swarm behavior by balancing between centralized 
and distributed control, showcasing this adaptiveness in ever-changing 
scenarios(Kravchuk, Kaidenko, and Kravchuk 2021). 

 
Figure 3. Decision-Making Process of Drone Swarms in Telecommunication 

Scenarios 
 

3.7. Hypothesis 
Based on these observations, drone-based swarms implemented with 
sophisticated coordination algorithms and multi-agent setups may provide 
lower latency, enhanced reliability, and superior energy efficiency than static 
networks. 

3.8. Integration with Emerging Technologies 
Drone swarms were utilized and tested in tandem with experimental 6G 
networks toward scalability evaluation, leveraging on edge computing for 
real-time processing (Zou et al. 2021), (Kravchuk, Kaidenko, and Kravchuk 
2021). Moreover, RFID-aided localization was adopted to improve the 
reliability of communication and reduce delay(Kravchuk and Kravchuk 2020). 
Asaamoning et al. highlighted the advantages of networked control systems 
with edge computing that allows drone swarms to adapt in real-time 
(Asaamoning et al. 2021). With this integration they showed improved 
adaptability and scalability, especially in highly populous and complex 
environments. The Network Throughput (T) was computed as follows: 

𝑇𝑇 = ∑ 𝐷𝐷𝑖𝑖𝑛𝑛
𝑖𝑖=1
∆𝑡𝑡                                                                       (6) 

Where 𝐷𝐷𝑖𝑖  is the data transmitted by the 𝑖𝑖-th drone, and ∆𝑡𝑡 is total 
transmission time (Javed, Khan, and Anjum 2023). Higher throughput reflects 
better network performance under high traffic loads (Huang et al. 2023). 

Results of the simulation confirmed the hypothesis that multi-agent 
algorithms in a drone swarm outperform traditional networks in reliability, 
efficiency and scalability, especially when paired with probabilistic 
communication models. This powerful framework becomes an essential tool 
for utilizing drone swarm networks in telecommunication use cases, as 
disaster recovery, coverage in remote areas and for event or urban 
deployments. 

 

 
Figure 4. Interaction Workflow Within Drone Swarm Networks 
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the neglect and lack of attention to the various aspects of data quality in the field 
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services within this sector� In other words, the services provided in open banking 
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other aspects of data quality makes the overall performance of the services 
unacceptable� For instance, a service may offer highly accurate data, but this 
information may not be current for the intended activity, or it may be accurate but 
lack acceptable consistency� Therefore, it is necessary to investigate the issue 
of data and its quality comprehensively in the field of open banking� Different 
dimensions of data quality should be considered in this context�

Accordingly, one of the most well-known and cited frameworks in the field of 
data quality, Wang and Strong’s framework (1996), has been used as the basis 
for investigating the dimensions of data quality in the field of open banking� In this 
framework, fifteen dimensions of data quality are defined across four categories� 
In Table 1, these fifteen dimensions are presented along with their definitions and 
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𝑝𝑝𝑖𝑖
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𝑖𝑖=1                                                     (5) 
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Figure 3. Decision-Making Process of Drone Swarms in Telecommunication 
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Results of the simulation confirmed the hypothesis that multi-agent 
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efficiency and scalability, especially when paired with probabilistic 
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for utilizing drone swarm networks in telecommunication use cases, as 
disaster recovery, coverage in remote areas and for event or urban 
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4. Results 
4.1. Packet Delivery Ratio (PDR) Analysis 
The Energy and Packet Delivery Ratio (PDR), which indicates a crucial 
performance metric, was performed to analyze the effectiveness and 
reliability of communication networks in these dynamic and high-demand 
environments. The PDR of drone swarm networks was evaluated in three 
different scenarios: urban environments, remote regions, and disaster 
recovery. The above scenarios demonstrate a diverse set of operational 
challenges that can have some range-interference and resilience at the 
network during emergencies. Static networks rely on traditional networks; 
however, traditional networks are often unable to maintain high PDR (Packet 
Delivery Ratio) due to lack of adaptability and fault tolerance as they operate 
under dynamic conditions. 

The drone swarms with their autonomy to adapt and coordinate in real-
time showed a significantly higher PDR in every simulation environment. This 
progress demonstrates the resilience of swarm-based networks to 
environmental disturbances or node failures as they adaptively optimize 
routing paths and sustain connectivity. The inspected results in this study 
highlight the potential of drone swarms to provide a constant and expendable 
in your communication links, specifically for high data safety applications 
instead in static network setups. Results are summarized in Figure 5, listing 
the various conditions and the respective PDR percentage for each. 

 

 
Figure 5. Packet Delivery Ratio (PDR) Performance in Different Scenarios 

 

The data shows that drone swarm networks always performed better than 
static networks, with PDR improvements of 24%-30% in all scenarios. 
Disaster recovery efforts saw the greatest enhancement due to the drone 
swarms' adaptive routing capabilities that facilitated continued 
communication under adverse conditions. Wider coverage alone improved 
PDR by 24% in remote areas, in addition to the PDR increase implicit in 
swarm decentralization. The findings are consistent with several earlier 
studies, including Zou et al. (2021) that showed accuracy of the cooperative 
communication of the drone in dense environment(Zou et al. 2021). Similarly, 
Lin et al. (2020) observed significant improvements in terms of connectivity 
and throughput via multimodal swarm coordination(Lin et al. 2020). 

These results indicate that drone swarms are ideal in situations that 
require adaptability and resilience, including disaster relief and rural 
connectivity efforts. The utilization of this technology in 6G and edge 
computing networks could further specialize real time transmission and 
robustness of the networks. Drone swarms have the capability to reshape the 
fabric of modern telecommunication systems by overcoming latency and 
scalability issue. 

 
4.2. Latency Reduction Analysis 
Latency is an essential metric in evaluating the performance of real-time 
communication networks, and this work extensively explored the topics of 
latency in the context of urban, remote and disaster recovery scenarios. 
Lower latency is critical for applications like autonomous systems, remote 
healthcare monitoring, and disaster response where fast data transmission is 
necessary. In case of traditional static networks, they have higher latency 
because they are fixed, while dynamic conditions retain less flexibility. 

The results show that drone swarm networks dominated static networks 
in terms of latency in all scenarios. Swarms' decentralized architecture, 
coupled with their adaptability, allowed for efficient routing and fewer delays 
in transmission. Figure 6 presents a summary of this latency reduction 
performance, showing where the drone swarm networks clearly outperform 
traditional swarm networks across various environments. 
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Figure 6. Latency Reduction Performance in Different Scenarios 

 
As shown in the figure, the latency of drone swarm networks was 31.7% 

lower in all scenarios. The largest decline (33.3%) was in urban 
environments, where dense interference usually limits legacy networks. This 
shows the effectiveness of swarm-based routing in reducing congestion and 
optimizing transmission paths. As remote areas were covered for an 
extended period and adapting in real-time, there was a 31.8% reduction in 
dust among them. 

These findings emerge in line with studies like Lin et al. (2020), which 
reported notable latency reductions in multimodal drone-aided networks(Lin 
et al. 2020). Additionally, Shan et al.(2022) reported similar results from ultra-
wideband swarm protocols in dynamic environments (Shan et al. 2022). 

Results indicate that drone swarms can be the best choice for latency-
sensitive tasks that can benefit from an instantaneous roundtrip time, in 
domains such as 6G networks and edge clouds. Also, implementation of 
advanced multi-agent algorithms and adaptive communication protocols 
may further enhance communication, reliability, and performance be adapted 
to intra-vehicle-working offers near real-time reliability to make operating in 
critical task. 

 

4.3. Energy Efficiency Analysis 
Energy efficiency represents a key metric to evaluate the sustainability and 
operation viability of the communication networks. This study evaluated 
drone swarm performance and compared it to static networks in terms of 

energy consumed in different urban, remote, and disaster recovery 
scenarios. Low-energy consumption is critical for sustaining longer periods of 
active networks while minimizing operating costs, especially in remote or 
disaster-stricken locations where energy resources are limited. 

Results underscore the potential of drone swarms to reduce energy 
consumption, optimize resource allocation, and respond to changing 
environmental conditions. The comparative results are shown in Figure 7, 
illustrating the significant improvements of the swarm-based network 
regarding all operating scenarios. 

 

 
Figure 7. Energy Efficiency Comparison Across Scenarios 

 

Results show that drone swarm networks were always more energy 
efficient than static ones, with an average improvement of 29.8% in all 
scenarios. The biggest improvement (33%) was found in mixed urban-
remote environments, where swarms when tested in saving energy and 
dynamically optimizing their usage had a clear advantage. This 30% 
reduction indicates that in urban environments, swarms are an effective 
alternative for high-energy consuming actions such as navigating interference 
and dense traffic. 

Notably, in remote areas, the 27% performance gain is reflective of the 
appropriateness of drone swarms for operations in energy-constrained 
environments. Alsamhi et al. (2021) also reported similar trends in their work 
where they highlighted the energy-efficient operation of drone swarms 
outfitted with consensus algorithms tasked to explore the environment 
(Alsamhi et al. 2021). 
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Figure 7. Energy Efficiency Comparison Across Scenarios 

 

Results show that drone swarm networks were always more energy 
efficient than static ones, with an average improvement of 29.8% in all 
scenarios. The biggest improvement (33%) was found in mixed urban-
remote environments, where swarms when tested in saving energy and 
dynamically optimizing their usage had a clear advantage. This 30% 
reduction indicates that in urban environments, swarms are an effective 
alternative for high-energy consuming actions such as navigating interference 
and dense traffic. 

Notably, in remote areas, the 27% performance gain is reflective of the 
appropriateness of drone swarms for operations in energy-constrained 
environments. Alsamhi et al. (2021) also reported similar trends in their work 
where they highlighted the energy-efficient operation of drone swarms 
outfitted with consensus algorithms tasked to explore the environment 
(Alsamhi et al. 2021). 
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lack acceptable consistency� Therefore, it is necessary to investigate the issue 
of data and its quality comprehensively in the field of open banking� Different 
dimensions of data quality should be considered in this context�

Accordingly, one of the most well-known and cited frameworks in the field of 
data quality, Wang and Strong’s framework (1996), has been used as the basis 
for investigating the dimensions of data quality in the field of open banking� In this 
framework, fifteen dimensions of data quality are defined across four categories� 
In Table 1, these fifteen dimensions are presented along with their definitions and 
corresponding categories�

Table 1. Dimensions of data quality, their definitions and categories  
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objectivity The extent to which data are unbiased�
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These findings reaffirm that drone swarms hold promise as sustainable 
solutions for communication networks, especially in situations where 
deployment is needed over long timescales or in resource-constrained 
environments. The environmental improvement characteristics of drone 
swarm networks can also be increased through the combination of 
renewable energy sources and energy-harvesting technologies in tiling of 
future implementations. 

 
4.4. Fault Tolerance Analysis 
A network's fault tolerance is a key measure of its ability to withstand adverse 
conditions, including node failures, environmental disturbances, etc. In this 
study, operational performance of drone swarm networks during different 
levels of node failures was assessed and compared with static networks. 
Fault tolerance is crucial in highly critical applications such as disaster 
recovery and military operations, where the amount of reliability that the 
system provides directly corresponds to the success of the mission. 

The results show that swarms of drones still have an operational rate 
significantly higher than that of their isolated counterparts, regardless of 
whether they are operating normally or fail. Table 1 summarizes the results, 
which clearly shows the swarm network's dynamic reconfiguration 
capabilities, as well as its ability to maintain performance despite challenging 
conditions. 
 

Table 1. Fault Tolerance Performance Under Node Failures 
Failure Rate (%) Operational Nodes 

(Drone Swarm) 
Operational Nodes 

(Static Network) 
Improvement (%) 

0 100 100 0 
10 96 85 12.9 
20 91 75 21.3 
30 85 65 30.8 
40 78 55 41.8 

 

As indicated in the data, these drone swarms outperformed static 
networks for maintaining operational nodes during node failures where the 
gap would grow larger as failure rates increase. Drone swarms maintained 
91 operational nodes at a 20% failure rate, while static networks maintained 
75, representing a 21.3% improvement. The difference expanded to 30.8% 
and 41.8% at stimulus failure rates of 30% and 40%, respectively, 

highlighting the adaptability of swarms in high-failure scenarios. 
These results are consistent with observations by Kurt et al. (2021) that 

have shown that distributed connectivity maintenance protocols were 
effective in improving resilience in post disaster applications (Kurt et al. 2021). 
Similarly, Raja et al. (2021) swarm-based multi-UAV communication networks 
(Raja et al. 2021) was reported to have strong fault tolerance.  

The discoveries highlight the usefulness of drone swarms in situations 
demanding high reliability, including emergency response and wide-scale 
commercial activities. In future implementations, advanced fault-tolerant 
algorithms and hybrid control architectures could be leveraged to improve 
behavior in extreme conditions of failure. 

 

4.5. Integration with 6G and Edge Computing 
Scalability and performance were evaluated for the incorporation of drone 
swarm networks into experimental 6G and edge computing architectures. 
When integrated with edge computing, the ultra-high-speed connectivity that 
6G ushers in will provide an optimum foundation for drone swarms to optimize 
the efficiency of network bandwidth utilization and the real-time processing of 
gathered data. These enable the network to scale with more traffic and retain 
low latency and high throughput. 

The findings depicted in Figure 8 demonstrate significant advancements 
across critical performance measures, with a 50% rise in throughput for the 
network and a 46% lowering in latency for processing. [In addition, the 
scalability index pointed to the superior ability of a swarm network to operate 
within dynamic and complex communication landscapes, compared with 
traditional systems. 

 
Figure 8. Performance Metrics of 6G and Edge Computing Integration 
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environments. The environmental improvement characteristics of drone 
swarm networks can also be increased through the combination of 
renewable energy sources and energy-harvesting technologies in tiling of 
future implementations. 

 
4.4. Fault Tolerance Analysis 
A network's fault tolerance is a key measure of its ability to withstand adverse 
conditions, including node failures, environmental disturbances, etc. In this 
study, operational performance of drone swarm networks during different 
levels of node failures was assessed and compared with static networks. 
Fault tolerance is crucial in highly critical applications such as disaster 
recovery and military operations, where the amount of reliability that the 
system provides directly corresponds to the success of the mission. 

The results show that swarms of drones still have an operational rate 
significantly higher than that of their isolated counterparts, regardless of 
whether they are operating normally or fail. Table 1 summarizes the results, 
which clearly shows the swarm network's dynamic reconfiguration 
capabilities, as well as its ability to maintain performance despite challenging 
conditions. 
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networks for maintaining operational nodes during node failures where the 
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91 operational nodes at a 20% failure rate, while static networks maintained 
75, representing a 21.3% improvement. The difference expanded to 30.8% 
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These results are consistent with observations by Kurt et al. (2021) that 

have shown that distributed connectivity maintenance protocols were 
effective in improving resilience in post disaster applications (Kurt et al. 2021). 
Similarly, Raja et al. (2021) swarm-based multi-UAV communication networks 
(Raja et al. 2021) was reported to have strong fault tolerance.  

The discoveries highlight the usefulness of drone swarms in situations 
demanding high reliability, including emergency response and wide-scale 
commercial activities. In future implementations, advanced fault-tolerant 
algorithms and hybrid control architectures could be leveraged to improve 
behavior in extreme conditions of failure. 
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Scalability and performance were evaluated for the incorporation of drone 
swarm networks into experimental 6G and edge computing architectures. 
When integrated with edge computing, the ultra-high-speed connectivity that 
6G ushers in will provide an optimum foundation for drone swarms to optimize 
the efficiency of network bandwidth utilization and the real-time processing of 
gathered data. These enable the network to scale with more traffic and retain 
low latency and high throughput. 
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across critical performance measures, with a 50% rise in throughput for the 
network and a 46% lowering in latency for processing. [In addition, the 
scalability index pointed to the superior ability of a swarm network to operate 
within dynamic and complex communication landscapes, compared with 
traditional systems. 
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Integration with 6G and edge computing further improved the 
performance of the drone swarm network. With a network throughput of 1.8 
Gbps, a 50% improvement over the 1.2 Gbps of traditional systems, the 
swarms are capable of handling large data loads. As a result, discussed in 
detail, processing latency was decreased by 46.7% from 15 ms to 8 ms, 
showcasing how edge computing particularly facilitates the execution of tasks 
faster. 

The scalability index further exemplified the adaptability of swarms, 
demonstrating a 30.8% enhancement over conventional networks. Efficient 
energy utilization improved 27.6%, which is attributed to the swarms' ability 
to optimize resource allocation when combined with computing technology. 

These findings also resonate with the work of Shvetsov et al.(2023), 
which discussed the potential of federated machine learning and intelligent 
surfaces to improve the performance of drone swarms operating in a sixth-
generation environment (Shvetsov et al. 2023). Similarly, Zou et al. (2021) 
highlighted the need for cooperative communications among drones to realize 
the scalability of space-air-ground networks (Zou et al. 2021). 

Such a study showcases the benefits of combining 6G and edge 
computing with the large scalability and adaptability of drone swarms in 
generating high-performance communication networks with such systems, all 
of which will be imperative in future platforms like the IoT, smart city and even 
autonomous traffic systems. 

 
4.6. Resource Utilization Efficiency 
Resource efficiency is a critical consideration that impacts network 
performance, especially for resource-constrained drone swarm environments. 
This metric shows its ability to optimize bandwidth, processing power and 
energy according to the traffic load. Effective resource utilization ensures 
continuity of operations and an overall positive service experience in critical 
use cases such as disaster recovery and remote connectivity. 

Drone swarms were then compared with traditional networks based on 
different traffic conditions (low, medium, and high traffic) based on this study. 
Table 2 provides the results showing that the efficiency of resource 
optimization of the drone swarm network is more superior. 
 
 

Table 2. Resource Utilization Efficiency Across Traffic Conditions 
Traffic 
Load 

Drone Swarm 
Efficiency (%) 

Traditional Network 
Efficiency (%) 

Improvement 
(%) 

Low 85 72 18.1 
Medium 78 60 30 

High 70 50 40 

 
Such results show that the higher traffic condition has the highest (40%) 

improvement average ratio, while drone swarm networks have a consistent 
higher resource utilization efficiency. This showcases the capability of the 
swarms to dynamically assign and manage resources to handle congestion. 
Such results are consistent with Zhu et al. (2021) utilized clustering based 
techniques to form drone swarms during high traffic scenarios in which low-
latency communication methods are utilized (Zou et al. 2021). 

Th article suggests the new usefulness of swarm networks in medium and 
high traffic conditions as urban, disaster and large scale IoT applications 
have great practical impact. Work in future may incorporate use of machine 
learning models for better shaping to resource allocation strategies and 
better adaptability. 
. 
4.7. Service Availability 
Service availability refers to the network's capability to provide continuity of 
service with respect to changing operating environments, such as node failure 
and environmental disturbances. For applications where communication 
needs to be constant, like healthcare monitoring and autonomous navigation, 
high availability of service is vital. 

In Table 3, the availability of services between drone swarm networks and 
traditional networks under their respective failure scenarios is compared. 
 

Table 3. Service Availability Under Node Failure Scenarios 
Failure Rate (%) Drone Swarm  

Availability (%) 
Traditional Network  

Availability (%) 
Improvement (%) 

0 99 99 0 
10 97 88 10.2 
20 93 81 14.8 
30 89 70 27.1 
40 84 62 35.5 
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Gbps, a 50% improvement over the 1.2 Gbps of traditional systems, the 
swarms are capable of handling large data loads. As a result, discussed in 
detail, processing latency was decreased by 46.7% from 15 ms to 8 ms, 
showcasing how edge computing particularly facilitates the execution of tasks 
faster. 

The scalability index further exemplified the adaptability of swarms, 
demonstrating a 30.8% enhancement over conventional networks. Efficient 
energy utilization improved 27.6%, which is attributed to the swarms' ability 
to optimize resource allocation when combined with computing technology. 

These findings also resonate with the work of Shvetsov et al.(2023), 
which discussed the potential of federated machine learning and intelligent 
surfaces to improve the performance of drone swarms operating in a sixth-
generation environment (Shvetsov et al. 2023). Similarly, Zou et al. (2021) 
highlighted the need for cooperative communications among drones to realize 
the scalability of space-air-ground networks (Zou et al. 2021). 

Such a study showcases the benefits of combining 6G and edge 
computing with the large scalability and adaptability of drone swarms in 
generating high-performance communication networks with such systems, all 
of which will be imperative in future platforms like the IoT, smart city and even 
autonomous traffic systems. 
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Resource efficiency is a critical consideration that impacts network 
performance, especially for resource-constrained drone swarm environments. 
This metric shows its ability to optimize bandwidth, processing power and 
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improvement average ratio, while drone swarm networks have a consistent 
higher resource utilization efficiency. This showcases the capability of the 
swarms to dynamically assign and manage resources to handle congestion. 
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As a result, the drone swarm networks were always better compared to 
normal networks in service availability. With a 40% failure rate, the 
availability of the swarm network was 84%, as compared to 62% in traditional 
networks— a 35.5% improvement. These results are consistent with those of 
Guerber et al. (2021) showed the strength of swarm network (based on ML 
and SDN) (Guerber, Royer, and Larrieu 2021). 

This improved availability guarantees reliability in essential functions like 
emergency response and industrial automation. Future work may investigate 
hybrid control models for optimal availability during extreme conditions. 

 
4.8. Quality of Service (QoS) Metrics 
QoS (Quality of Service) is an aggregated metric that takes into account 
overall network performance, including throughput, latency, reliability, and 
availability. This section provides an overview of QoS performance for drone 
swarm networks versus traditional networks. 

 
Figure 9. Quality of Service (QoS) Performance Metrics Comparison 

 

QoS metrics at aggregated level demonstrate the overall benefits of 
drone swarm networks. They have proven adaptive and robust across a wide 
range of scenarios, with improvements in terms of throughput, latency, fault 
tolerance, and availability. These results align with those by Zhang et 
al.(2023) reported analogous QoS enhancers for drone swarm deployments 
with wireless cover (Zhang et al. 2023). 

The combination of advanced technologies such as federated learning 
and intelligent surfaces could help improve the QoS of drone swarm 

networks. By making improvements in their performances, they will be 
adopted in the next generations of telecommunication systems. 

 
5. Discussion  
This discussion summarizes the theories applied to identify data and 
relationships explored during the study, proposes potential future avenues for 
exploration, and relies on these theories as a basis for observing phenomena, 
explaining mechanisms, and predicting consequences. These efforts aim to 
advance the understanding of drone swarm networks in telecommunication 
systems. 

Several performance metrics covered in this study include packet delivery 
ratio (PDR), latency, energy efficiency, fault tolerance, and scalability. Drone 
swarms demonstrated superior performance compared to traditional 
networks across a range of scenarios. For instance, the drone swarm network 
reported a 28% gain in PDR, with significant improvements observed in 
disaster recovery use cases. This aligns with Zou et al. (2021), who 
showcased the flexibility of cooperative drone communication in space-air-
ground integrated networks (Zou et al. 2021). 

A notable finding was the reduction of latency, an essential element for 
any real-time application. By employing decentralized routing mechanisms, 
drone swarms achieved a 46.7% reduction in latency, confirming Lin et al.'s 
theoretical insights on how collaborative frameworks contribute to reducing 
communication delays (Lin et al. 2020). These findings validate the theoretical 
proposition that drone swarms can optimize their performance based on their 
operating environment, as reported by Raja et al. (2021) (Raja et al. 2021). 

These performance enhancements stem from robust coordination 
algorithms, probabilistic communication models, and the integration of 
emerging technologies. The concomitance with 6G and edge computing 
enhanced network throughput by 50% and reduced processing latency by 
46.7%, highlighting the significant importance of intelligent surfaces and 
federated intelligence in maximizing the efficiency of 6G networks (Shvetsov 
et al. 2023). 

The 28% increase in average energy efficiency can be attributed to the 
ability of drone swarms to dynamically allocate resources and optimize 
routing paths. Alsamhi et al. (2023) identified blockchain-based consensus 
mechanisms as a response to energy threats against drone swarms, 
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corroborating the findings of this study (Alsamhi et al. 2023). Fault tolerance 
was also notable, with a 21.3% performance gain at a 20% failure rate. This 
resiliency is due to distributed connectivity maintenance protocols, as noted 
by Kurt et al. (2021), which enable swarm networks to scale to failures without 
significantly sacrificing performance (Kurt et al. 2021). 

In line with these results, this study forecasts that drone swarm networks 
will play a critical role in the next generation of telecommunication systems, 
including IoT, smart cities, and disaster-resilient networks. These networks 
can handle larger traffic volumes, as evidenced by a 30.8% improvement in 
their scalability index, supporting the integration of swarm networks into 
existing telecommunication infrastructures (Asaamoning et al. 2021). 

Additionally, the use of machine learning algorithms, blockchain, and 
hybrid centralized-decentralized architectures may enhance the adaptability 
and security of drone swarms. Guerber et al. (2021) proposed combining 
machine learning with software-defined networking to address security 
vulnerabilities, opening the possibility for more secure and reliable 
implementations (Guerber, Royer, and Larrieu 2021). 

Despite the innovations presented, this study is not without limitations, 
revealing opportunities for theoretical advancement. As pointed out by 
Kravchuk et al. (2021), the experimental scope was limited to controlled 
settings, which may not reflect the complexities of situations (Kravchuk, 
Kaidenko, and Kravchuk 2021). Expanding the range of future experiments 
to include environmental unpredictability and regulatory challenges would 
refine our theories and offer more robust predictive models. 

The study's simulation methodology limits its scalability to thousands of 
drones. Zhang et al. (2023) underlined the necessity for specific optimization 
strategies for large-scale operations, indicating a field requiring further 
theoretical work (Zhang et al. 2023). While security and interoperability were 
mentioned, they remain underexplored. The theories of blockchain-based 
communication and federated learning, as proposed by Alsamhi et al. (2023) 
and Shvetsov et al. (2023), might bridge these gaps and extend the 
theoretical basis for integrating swarm networks (Alsamhi et al. 2023), 
(Shvetsov et al. 2023). 

The article helps apply concepts currently and contributes to defining the 
literature in a growing and dynamic field of distributed systems theory—
addressing both short- and long-term needs. This theoretical framework not 

only enriches the existing academic literature on drone swarms but also sets 
the stage for empirical research and real-world applications, underscoring the 
swarms' capacity to revolutionize telecommunications technologies. 
 
6. Conclusions 
This article has discussed the vision of drone swarm networks and their 
potential to improve various metrics of telecommunication systems, 
specifically packet delivery ratio, delay or latency, energy efficiency, fault 
tolerance, and scalability. By combining cutting-edge coordination algorithms, 
probabilistic communication models, and emerging technologies such as 6G 
and edge computing, this research has provided invaluable insights into the 
adaptability and robustness of drone swarm networks in diverse operational 
scenarios. 

The results demonstrate that drone swarms offer a robust, energy-
efficient, and scalable alternative to traditional static networks. Their capacity 
to adjust routing, resource allocation, and maintain performance in the face 
of adversity makes them integral to advanced communication frameworks. 
They can address urgent telecommunication issues such as the resilience of 
networking in disaster recovery, coverage expansion in rural areas, and data 
processing in urban environments. Additionally, the integration with advanced 
computing architectures underscores the swarms' capacity to handle the 
increasing load of interconnected systems, facilitating novel applications in 
IoT, smart cities, and autonomous systems. 

The article emphasizes the significance of resilience, decentralized 
decision-making, and modern network architecture. Specifically, compared to 
other flying objects, drone swarms can adapt in real-time to changes in their 
environment or internal system failures, maintaining functionality under 
challenging conditions. This dynamic capability is vital for next-generation 
telecommunication systems that will operate in more complex and dynamic 
environments. 

Although the study achieves its aims, several areas remain to be 
addressed. The controlled experimental setup does not encompass all the 
nuances experienced during real-world implementations. Future research 
should expand on this work by deploying drone swarm networks in large-
scale and heterogeneous environments, examining how weather conditions, 
regulatory constraints, and legacy infrastructure compatibility impact their 
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corroborating the findings of this study (Alsamhi et al. 2023). Fault tolerance 
was also notable, with a 21.3% performance gain at a 20% failure rate. This 
resiliency is due to distributed connectivity maintenance protocols, as noted 
by Kurt et al. (2021), which enable swarm networks to scale to failures without 
significantly sacrificing performance (Kurt et al. 2021). 

In line with these results, this study forecasts that drone swarm networks 
will play a critical role in the next generation of telecommunication systems, 
including IoT, smart cities, and disaster-resilient networks. These networks 
can handle larger traffic volumes, as evidenced by a 30.8% improvement in 
their scalability index, supporting the integration of swarm networks into 
existing telecommunication infrastructures (Asaamoning et al. 2021). 

Additionally, the use of machine learning algorithms, blockchain, and 
hybrid centralized-decentralized architectures may enhance the adaptability 
and security of drone swarms. Guerber et al. (2021) proposed combining 
machine learning with software-defined networking to address security 
vulnerabilities, opening the possibility for more secure and reliable 
implementations (Guerber, Royer, and Larrieu 2021). 

Despite the innovations presented, this study is not without limitations, 
revealing opportunities for theoretical advancement. As pointed out by 
Kravchuk et al. (2021), the experimental scope was limited to controlled 
settings, which may not reflect the complexities of situations (Kravchuk, 
Kaidenko, and Kravchuk 2021). Expanding the range of future experiments 
to include environmental unpredictability and regulatory challenges would 
refine our theories and offer more robust predictive models. 

The study's simulation methodology limits its scalability to thousands of 
drones. Zhang et al. (2023) underlined the necessity for specific optimization 
strategies for large-scale operations, indicating a field requiring further 
theoretical work (Zhang et al. 2023). While security and interoperability were 
mentioned, they remain underexplored. The theories of blockchain-based 
communication and federated learning, as proposed by Alsamhi et al. (2023) 
and Shvetsov et al. (2023), might bridge these gaps and extend the 
theoretical basis for integrating swarm networks (Alsamhi et al. 2023), 
(Shvetsov et al. 2023). 

The article helps apply concepts currently and contributes to defining the 
literature in a growing and dynamic field of distributed systems theory—
addressing both short- and long-term needs. This theoretical framework not 

only enriches the existing academic literature on drone swarms but also sets 
the stage for empirical research and real-world applications, underscoring the 
swarms' capacity to revolutionize telecommunications technologies. 
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This article has discussed the vision of drone swarm networks and their 
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probabilistic communication models, and emerging technologies such as 6G 
and edge computing, this research has provided invaluable insights into the 
adaptability and robustness of drone swarm networks in diverse operational 
scenarios. 

The results demonstrate that drone swarms offer a robust, energy-
efficient, and scalable alternative to traditional static networks. Their capacity 
to adjust routing, resource allocation, and maintain performance in the face 
of adversity makes them integral to advanced communication frameworks. 
They can address urgent telecommunication issues such as the resilience of 
networking in disaster recovery, coverage expansion in rural areas, and data 
processing in urban environments. Additionally, the integration with advanced 
computing architectures underscores the swarms' capacity to handle the 
increasing load of interconnected systems, facilitating novel applications in 
IoT, smart cities, and autonomous systems. 

The article emphasizes the significance of resilience, decentralized 
decision-making, and modern network architecture. Specifically, compared to 
other flying objects, drone swarms can adapt in real-time to changes in their 
environment or internal system failures, maintaining functionality under 
challenging conditions. This dynamic capability is vital for next-generation 
telecommunication systems that will operate in more complex and dynamic 
environments. 

Although the study achieves its aims, several areas remain to be 
addressed. The controlled experimental setup does not encompass all the 
nuances experienced during real-world implementations. Future research 
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efficacy. 
Another aspect requiring attention is the use of advanced security 

mechanisms. Communication models for drone swarm networks must 
address vulnerabilities arising from scalability to ensure robust 
communication in sensitive applications. Investigating techniques that 
enhance network security and reliability, including blockchain-based 
communication protocols, federated learning, and intelligent surfaces, is 
essential. 

Theoretical developments in hybrid centralized-decentralized control 
architectures may offer breakthrough potential for drone swarm capabilities 
to address the complexities of managing massive telecommunication 
demands with large-scale drone swarms. These developments could also 
enable smooth interaction with emerging technologies, including quantum 
computing and AI-powered decision-making systems, expanding the 
potential use cases for drone swarm systems. 

Researchers should also consider the potential environmental benefits of 
drone swarms. Their low energy consumption supports sustainable 
telecommunication solutions. Analyzing the implementation of renewable 
energy and energy harvesting methods solidifies their feasibility for long-term 
operations, particularly in resource-limited environments. 

This study addresses the needs of industries and policymakers aiming to 
make drone swarm networks a practical project. It sets the stage for real-
world applications beyond telecommunications, such as disaster 
management, logistics, and environmental monitoring, by demonstrating how 
these AI agents collaborate in diverse scenarios. 

It is well-established that drone swarm networks herald a new era for 
telecommunication systems by providing high flexibility, efficiency, and 
scalability. Their seamless integration with modern technologies makes them 
an essential component of future communication architectures. However, 
realizing the vast opportunities they offer requires empirical validation, 
theoretical innovation, and collaboration among academia, industry, and 
policymakers. This research, produced in collaboration with a dedicated 
research team, aims to develop resilient, efficient, and adaptive 
communication systems for an interconnected world. 
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1. Introduction

Due to the rapidly evolving information and digital technologies, the world is moving 
towards an open data economy (He, Huang, & Zhou, 2023)� Open data can be 
used as a tool to foster innovation and enhance financial services� Customer data 
sources in open banking can help fintech companies provide more innovative 
financial services and better facilities to customers (O’Leary et al�, 2021)� On the 
other hand, these data can also be used as a tool to increase customer trust and 
reduce fraud rates in the financial industry (Zachariadis, 2020)� Therefore, it is 
critical to maintain the accuracy, integrity, and privacy of this data� For the effective 
utilization of open data in open banking, solutions have been proposed to manage 
and uphold quality and privacy� Some of these solutions are (Sullivan, Miller, & 
Montes, 2021)�

�	The use of modern technologies to protect the customers’ privacy, such as 
information encryption and cloud servers;

�	Creating detailed and transparent policies for managing open data and 
protecting customer privacy;

�	Providing training to banking employees and fintech companies regarding 
customer privacy and open data management;

�	Creating effective systems for managing customer consent in open banking 
and maintaining privacy;

�	Creating effective systems to manage access to open data and control access 
to this data;

�	Creating effective systems to manage security risks and maintain the security 
of open data;

�	Creating effective systems for managing and maintaining the quality of open 
data and ensuring the accuracy and correctness of these data�
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Since data quality has various dimensions beyond accuracy and privacy, 
each dimension holds its own significance� This research takes a comprehensive 
approach by considering different aspects of data quality in the realm of open 
banking� In fact, the problem we aim to investigate and solve in this research is 
the neglect and lack of attention to the various aspects of data quality in the field 
of open banking� This oversight can lead to improper performance in providing 
services within this sector� In other words, the services provided in open banking 
may be acceptable in some aspects of data quality, but the lack of attention to 
other aspects of data quality makes the overall performance of the services 
unacceptable� For instance, a service may offer highly accurate data, but this 
information may not be current for the intended activity, or it may be accurate but 
lack acceptable consistency� Therefore, it is necessary to investigate the issue 
of data and its quality comprehensively in the field of open banking� Different 
dimensions of data quality should be considered in this context�

Accordingly, one of the most well-known and cited frameworks in the field of 
data quality, Wang and Strong’s framework (1996), has been used as the basis 
for investigating the dimensions of data quality in the field of open banking� In this 
framework, fifteen dimensions of data quality are defined across four categories� 
In Table 1, these fifteen dimensions are presented along with their definitions and 
corresponding categories�

Table 1. Dimensions of data quality, their definitions and categories  
(Wang & Strong, 1996)

Category Dimension Definition of the dimensions

Intrinsic accuracy The extent to which data is error-free, correct, and 
reliable�

objectivity The extent to which data are unbiased�

believability The extent to which the data is believable�

reputation The extent to which data are trusted or highly regarded in 
terms of their source�
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efficacy. 
Another aspect requiring attention is the use of advanced security 

mechanisms. Communication models for drone swarm networks must 
address vulnerabilities arising from scalability to ensure robust 
communication in sensitive applications. Investigating techniques that 
enhance network security and reliability, including blockchain-based 
communication protocols, federated learning, and intelligent surfaces, is 
essential. 

Theoretical developments in hybrid centralized-decentralized control 
architectures may offer breakthrough potential for drone swarm capabilities 
to address the complexities of managing massive telecommunication 
demands with large-scale drone swarms. These developments could also 
enable smooth interaction with emerging technologies, including quantum 
computing and AI-powered decision-making systems, expanding the 
potential use cases for drone swarm systems. 

Researchers should also consider the potential environmental benefits of 
drone swarms. Their low energy consumption supports sustainable 
telecommunication solutions. Analyzing the implementation of renewable 
energy and energy harvesting methods solidifies their feasibility for long-term 
operations, particularly in resource-limited environments. 

This study addresses the needs of industries and policymakers aiming to 
make drone swarm networks a practical project. It sets the stage for real-
world applications beyond telecommunications, such as disaster 
management, logistics, and environmental monitoring, by demonstrating how 
these AI agents collaborate in diverse scenarios. 

It is well-established that drone swarm networks herald a new era for 
telecommunication systems by providing high flexibility, efficiency, and 
scalability. Their seamless integration with modern technologies makes them 
an essential component of future communication architectures. However, 
realizing the vast opportunities they offer requires empirical validation, 
theoretical innovation, and collaboration among academia, industry, and 
policymakers. This research, produced in collaboration with a dedicated 
research team, aims to develop resilient, efficient, and adaptive 
communication systems for an interconnected world. 
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each dimension holds its own significance� This research takes a comprehensive 
approach by considering different aspects of data quality in the realm of open 
banking� In fact, the problem we aim to investigate and solve in this research is 
the neglect and lack of attention to the various aspects of data quality in the field 
of open banking� This oversight can lead to improper performance in providing 
services within this sector� In other words, the services provided in open banking 
may be acceptable in some aspects of data quality, but the lack of attention to 
other aspects of data quality makes the overall performance of the services 
unacceptable� For instance, a service may offer highly accurate data, but this 
information may not be current for the intended activity, or it may be accurate but 
lack acceptable consistency� Therefore, it is necessary to investigate the issue 
of data and its quality comprehensively in the field of open banking� Different 
dimensions of data quality should be considered in this context�

Accordingly, one of the most well-known and cited frameworks in the field of 
data quality, Wang and Strong’s framework (1996), has been used as the basis 
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corresponding categories�
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other aspects of data quality makes the overall performance of the services 
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