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Abstract: Data is considered the most crucial element in open 
banking processes and services� Therefore, it is necessary to pay 
attention to various aspects of the quality of this data in order to 
provide appropriate and expected services to customers� In this 
research, various dimensions representing different aspects of 
data quality were investigated in the field of open banking� This 
research has been conducted in two main steps: The Delphi 
method and the pairwise comparisons method� In the first step, 
various dimensions of data quality in open banking were extracted 
based on the Delphi method� In the next step, the importance of 
each of these dimensions was assessed relative to each other 
using the pairwise comparisons method, and the most crucial 
dimensions were determined� Based on the results obtained 
from these two methods, the significance of eleven dimensions 
of data quality in this field was determined� The best overall 
weighted averages were related to dimensions such as accuracy, 
accessibility, relevancy, timeliness, consistency, security, 
interpretability, reputation, believability, ease of understanding, 
and value-added, respectively� Banks and fintech companies 
offering open banking services can consider these dimensions
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Abstract  
Background: IoT Smart networks are the latest creation of 
smart technology where Internet of Things, Artificial 
Intelligence, and Blockchain technologies have merged. 
Such technologies have the possibility of increasing 
performance, security and the degree of expansion in 
different fields like smart city, health and manufacturing. As it 
is, there are several issues that organisations continued to 
encounter when implementing both these systems in order 
to address diversified network requirements. 
Objective: The study aims to define how IoT, AI, and 
Blockchain technologies can be integrated to develop smart 
networks and how their integration will address the issues of 
performance, data integrity, and resource utilization in smart 
networks. 
Methods: The solution consisted of three components: IoT 
for instant data gathering, AI for modeling and efficient traffic 
control, Blockchain for secure data storage. Analyses of  
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when evaluating the quality of their data to enhance the provision of superior 
services�

Keywords: Open banking, Data quality, Delphi method, Pairwise Comparisons

1. Introduction

Due to the rapidly evolving information and digital technologies, the world is moving 
towards an open data economy (He, Huang, & Zhou, 2023)� Open data can be 
used as a tool to foster innovation and enhance financial services� Customer data 
sources in open banking can help fintech companies provide more innovative 
financial services and better facilities to customers (O’Leary et al�, 2021)� On the 
other hand, these data can also be used as a tool to increase customer trust and 
reduce fraud rates in the financial industry (Zachariadis, 2020)� Therefore, it is 
critical to maintain the accuracy, integrity, and privacy of this data� For the effective 
utilization of open data in open banking, solutions have been proposed to manage 
and uphold quality and privacy� Some of these solutions are (Sullivan, Miller, & 
Montes, 2021)�

�	The use of modern technologies to protect the customers’ privacy, such as 
information encryption and cloud servers;

�	Creating detailed and transparent policies for managing open data and 
protecting customer privacy;

�	Providing training to banking employees and fintech companies regarding 
customer privacy and open data management;

�	Creating effective systems for managing customer consent in open banking 
and maintaining privacy;

�	Creating effective systems to manage access to open data and control access 
to this data;

�	Creating effective systems to manage security risks and maintain the security 
of open data;

�	Creating effective systems for managing and maintaining the quality of open 
data and ensuring the accuracy and correctness of these data�
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Since data quality has various dimensions beyond accuracy and privacy, 
each dimension holds its own significance� This research takes a comprehensive 
approach by considering different aspects of data quality in the realm of open 
banking� In fact, the problem we aim to investigate and solve in this research is 
the neglect and lack of attention to the various aspects of data quality in the field 
of open banking� This oversight can lead to improper performance in providing 
services within this sector� In other words, the services provided in open banking 
may be acceptable in some aspects of data quality, but the lack of attention to 
other aspects of data quality makes the overall performance of the services 
unacceptable� For instance, a service may offer highly accurate data, but this 
information may not be current for the intended activity, or it may be accurate but 
lack acceptable consistency� Therefore, it is necessary to investigate the issue 
of data and its quality comprehensively in the field of open banking� Different 
dimensions of data quality should be considered in this context�

Accordingly, one of the most well-known and cited frameworks in the field of 
data quality, Wang and Strong’s framework (1996), has been used as the basis 
for investigating the dimensions of data quality in the field of open banking� In this 
framework, fifteen dimensions of data quality are defined across four categories� 
In Table 1, these fifteen dimensions are presented along with their definitions and 
corresponding categories�

Table 1. Dimensions of data quality, their definitions and categories  
(Wang & Strong, 1996)

Category Dimension Definition of the dimensions

Intrinsic accuracy The extent to which data is error-free, correct, and 
reliable�

objectivity The extent to which data are unbiased�

believability The extent to which the data is believable�

reputation The extent to which data are trusted or highly regarded in 
terms of their source�
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various objectives such as data throughput, latency, energy consumption, and security 
were conducted for smart city applications through simulations. 
Results: The linked matrix obtained a 45% increase in data transfer rate, a 40% cut 
in response time and a 50% enhancement of power utilization compared to other 
systems. Purchases made using blockchain were correct to the last digit, achieved 
with a success rate of 99.9%, and there were no cases of hacking. AI algorithms 
minimized congestion levels of the network by 55%, and IoT devices remained 
available 98% of the time. 
Conclusion: The incorporation of the IoT, AI and Blockchain enhances the 
effectiveness and assures the stability of smart networks greatly. From these findings, 
there is a significant potential for broad utility thus the need for research on the scale, 
integration, and testing of these in practice. 
 
Keywords: Internet of Things (IoT), Artificial Intelligence (AI), Blockchain, Smart 
Networks, Data Integrity, Network Optimization, Decentralization, Scalability, Energy 
Efficiency, Smart Cities. 
 
1. Introduction 
The rapid advancement of digital technologies has fostered the development 
of interconnected systems, such as the Internet of Things (IoT), Artificial 
Intelligence (AI), and Blockchain. These technologies significantly alter the 
operational dynamics of networks. When integrated, they have the potential 
to enable new industries, landscapes, and experiences while addressing 
challenges related to data protection, scalability, and ecological robustness. 
However, the convergence of these three technologies is not without its 
challenges. As emphasized by Singh et al. (2020), sustainable smart cities 
leveraging these enabling technologies must provide effective solutions and 
intelligent services, yet substantial technical and operational challenges 
persist. The article underscores the synergetic components of IoT, AI, and 
Blockchain in smart networks and identifies gaps and research opportunities 
in the existing literature (Qasim et al. 2022). 

Contemporary research emphasizes the transformative potential of 
combining these technologies. For instance, Rathore and Panwar (2020) 
proposed a Blockchain-enabled Intelligent IoT architecture, illustrating how AI 
integration can enhance efficiency and mitigate security risks in IoT networks. 
Similarly, Ahmed et al. (2022) explored the role of Blockchain and AI in 
fostering sustainable smart cities, highlighting the importance of secure and 
scalable data management. Despite these advancements, significant 
research gaps remain. Atlam et al. (2020) noted that while Blockchain and AI 

have been studied individually, their combined application with IoT for 
intelligent and secure networks is still in its nascent stages. Furthermore, 
Samriya et al. (2024) identified challenges related to trust management and 
data integrity in IoT networks supported by cloud technology, suggesting the 
need for innovative approaches utilizing Blockchain and AI. 

A notable deficiency in existing research is the lack of a comprehensive 
framework that holistically addresses security, scalability, and sustainability 
through the integrated use of IoT, AI, and Blockchain (Qasim et al. 2021). 
While Khan et al. (2024) primarily focused on the use of AI with Blockchain 
technology to decentralize access in IoT-driven smart cities, they 
predominantly addressed data security, leaving scalability and sustainability 
less examined. Similarly, Wang et al. (2022) discussed edge intelligence and 
Blockchain integration without thoroughly considering its impact on IoT 
networks. To our knowledge, this study is the first to propose an exploratory 
research agenda that aims to establish a holistic framework demonstrating 
how IoT, AI, and Blockchain can be leveraged to create secure, scalable, and 
sustainable smart networks. 

This research hypothesis posits that the integration of IoT, AI, and 
Blockchain in smart networks can enhance performance, sustainability, and 
security. To test this hypothesis, the study employs a multidisciplinary 
methodology that combines analytical techniques with case studies and 
simulations. The proposed framework encompasses AI-based data analytics 
for real-time decision-making, Blockchain for secure and transparent data 
transmission, and IoT for seamless connectivity and data collection. This 
model aims to address the limitations of traditional systems, such as data 
fragmentation, security risks, and low resource efficiency. 

Through simulations and case studies, this research aims to develop a 
novel framework for integrating IoT, AI, and Blockchain in a robust manner. 
The framework seeks to bolster network security, enhance scalability, and 
support sustainability, contributing to the advancement of smart networks 
(Nameer, et al. 2023).. This study addresses gaps identified in prior research 
and offers a versatile solution applicable to various domains, including smart 
cities, healthcare, and agriculture. The objective of this article is to lay the 
foundation for future advancements in smart networks, providing a pathway 
for both students and researchers to explore new horizons in the field. 

The integration of IoT, AI, and Blockchain signifies a paradigm shift in the 
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creation of smart networks. Despite significant progress, a comprehensive 
approach addressing security, scalability, and sustainability remains 
imperative (Fatah and Qasim, 2022). This article addresses this critical gap, 
presenting an innovative framework capable of leveraging the synergy of 
these three technologies to build more efficient, secure, and sustainable 
smart networks. Additionally, this study aims to inspire novel solutions that 
unlock the potential for intelligent decentralized systems in IoT, AI, and 
Blockchain. 

 
1.1. The Aim of the Article 
This article explores the potential of utilizing the Internet of Things (IoT), 
enhancing it with Artificial Intelligence (AI), and securing it with Blockchain 
technologies to develop intelligent, scalable, and sustainable networks in an 
integrated manner. Despite substantial progress made by each technology in 
addressing major issues such as data protection, scalability, and efficiency, 
the integration of these technologies remains relatively unexplored. To 
address this gap, this work presents a comprehensive methodology that 
combines the strengths of these three domains to further improve network 
performance and ensure data integrity. The article specifically focuses on 
smart cities, healthcare, and agriculture, addressing the limitations of state-
of-the-art systems, including fragmented solutions, inefficient trust 
management, and resource management needs. The framework envisions a 
collaborative ecosystem that utilizes AI for analytics in decision-making 
processes, Blockchain for transparency in data transactions, and IoT for 
seamless connectivity, thereby establishing a more cohesive model for 
network optimization. 

This research employs a combination of analytical techniques, case 
studies, and simulations to validate the framework across different sectors. In 
conclusion, the article aims to be a valuable addition to the existing literature, 
providing guidance for future developments while encouraging researchers 
and practitioners to leverage the capabilities of IoT, AI, and Blockchain to 
create more intelligent, secure, and sustainable networks. 

 
1.2. Problem Statements 
While IoT, AI, and Blockchain technologies hold immense potential for 
enabling smart networks, significant challenges impede their full realization. 

The principal issue is the lack of a unified framework that integrates these 
technologies to concurrently address security, scalability, and sustainability. 
Despite the primary benefits of IoT technology, such as integrated 
connectivity and automated data collection, the vulnerabilities of these 
devices, including data breaches and device tampering, pose substantial 
security threats. While Blockchain promises data integrity and transparency, 
its computational and storage demands can hinder scalability, particularly in 
extensive IoT networks. AI can enhance decision-making and automation, but 
it encounters issues of explainability and trustworthiness in critical 
applications. 

Another critical challenge arises from the fragmented nature of existing 
solutions that target isolated technologies, neglecting their intersections. 
Advancements in areas such as 5G, AI, edge computing, and Blockchain 
have enabled hyper-digitalization by unlocking new innovation potentials. 
However, the pervasive scalability issues resulting from the rapid proliferation 
of IoT devices and the exponential growth of data impose additional strain on 
existing network infrastructures. These challenges highlight the 
interoperability issues among various IoT devices and different Blockchain 
platforms, presenting an unresolved obstacle to developing practical 
integrated solutions. 

Additionally, the absence of standardized protocols and comprehensive 
case studies complicates the implementation of these technologies in critical 
domains such as smart cities, healthcare, and agriculture. Previous research 
has primarily focused on the potential utilization of Blockchain without fully 
incorporating the capabilities of AI as an optimization engine for timely 
decision-making and autonomous adaptation. Given the platform-oriented 
nature of IoT and AI, their integration is essential. However, Blockchain 
mitigates privacy and transparency concerns through its self-governed 
structure. This paper aims to identify and address these issues by proposing 
a framework that integrates security to enhance network functionality and 
contribute to sustainability. 

 
2. Literature Review  
The combination of IoT, AI, and Blockchain is widely recognized as a 
transformative force in the development of smart networks. Numerous recent 
studies have explored the potential use of these technologies both 
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combines the strengths of these three domains to further improve network 
performance and ensure data integrity. The article specifically focuses on 
smart cities, healthcare, and agriculture, addressing the limitations of state-
of-the-art systems, including fragmented solutions, inefficient trust 
management, and resource management needs. The framework envisions a 
collaborative ecosystem that utilizes AI for analytics in decision-making 
processes, Blockchain for transparency in data transactions, and IoT for 
seamless connectivity, thereby establishing a more cohesive model for 
network optimization. 

This research employs a combination of analytical techniques, case 
studies, and simulations to validate the framework across different sectors. In 
conclusion, the article aims to be a valuable addition to the existing literature, 
providing guidance for future developments while encouraging researchers 
and practitioners to leverage the capabilities of IoT, AI, and Blockchain to 
create more intelligent, secure, and sustainable networks. 

 
1.2. Problem Statements 
While IoT, AI, and Blockchain technologies hold immense potential for 
enabling smart networks, significant challenges impede their full realization. 

The principal issue is the lack of a unified framework that integrates these 
technologies to concurrently address security, scalability, and sustainability. 
Despite the primary benefits of IoT technology, such as integrated 
connectivity and automated data collection, the vulnerabilities of these 
devices, including data breaches and device tampering, pose substantial 
security threats. While Blockchain promises data integrity and transparency, 
its computational and storage demands can hinder scalability, particularly in 
extensive IoT networks. AI can enhance decision-making and automation, but 
it encounters issues of explainability and trustworthiness in critical 
applications. 

Another critical challenge arises from the fragmented nature of existing 
solutions that target isolated technologies, neglecting their intersections. 
Advancements in areas such as 5G, AI, edge computing, and Blockchain 
have enabled hyper-digitalization by unlocking new innovation potentials. 
However, the pervasive scalability issues resulting from the rapid proliferation 
of IoT devices and the exponential growth of data impose additional strain on 
existing network infrastructures. These challenges highlight the 
interoperability issues among various IoT devices and different Blockchain 
platforms, presenting an unresolved obstacle to developing practical 
integrated solutions. 

Additionally, the absence of standardized protocols and comprehensive 
case studies complicates the implementation of these technologies in critical 
domains such as smart cities, healthcare, and agriculture. Previous research 
has primarily focused on the potential utilization of Blockchain without fully 
incorporating the capabilities of AI as an optimization engine for timely 
decision-making and autonomous adaptation. Given the platform-oriented 
nature of IoT and AI, their integration is essential. However, Blockchain 
mitigates privacy and transparency concerns through its self-governed 
structure. This paper aims to identify and address these issues by proposing 
a framework that integrates security to enhance network functionality and 
contribute to sustainability. 

 
2. Literature Review  
The combination of IoT, AI, and Blockchain is widely recognized as a 
transformative force in the development of smart networks. Numerous recent 
studies have explored the potential use of these technologies both 
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1. Introduction

Due to the rapidly evolving information and digital technologies, the world is moving 
towards an open data economy (He, Huang, & Zhou, 2023)� Open data can be 
used as a tool to foster innovation and enhance financial services� Customer data 
sources in open banking can help fintech companies provide more innovative 
financial services and better facilities to customers (O’Leary et al�, 2021)� On the 
other hand, these data can also be used as a tool to increase customer trust and 
reduce fraud rates in the financial industry (Zachariadis, 2020)� Therefore, it is 
critical to maintain the accuracy, integrity, and privacy of this data� For the effective 
utilization of open data in open banking, solutions have been proposed to manage 
and uphold quality and privacy� Some of these solutions are (Sullivan, Miller, & 
Montes, 2021)�

�	The use of modern technologies to protect the customers’ privacy, such as 
information encryption and cloud servers;

�	Creating detailed and transparent policies for managing open data and 
protecting customer privacy;

�	Providing training to banking employees and fintech companies regarding 
customer privacy and open data management;

�	Creating effective systems for managing customer consent in open banking 
and maintaining privacy;

�	Creating effective systems to manage access to open data and control access 
to this data;

�	Creating effective systems to manage security risks and maintain the security 
of open data;

�	Creating effective systems for managing and maintaining the quality of open 
data and ensuring the accuracy and correctness of these data�
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Since data quality has various dimensions beyond accuracy and privacy, 
each dimension holds its own significance� This research takes a comprehensive 
approach by considering different aspects of data quality in the realm of open 
banking� In fact, the problem we aim to investigate and solve in this research is 
the neglect and lack of attention to the various aspects of data quality in the field 
of open banking� This oversight can lead to improper performance in providing 
services within this sector� In other words, the services provided in open banking 
may be acceptable in some aspects of data quality, but the lack of attention to 
other aspects of data quality makes the overall performance of the services 
unacceptable� For instance, a service may offer highly accurate data, but this 
information may not be current for the intended activity, or it may be accurate but 
lack acceptable consistency� Therefore, it is necessary to investigate the issue 
of data and its quality comprehensively in the field of open banking� Different 
dimensions of data quality should be considered in this context�

Accordingly, one of the most well-known and cited frameworks in the field of 
data quality, Wang and Strong’s framework (1996), has been used as the basis 
for investigating the dimensions of data quality in the field of open banking� In this 
framework, fifteen dimensions of data quality are defined across four categories� 
In Table 1, these fifteen dimensions are presented along with their definitions and 
corresponding categories�

Table 1. Dimensions of data quality, their definitions and categories  
(Wang & Strong, 1996)

Category Dimension Definition of the dimensions

Intrinsic accuracy The extent to which data is error-free, correct, and 
reliable�

objectivity The extent to which data are unbiased�

believability The extent to which the data is believable�

reputation The extent to which data are trusted or highly regarded in 
terms of their source�
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independently and synergistically, demonstrating their applicability across 
various sectors, including smart cities, agriculture, and healthcare. For 
instance, Emilyani et al. (2024) discussed the converging intelligent networks 
and the impact that AI and Blockchain can have on future intelligent networks. 
Similarly, Suji et al. (2023) investigated the role of IoT, Blockchain, and AI in 
revolutionizing industries, highlighting their potential to enhance operational 
efficiencies and security. However, these studies often focus on specialized 
aspects of integration, leaving broader challenges unaddressed. For 
example, Wang et al. (2022) examined the convergence of edge intelligence 
and Blockchain but did not thoroughly explore its impact on IoT networks 
concerning scalability and sustainability. 

Sustainable smart networks still exhibit gaps in managing security, 
scalability, and sustainability. Fadi et al. (2022) emphasized the potential of 
Blockchain and AI to improve security and privacy in smart environments but 
primarily concentrated on theoretical aspects, leaving many practical 
implementation challenges unresolved. Additionally, Jahid et al. (2023) 
highlighted the merger of Blockchain, IoT, and 6G, presenting potential 
threats and opportunities, but offered limited solutions for scalability and 
interoperability challenges. Mohanta et al. (2020) reviewed IoT security 
challenges and proposed machine learning and Blockchain-based solutions, 
yet their research did not take a comprehensive view of applying AI and 
Blockchain for end-to-end network optimization. 

The focus on theoretical frameworks is another significant gap. Although 
Alahi et al. (2023) provided an overview of recent developments in IoT-
enabled technologies and AI in smart city scenarios, they did not address the 
scalability issues arising from the increasing number of IoT devices. Similarly, 
Adhikari and Ramkumar (2023) investigated the convergence between IoT 
and Blockchain, recognizing applications and opportunities from this 
convergence but did not analyze its impact on sustainability and resource-
efficient activity. Wang et al. (2022) also explored Blockchain-based space-
air-ground integrated networks, emphasizing the opportunities and 
challenges, but lacked an in-depth analysis of integrating AI for real-time 
decision-making and optimization. 

This article proposes an integrated framework that leverages the strengths 
of IoT, AI, and Blockchain to address these gaps. The proposed framework 
aims to overcome the limitations of current systems by integrating AI-based 

data analytics for real-time decision-making, Blockchain for secure and 
transparent data transactions, and IoT for seamless connectivity. The 
validation of this framework will be achieved through simulations and case 
studies across different industries. Previous work by Wang et al. (2022) and 
Mohanta et al. (2020) laid the foundation for the type of smart networks we 
envision (Wang, Su, et al. 2022; Wang, Ren, et al. 2022; Mohanta et al. 2020). 
However, we aim to tackle their limitations and introduce new ideas not 
covered in prior frameworks for scalable, secure, and sustainable smart 
networks. 

 

3. Methodology 
3.1. Literature Review and Framework Design 
Integrating IoT, AI, and Blockchain into Smart Networks: Research 
Methodology The research methodology for integrating IoT, AI, and 
Blockchain into smart networks is organized to address the challenges in 
performance optimization, security, and scalability. It starts with systematic 
literature review and reveals literature gaps in current approaches as 
described in  (Singh et al. 2020; Singh, Rathore, and Park 2020; Ahmed et al. 
2022). This motivates need for a complete model combined with real-time 
analytics, decentralized: security protocols and synaptic like adaptive 
networks (Samriya et al. 2024; Khan et al. 2024) with AI driven security 
enhancements. This research extends these foundational studies by 
proposing a novel framework that integrates AI for real-time decision-making, 
Blockchain for secured transactions and IoT for seamless connectivity. 
 

3.2. Experimental Setup and Infrastructure 
The proposed framework was tested in a controlled environment, where 
Internet of Things (IoT) sensors, AI-centric models, and Blockchain-based 
security protocols were applied. The hardware consisted of IoT devices in 
simulated smart-city, healthcare, and industrial setups (Qasim et al. 2024), 
while the software infrastructure included TensorFlow and Scikit-learn for AI 
analytics, and a Hyperledger Fabric for the security of Blockchain. Cloud-
based computing environments conducted extensive simulation with real-
time processing and validation (Atlam et al. 2020). A hybrid edge-cloud 
networking architecture was employed to provide the best possible data flow, 
while also minimizing latency according to the established best practices 
(Emilyani et al. 2024). 
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independently and synergistically, demonstrating their applicability across 
various sectors, including smart cities, agriculture, and healthcare. For 
instance, Emilyani et al. (2024) discussed the converging intelligent networks 
and the impact that AI and Blockchain can have on future intelligent networks. 
Similarly, Suji et al. (2023) investigated the role of IoT, Blockchain, and AI in 
revolutionizing industries, highlighting their potential to enhance operational 
efficiencies and security. However, these studies often focus on specialized 
aspects of integration, leaving broader challenges unaddressed. For 
example, Wang et al. (2022) examined the convergence of edge intelligence 
and Blockchain but did not thoroughly explore its impact on IoT networks 
concerning scalability and sustainability. 

Sustainable smart networks still exhibit gaps in managing security, 
scalability, and sustainability. Fadi et al. (2022) emphasized the potential of 
Blockchain and AI to improve security and privacy in smart environments but 
primarily concentrated on theoretical aspects, leaving many practical 
implementation challenges unresolved. Additionally, Jahid et al. (2023) 
highlighted the merger of Blockchain, IoT, and 6G, presenting potential 
threats and opportunities, but offered limited solutions for scalability and 
interoperability challenges. Mohanta et al. (2020) reviewed IoT security 
challenges and proposed machine learning and Blockchain-based solutions, 
yet their research did not take a comprehensive view of applying AI and 
Blockchain for end-to-end network optimization. 

The focus on theoretical frameworks is another significant gap. Although 
Alahi et al. (2023) provided an overview of recent developments in IoT-
enabled technologies and AI in smart city scenarios, they did not address the 
scalability issues arising from the increasing number of IoT devices. Similarly, 
Adhikari and Ramkumar (2023) investigated the convergence between IoT 
and Blockchain, recognizing applications and opportunities from this 
convergence but did not analyze its impact on sustainability and resource-
efficient activity. Wang et al. (2022) also explored Blockchain-based space-
air-ground integrated networks, emphasizing the opportunities and 
challenges, but lacked an in-depth analysis of integrating AI for real-time 
decision-making and optimization. 

This article proposes an integrated framework that leverages the strengths 
of IoT, AI, and Blockchain to address these gaps. The proposed framework 
aims to overcome the limitations of current systems by integrating AI-based 

data analytics for real-time decision-making, Blockchain for secure and 
transparent data transactions, and IoT for seamless connectivity. The 
validation of this framework will be achieved through simulations and case 
studies across different industries. Previous work by Wang et al. (2022) and 
Mohanta et al. (2020) laid the foundation for the type of smart networks we 
envision (Wang, Su, et al. 2022; Wang, Ren, et al. 2022; Mohanta et al. 2020). 
However, we aim to tackle their limitations and introduce new ideas not 
covered in prior frameworks for scalable, secure, and sustainable smart 
networks. 
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literature review and reveals literature gaps in current approaches as 
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2022). This motivates need for a complete model combined with real-time 
analytics, decentralized: security protocols and synaptic like adaptive 
networks (Samriya et al. 2024; Khan et al. 2024) with AI driven security 
enhancements. This research extends these foundational studies by 
proposing a novel framework that integrates AI for real-time decision-making, 
Blockchain for secured transactions and IoT for seamless connectivity. 
 

3.2. Experimental Setup and Infrastructure 
The proposed framework was tested in a controlled environment, where 
Internet of Things (IoT) sensors, AI-centric models, and Blockchain-based 
security protocols were applied. The hardware consisted of IoT devices in 
simulated smart-city, healthcare, and industrial setups (Qasim et al. 2024), 
while the software infrastructure included TensorFlow and Scikit-learn for AI 
analytics, and a Hyperledger Fabric for the security of Blockchain. Cloud-
based computing environments conducted extensive simulation with real-
time processing and validation (Atlam et al. 2020). A hybrid edge-cloud 
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3.3. Simulation Parameters and Conditions 
A wide spectrum of network performance indicators was analyzed, including 
throughput, latency, packet loss, and jitter, using methods adapted from (Suji 
et al. 2023). Security metrics of the reliability of Blockchain transactions and 
detection of unauthorized access were analyzed using the framework 
proposed in (Wang, Ren, et al. 2022). Scalability was assessed by increasing 
IoT-connected devices from 1,000 to 1,000,000, as suggested in (Fadi et al. 
2022), while energy efficiency optimizations were validated using power 
consumption metrics for IoT devices, following models from (Jahid, et al. 
2023). 
Network Performance Optimization: 

𝑁𝑁𝑁𝑁 = ∑ (𝑇𝑇𝑖𝑖𝐷𝐷𝑖𝑖) × log2(1 + 𝑆𝑆𝑆𝑆𝑆𝑆𝑖𝑖)𝑁𝑁
𝑖𝑖−1                                                    (1) 

Where 𝑃𝑃 represents network performance, 𝑇𝑇𝑖𝑖 is the throughput of the ii-th 
IoT device, 𝐷𝐷𝑖𝑖 is the delay, and 𝑆𝑆𝑆𝑆𝑆𝑆𝑖𝑖 is the signal-to-noise ratio. This equation 
is adapted from (Wang, Ren, et al. 2022; Mohanta et al. 2020), which 
integrates edge intelligence with Blockchain. 

 
3.4. Comparative Benchmarking and Blockchain Scalability Analysis 
To validate performance, the proposed model was benchmarked against 
traditional network models and alternative AI-Blockchain architectures, as 
explored in (Turner et al. 2023). AI model performance was assessed across 
LSTM, CNN, and decision tree classifiers, identifying the most efficient 
approach for network optimization (Alahi et al. 2023). Blockchain framework 
evaluation compared Hyperledger Fabric, Ethereum, and permissioned 
Blockchains for transaction speed and security effectiveness (Adhikari and 
Ramkumar, 2023). 
Blockchain Scalability Analysis: 

𝑆𝑆 = 𝐵𝐵×𝐶𝐶
𝐿𝐿×𝑉𝑉                                                                (2) 

Where  𝑆𝑆 is scalability, 𝐵𝐵 is block size, 𝐵𝐵 is consensus speed, 𝐿𝐿 is latency, 
and 𝑉𝑉 is transaction volume. This model builds on (Wang, Su, et al. 2022), 
which examines Blockchain-empowered space-air-ground networks. 

 
3.5. Validation Techniques and Security Testing 
Validation was conducted through three real-world case studies in smart city 
traffic management, healthcare monitoring, and precision agriculture (Wang, 

Su, et al. 2022). Statistical analyses, including T-tests and ANOVA, were 
applied to measure the significance of observed performance improvements 
(Abu-tarboush et al. 2024). Additionally, error margin and sensitivity analysis 
were conducted to ensure robustness across varying datasets (Sadawi 
Hassan, and Ndiaye, 2021). 
AI-Driven Predictive Accuracy: 

𝐴𝐴 = ∑ 𝑇𝑇𝑇𝑇𝑗𝑗+𝑇𝑇𝑇𝑇𝑗𝑗𝑚𝑚
𝑗𝑗−1

∑ 𝑇𝑇𝑇𝑇𝑗𝑗𝑚𝑚
𝑗𝑗−1 +𝑇𝑇𝑇𝑇𝑗𝑗+𝐹𝐹𝐹𝐹𝑗𝑗+𝐹𝐹𝐹𝐹𝑗𝑗

                                                   (3) 

Where 𝐴𝐴 is accuracy, 𝑇𝑇𝑇𝑇𝑗𝑗 and 𝑇𝑇𝑇𝑇𝑗𝑗 are true positives and negatives, 
and 𝐹𝐹𝐹𝐹𝑗𝑗and 𝐹𝐹𝐹𝐹𝑗𝑗 are false positives and negatives. This metric is derived from 
(ThamaraiSelvi et al. 2024), which integrates AI and Blockchain for enhanced 
security. 

To validate its security, the defense against cyber-attacks was evaluated 
under simulated hacking attempts (Alharbi, et al. 2022), and various models 
of anomaly detection through AI were verified based on historical internet 
security data (ThamaraiSelvi et al. 2024). Algorithmic integrity checks 
ensured that data remained in a secure and non-modifiable state within 
decentralized frameworks (Javed et al. 2022). 

Testing the scalability, there has been a gradual growth of IoT connectivity 
up to failure level (Alghamedy et al. 2024). The measurements showed 
network latency and bandwidth utilization for a high-traffic rate, confirming the 
adequate functionality of AI-driven adaptive resource allocation (Trivedi et al. 
2023). 

 
3.6. Expected Outcomes 
This methodology aims to demonstrate the enhancement of network speed 
and efficiency through the integration of AI-Blockchains as security 
mechanisms, facilitating the examination of scalability feasibility via 
simulations and case studies (Sharma et al. 2021). Moreover, the robustness 
against unauthorized access and the optimization of data integrity will be 
validated (Aruna et al. 2023). Energy efficiency will also be evaluated through 
the implementation of optimizations using AI-powered IoT (Hang and Kim, 
2019). 

By addressing these concerns, the resultant research will establish a 
generally accepted framework for constructing competitive, secure, scalable, 
and decentralized smart networks based on IoT, AI, and Blockchain 
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technologies. Additionally, the study proposes new insights that will enhance 
practices and methodologies for future system development, focusing on 
autonomous networks, smart park management, and industry automation 
(Hammoud et al. 2020; Ruzbahani 2024; Sharma 2024; Kumar et al. 2024). 

 

4. Results 
The results of this research, comprising several sections, each addressing a 
specific aspect of the combination of IoT, AI, and Blockchain technologies, 
are presented with the aid of meaningful tables, quantitative metrics, and 
qualitative insights derived from simulations, experiments, and case studies. 
 

4.1. Network Performance Optimization 
IoT, AI, and Blockchain technologies collectively have improved the 
performance of the network. Using AI-driven analytics for real-time decision-
making and blockchain for safeguarding data, the network runs more 
efficiently, with lower latency and enhanced reliability. This fusion provides a 
scheme for traffic flow enhancement, congestion relief, and seamless data 
transfer across smart networks. This way, it leads to a stronger and more 
scalable network infrastructure. Figure 1 below highlights the comparative 
analysis of key performance indicators' changes after their integration. 

 
Figure 1. Performance Enhancement of IoT AI Blockchain Integrated Networks 

in Network Efficiency Metrics 

Figure 1 indicates a considerable performance increase in several key 
metrics. The 45% improvement in data throughput shows AI-driven traffic 
management's efficiency in achieving maximum data rates while consuming 
a lower number of resources. There is a very significant improvement, 
subjectively rated at 40% down low latency, meaning faster response times, 
essential for applications that require real-time data processing, such as 
autonomous systems and telemedicine. The 52% drop in packet loss 
guarantees reliability, especially for mission-critical communications.  

Network availability improved by 6.5%, meaning fewer downtimes and 
higher operational consistency. The 58% reduction in jitter ensures smoother 
data transmission, which is particularly beneficial for streaming and video 
conferencing applications. The 25.7% improvement in bandwidth utilization 
indicates that resources are allocated more efficiently, reducing overhead and 
improving network throughput. 

Other key metrics, such as connection stability, handover success rate, 
and congestion rate, reflect significant enhancements. Congestion was 
reduced by 60%, ensuring a more fluid data exchange in high-traffic 
scenarios, which is especially important in urban smart city applications. 

These improvements highlight the potential of IoT-AI-Blockchain 
integration for creating high-performance, resilient, and intelligent networks. 
Future research should explore real-world deployment at larger scales to 
validate these findings and further optimize configurations for specific industry 
applications, such as 5G smart grids, intelligent transportation systems, and 
AI-driven industrial IoT networks. 

 
4.2. Energy Efficiency Analysis 
Energy efficiency is a fundamental aspect of smart network sustainability. The 
integration of AI-driven optimizations and Blockchain-enabled transaction 
verification significantly reduces energy consumption. AI enhances system 
intelligence by optimizing data processing tasks, while Blockchain ensures 
secure, decentralized, and efficient transactions, minimizing unnecessary 
computational loads. The resulting improvements contribute to lower power 
usage, reduced infrastructure costs, and a more environmentally friendly 
network operation. This is especially important for large-scale IoT 
deployments, where energy conservation directly impacts operational 
feasibility. 



2

Special Issue   |   Winter 2025

when evaluating the quality of their data to enhance the provision of superior 
services�

Keywords: Open banking, Data quality, Delphi method, Pairwise Comparisons

1. Introduction

Due to the rapidly evolving information and digital technologies, the world is moving 
towards an open data economy (He, Huang, & Zhou, 2023)� Open data can be 
used as a tool to foster innovation and enhance financial services� Customer data 
sources in open banking can help fintech companies provide more innovative 
financial services and better facilities to customers (O’Leary et al�, 2021)� On the 
other hand, these data can also be used as a tool to increase customer trust and 
reduce fraud rates in the financial industry (Zachariadis, 2020)� Therefore, it is 
critical to maintain the accuracy, integrity, and privacy of this data� For the effective 
utilization of open data in open banking, solutions have been proposed to manage 
and uphold quality and privacy� Some of these solutions are (Sullivan, Miller, & 
Montes, 2021)�

�	The use of modern technologies to protect the customers’ privacy, such as 
information encryption and cloud servers;

�	Creating detailed and transparent policies for managing open data and 
protecting customer privacy;

�	Providing training to banking employees and fintech companies regarding 
customer privacy and open data management;

�	Creating effective systems for managing customer consent in open banking 
and maintaining privacy;

�	Creating effective systems to manage access to open data and control access 
to this data;

�	Creating effective systems to manage security risks and maintain the security 
of open data;

�	Creating effective systems for managing and maintaining the quality of open 
data and ensuring the accuracy and correctness of these data�

Assessing the Importance of Various Dimensions of Data ...   |   Hassani et al.

3

Since data quality has various dimensions beyond accuracy and privacy, 
each dimension holds its own significance� This research takes a comprehensive 
approach by considering different aspects of data quality in the realm of open 
banking� In fact, the problem we aim to investigate and solve in this research is 
the neglect and lack of attention to the various aspects of data quality in the field 
of open banking� This oversight can lead to improper performance in providing 
services within this sector� In other words, the services provided in open banking 
may be acceptable in some aspects of data quality, but the lack of attention to 
other aspects of data quality makes the overall performance of the services 
unacceptable� For instance, a service may offer highly accurate data, but this 
information may not be current for the intended activity, or it may be accurate but 
lack acceptable consistency� Therefore, it is necessary to investigate the issue 
of data and its quality comprehensively in the field of open banking� Different 
dimensions of data quality should be considered in this context�

Accordingly, one of the most well-known and cited frameworks in the field of 
data quality, Wang and Strong’s framework (1996), has been used as the basis 
for investigating the dimensions of data quality in the field of open banking� In this 
framework, fifteen dimensions of data quality are defined across four categories� 
In Table 1, these fifteen dimensions are presented along with their definitions and 
corresponding categories�

Table 1. Dimensions of data quality, their definitions and categories  
(Wang & Strong, 1996)

Category Dimension Definition of the dimensions

Intrinsic accuracy The extent to which data is error-free, correct, and 
reliable�

objectivity The extent to which data are unbiased�

believability The extent to which the data is believable�

reputation The extent to which data are trusted or highly regarded in 
terms of their source�

 Integrating IoT, Artificial Intelligence, and Blockchain ... | Sabah et al.

351

technologies. Additionally, the study proposes new insights that will enhance 
practices and methodologies for future system development, focusing on 
autonomous networks, smart park management, and industry automation 
(Hammoud et al. 2020; Ruzbahani 2024; Sharma 2024; Kumar et al. 2024). 

 

4. Results 
The results of this research, comprising several sections, each addressing a 
specific aspect of the combination of IoT, AI, and Blockchain technologies, 
are presented with the aid of meaningful tables, quantitative metrics, and 
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making and blockchain for safeguarding data, the network runs more 
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reduced by 60%, ensuring a more fluid data exchange in high-traffic 
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Energy efficiency is a fundamental aspect of smart network sustainability. The 
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verification significantly reduces energy consumption. AI enhances system 
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secure, decentralized, and efficient transactions, minimizing unnecessary 
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network operation. This is especially important for large-scale IoT 
deployments, where energy conservation directly impacts operational 
feasibility. 
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Figure 2. Energy Efficiency in Large Scale IoT Systems with AI and Blockchain 

Integration 
 

The implementation of AI and Blockchain in smart networks has led to 
substantial energy savings across various applications. The highest energy 
savings are observed in smart city sensors, smart home devices, and smart 
agriculture sensors, each achieving a 50% reduction in energy consumption. 
This reduction is crucial for scaling up urban IoT solutions while maintaining 
sustainability. 

This suggests employing AI-Blockchain architectures in energy-hungry 
ecosystems of IoT. Future efforts have to be focused on real-world-scale 
deployment-and-testing on the usefulness of dynamic AI steering power 
management strategies through the paradigm switch of information and 
compute resource silos for telecommunications, smart grids, and industrial 
automation. Alternatively, engineering low-power mechanisms for blockchain 
consensus could improve sustainability while providing an additional measure 
of security and trust. 

Power savings demonstrated by the integration of 5G edge nodes and 
surveillance networks were at least in the range of 42-46%, which is 
paramount for reliable computational efficiency with lowered infrastructure 

costs in environments with high data demand. These findings point to the 
necessity of promoting AI-Blockchain frameworks in IoT ecosystems that 
demand high energy inputs. Future studies should also focus on scaling real-
world implementations looking at the effects of dynamic on AI-led power 
management strategies across industries including telecommunications, 
smart grids, and industrial automation. Also, deriving low-power blockchain 
consensus mechanisms might further sprinkle the touch of sustainability into 
all the above as it maintains the security and trust concerns revolving around 
network operations. 

 

4.3. Security and Data Integrity 
Robust security and protection of data integrity is one of the fundamental 
requirements of modern smart networks. Conventional systems tend to 
succumb to data breaches, illegal access, and fraudulent transactions. 
Transactions have become unchangeable by the insistence of blockchain 
technology; the data is correct and transparent. AI-powered security protocols 
further reduce the threats of cyber-attacks by detecting anomalies in real-time 
and dynamically modifying access controls. This hybrid approach reduces the 
risks associated with hacking, increases trust in data transactions, and boosts 
the entire security infrastructure. The subsequent table presents in complete 
detail a comparison and evaluation of the security improvements involved in 
the implementation of IoT-AI-Blockchain. 

 
Figure 3. Advancing Cybersecurity with Blockchain for Quantitative 

Assessment of Security Enhancement Metrics 
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information may not be current for the intended activity, or it may be accurate but 
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dimensions of data quality should be considered in this context�

Accordingly, one of the most well-known and cited frameworks in the field of 
data quality, Wang and Strong’s framework (1996), has been used as the basis 
for investigating the dimensions of data quality in the field of open banking� In this 
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The integration of Blockchain and AI into smart networks has quantitatively 
fortified security mechanisms across various domains. Such a dramatic 
improvement is seen with respect to hacking incidents and attempted data 
modifications, where critical success is reached by realizing 100% security 
enhancement, showcasing the effective use of decentralized ledger 
technology in the security of transaction processes. 

Transaction accuracy raised by 5.2%, which ensured almost perfect 
accuracy of data exchanges that are extremely necessary for financial 
transactions, e-governance, and healthcare records. The trust score raised 
from 6.5 to 9.8, thus indicating that user confidence in network security has 
reached a new height. The case of unauthorized access was reduced 
tremendously by 87.5%, which would reflect the added AI-driven real-time 
monitoring and authentication capabilities. 

Additionally, data breaches and modification are completely removed, 
which, again, show Blockchain as a means of securing one's system from 
attacks. The downtime due to security occurred at a reduction of 75%, 
indicating an even more stable and resilient network infrastructure. 

The rate of phishing and infection through malware has dropped by 76.7% 
and 70.5%, respectively, emphasizing the role played by AI-driven anomalous 
detection in reducing the amenities for cyber threats. The verification of 
Blockchain transactions improved by 50%, thereby providing optimum 
efficiency for real-time transactions with security secured. These findings 
underscore the necessity of deploying AI and Blockchain technologies in 
critical infrastructures such as banking, smart contracts, IoT-enabled cities, 
and medical data management. Future research should focus on real-world 
implementation at scale, developing more energy-efficient Blockchain 
consensus mechanisms and refining AI models for real-time threat detection 
and automated response systems. 

 
4.4. Scalability Assessment 
Scalability is a critical factor in modern network infrastructures, especially as 
the number of IoT-connected devices continues to grow exponentially. 
Traditional networks often face bottlenecks, reduced throughput, and 
increased latency when handling high traffic loads. By integrating IoT, AI, and 
Blockchain, network performance adapts dynamically, ensuring optimized 
resource allocation, enhanced load balancing, and improved data routing 

efficiency. The following table presents a detailed analysis of network 
scalability under increasing device connections. 
 

 
Figure 4. Scaling Network Performance with AI and Blockchain in Large Scale 

Device Connectivity 
 

The results highlight massive scalability improvements in IoT-AI-
Blockchain integrated networks. At lower connection loads (1,000 - 10,000 
devices), throughput increased by 37.5% to 88.9%, indicating efficient traffic 
management and better network adaptability. As the number of connected 
devices increases, traditional networks struggle with congestion, whereas AI-
Blockchain-enhanced networks maintain high performance by optimizing 
resource allocation dynamically. For larger-scale networks (50,000 - 500,000 
devices), throughput improvements range from 180% to 400%, 
demonstrating superior load balancing and congestion control mechanisms. 
At 1,000,000 connected devices, the traditional network collapses to just 3 
Mbps, while the integrated system sustains 20 Mbps, a 566.7% improvement, 
proving its capability to handle large-scale IoT environments. 

The integration of AI-driven predictive resource allocation, Blockchain-
enabled decentralized data routing, and IoT edge computing contributes to 
these enhancements by reducing congestion, optimizing bandwidth 
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The results highlight massive scalability improvements in IoT-AI-
Blockchain integrated networks. At lower connection loads (1,000 - 10,000 
devices), throughput increased by 37.5% to 88.9%, indicating efficient traffic 
management and better network adaptability. As the number of connected 
devices increases, traditional networks struggle with congestion, whereas AI-
Blockchain-enhanced networks maintain high performance by optimizing 
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dynamically, and offloading processing to edge nodes. Additionally, improved 
data compression and prioritization techniques ensure that critical 
applications receive the necessary bandwidth first. These findings suggest 
that AI and Blockchain integration will be essential for the future of smart 
cities, industrial automation, and hyper-connected environments. Future 
studies should focus on real-world trials in ultra-dense IoT networks, 
particularly in 5G and upcoming 6G infrastructures, to validate scalability 
under practical deployment scenarios. 

 
4.5. AI-Driven Predictive Efficiency 
The effectiveness of AI in predictive analytics was evaluated across multiple 
critical applications, demonstrating substantial improvements in decision-
making accuracy. AI-driven models enable faster, more precise predictions, 
optimizing operations in traffic management, power grids, healthcare, and 
agriculture. By integrating advanced machine learning algorithms and real-
time data processing, predictive accuracy is significantly enhanced, allowing 
for more reliable forecasting and automation. The following table presents a 
comparative analysis of traditional vs. AI-enhanced predictive efficiency 
across key domains. 

 
Figure 5. AI Driven Accuracy Enhancements in Industry Specific Use Cases 

The integration of AI-driven predictive analytics significantly improves 
forecasting accuracy across various sectors. The most substantial 
improvements were observed in environmental monitoring (37.9%), retail 
demand prediction (36.9%), and smart agriculture (32.3%), highlighting AI’s 
ability to process vast amounts of real-time data and extract meaningful 
patterns. The accuracy boost in cybersecurity threat detection (29.7%) and 
financial fraud detection (25.3%) demonstrates AI’s effectiveness in 
recognizing anomalies and preventing malicious activities. 

In traffic prediction and power grid management, accuracy increased by 
31.4% and 25.3%, respectively, enabling better congestion management and 
optimized energy distribution, both critical for smart city and industrial 
applications. Autonomous vehicle navigation improved by 24.4%, showcasing 
AI’s capability in enhancing real-time decision-making for self-driving 
systems. 

These findings suggest that AI-powered predictive models can 
revolutionize decision-making processes in multiple industries by enhancing 
efficiency, reducing costs, and minimizing risks. Future research should focus 
on scaling AI implementations in real-world scenarios, integrating edge 
computing for faster decision-making, and enhancing AI interpretability to 
improve trust in predictive analytics for healthcare, finance, and autonomous 
systems. 

 
4.6. Case Study Analysis 
To validate the impact of IoT, AI, and Blockchain integration, three real-world 
case studies were conducted, focusing on smart city networks, healthcare 
monitoring, and precision agriculture. These case studies were selected 
based on high data dependency, real-time processing requirements, and the 
need for security and optimization. The results highlight significant 
performance improvements in network congestion, data accuracy, security, 
resource efficiency, and system sustainability. The experiments were carried 
out in controlled environments, using real-time data simulations, sensor 
networks, and Blockchain transaction logs. 
 

Case Study 1: Smart City Network Optimization 
The first case study assessed the impact of IoT-AI-Blockchain integration on 
urban network performance. The simulation was conducted in a metropolitan 
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The effectiveness of AI in predictive analytics was evaluated across multiple 
critical applications, demonstrating substantial improvements in decision-
making accuracy. AI-driven models enable faster, more precise predictions, 
optimizing operations in traffic management, power grids, healthcare, and 
agriculture. By integrating advanced machine learning algorithms and real-
time data processing, predictive accuracy is significantly enhanced, allowing 
for more reliable forecasting and automation. The following table presents a 
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across key domains. 
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The integration of AI-driven predictive analytics significantly improves 
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demand prediction (36.9%), and smart agriculture (32.3%), highlighting AI’s 
ability to process vast amounts of real-time data and extract meaningful 
patterns. The accuracy boost in cybersecurity threat detection (29.7%) and 
financial fraud detection (25.3%) demonstrates AI’s effectiveness in 
recognizing anomalies and preventing malicious activities. 

In traffic prediction and power grid management, accuracy increased by 
31.4% and 25.3%, respectively, enabling better congestion management and 
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applications. Autonomous vehicle navigation improved by 24.4%, showcasing 
AI’s capability in enhancing real-time decision-making for self-driving 
systems. 

These findings suggest that AI-powered predictive models can 
revolutionize decision-making processes in multiple industries by enhancing 
efficiency, reducing costs, and minimizing risks. Future research should focus 
on scaling AI implementations in real-world scenarios, integrating edge 
computing for faster decision-making, and enhancing AI interpretability to 
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4.6. Case Study Analysis 
To validate the impact of IoT, AI, and Blockchain integration, three real-world 
case studies were conducted, focusing on smart city networks, healthcare 
monitoring, and precision agriculture. These case studies were selected 
based on high data dependency, real-time processing requirements, and the 
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performance improvements in network congestion, data accuracy, security, 
resource efficiency, and system sustainability. The experiments were carried 
out in controlled environments, using real-time data simulations, sensor 
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area with 5,000 IoT-enabled traffic sensors monitoring real-time congestion, 
traffic signal optimization, and emergency response management. AI-driven 
predictive analytics were used for dynamic traffic flow control, while 
Blockchain ensured secure and transparent data logging for urban planning. 
 

 
Figure 6. Smart City Network Optimization with AI and IoT Integration for 

Performance Improvements 
 

The results demonstrated a 56.7% reduction in congestion, 40% lower 
data latency, and 35.4% better resource utilization. AI-powered adaptive 
traffic light controls reduced wait times at intersections, and Blockchain-
enabled traffic management prevented fraudulent route data manipulations. 
The emergency response time improved by 50%, showcasing real-time 
decision-making capabilities. 

 
Case Study 2: AI-Blockchain Healthcare Monitoring 

This case study evaluated the impact of Blockchain-secured AI-driven patient 
monitoring in a smart hospital environment. The system integrated real-time 
patient health data from IoT medical devices, analyzed through AI models, 
and stored securely using Blockchain for integrity and transparency. The 
testbed consisted of 200 patient monitoring devices across ICU and general 
wards, tracking vital signs, medication adherence, and patient activity. 

 
Figure 7. Enhancing Digital Security and Healthcare Efficiency with AI and 

Blockchain Integration 
 

Blockchain ensured 100% immutable patient records, eliminating security 
breaches and improving data transparency. AI-based diagnosis improved 
accuracy by 20.5%, assisting medical professionals in making faster and 
more precise decisions. Medical errors decreased by 53.3%, preventing 
incorrect medication prescriptions. The study confirmed that secure, AI-
optimized patient data systems reduce risks and improve healthcare 
outcomes. 
 

Case Study 3: Smart Agriculture System 
This study analyzed the benefits of AI-Blockchain integration in precision 
agriculture. The experiment was conducted on a 500-hectare farmland, 
deploying IoT soil moisture sensors, AI-based yield forecasting models, and 
Blockchain-enabled crop tracking systems. The goal was to optimize water 
usage, improve crop yield, and ensure traceability in the agricultural supply 
chain. 
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1. Introduction

Due to the rapidly evolving information and digital technologies, the world is moving 
towards an open data economy (He, Huang, & Zhou, 2023)� Open data can be 
used as a tool to foster innovation and enhance financial services� Customer data 
sources in open banking can help fintech companies provide more innovative 
financial services and better facilities to customers (O’Leary et al�, 2021)� On the 
other hand, these data can also be used as a tool to increase customer trust and 
reduce fraud rates in the financial industry (Zachariadis, 2020)� Therefore, it is 
critical to maintain the accuracy, integrity, and privacy of this data� For the effective 
utilization of open data in open banking, solutions have been proposed to manage 
and uphold quality and privacy� Some of these solutions are (Sullivan, Miller, & 
Montes, 2021)�

�	The use of modern technologies to protect the customers’ privacy, such as 
information encryption and cloud servers;

�	Creating detailed and transparent policies for managing open data and 
protecting customer privacy;

�	Providing training to banking employees and fintech companies regarding 
customer privacy and open data management;

�	Creating effective systems for managing customer consent in open banking 
and maintaining privacy;

�	Creating effective systems to manage access to open data and control access 
to this data;

�	Creating effective systems to manage security risks and maintain the security 
of open data;

�	Creating effective systems for managing and maintaining the quality of open 
data and ensuring the accuracy and correctness of these data�
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Since data quality has various dimensions beyond accuracy and privacy, 
each dimension holds its own significance� This research takes a comprehensive 
approach by considering different aspects of data quality in the realm of open 
banking� In fact, the problem we aim to investigate and solve in this research is 
the neglect and lack of attention to the various aspects of data quality in the field 
of open banking� This oversight can lead to improper performance in providing 
services within this sector� In other words, the services provided in open banking 
may be acceptable in some aspects of data quality, but the lack of attention to 
other aspects of data quality makes the overall performance of the services 
unacceptable� For instance, a service may offer highly accurate data, but this 
information may not be current for the intended activity, or it may be accurate but 
lack acceptable consistency� Therefore, it is necessary to investigate the issue 
of data and its quality comprehensively in the field of open banking� Different 
dimensions of data quality should be considered in this context�

Accordingly, one of the most well-known and cited frameworks in the field of 
data quality, Wang and Strong’s framework (1996), has been used as the basis 
for investigating the dimensions of data quality in the field of open banking� In this 
framework, fifteen dimensions of data quality are defined across four categories� 
In Table 1, these fifteen dimensions are presented along with their definitions and 
corresponding categories�

Table 1. Dimensions of data quality, their definitions and categories  
(Wang & Strong, 1996)

Category Dimension Definition of the dimensions

Intrinsic accuracy The extent to which data is error-free, correct, and 
reliable�

objectivity The extent to which data are unbiased�

believability The extent to which the data is believable�

reputation The extent to which data are trusted or highly regarded in 
terms of their source�
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area with 5,000 IoT-enabled traffic sensors monitoring real-time congestion, 
traffic signal optimization, and emergency response management. AI-driven 
predictive analytics were used for dynamic traffic flow control, while 
Blockchain ensured secure and transparent data logging for urban planning. 
 

 
Figure 6. Smart City Network Optimization with AI and IoT Integration for 

Performance Improvements 
 

The results demonstrated a 56.7% reduction in congestion, 40% lower 
data latency, and 35.4% better resource utilization. AI-powered adaptive 
traffic light controls reduced wait times at intersections, and Blockchain-
enabled traffic management prevented fraudulent route data manipulations. 
The emergency response time improved by 50%, showcasing real-time 
decision-making capabilities. 

 
Case Study 2: AI-Blockchain Healthcare Monitoring 

This case study evaluated the impact of Blockchain-secured AI-driven patient 
monitoring in a smart hospital environment. The system integrated real-time 
patient health data from IoT medical devices, analyzed through AI models, 
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Figure 7. Enhancing Digital Security and Healthcare Efficiency with AI and 

Blockchain Integration 
 

Blockchain ensured 100% immutable patient records, eliminating security 
breaches and improving data transparency. AI-based diagnosis improved 
accuracy by 20.5%, assisting medical professionals in making faster and 
more precise decisions. Medical errors decreased by 53.3%, preventing 
incorrect medication prescriptions. The study confirmed that secure, AI-
optimized patient data systems reduce risks and improve healthcare 
outcomes. 
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agriculture. The experiment was conducted on a 500-hectare farmland, 
deploying IoT soil moisture sensors, AI-based yield forecasting models, and 
Blockchain-enabled crop tracking systems. The goal was to optimize water 
usage, improve crop yield, and ensure traceability in the agricultural supply 
chain. 
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Figure 8. Smart Agriculture and Sustainable Food Systems with IoT AI and 

Blockchain 
 

The AI-driven irrigation system optimized water usage by 36%, reducing 
waste and improving sustainability. The crop yield increased by 18% due to 
data-driven pest and fertilizer management, while Blockchain ensured supply 
chain transparency, tracking each stage of production and distribution. 
Pesticide use decreased by 25%, showcasing AI's ability to detect disease-
prone crops early. These findings suggest AI and Blockchain are crucial in 
sustainable and high-efficiency farming. 

The convergence of IoT, AI, and Blockchain with wireless smart networks 
is observed to produce measurable effects in multiple domains. The findings 
recorded a 45% increase in data throughputs, 50% energy reduction, and a 
mean 99.9% successful rate of completion of Blockchain. The 
aforementioned findings prove that AI and Blockchain technologies can boost 
security, scalability, and accuracy in decision-making in smart cities, 
healthcare, and agriculture sectors.  

The analysis shows that predictive analytics powered by AI are strongly 
attuned to efficient operations, and Blockchain provides data integrity and 
transparency. The successful deployment in traffic management, healthcare 
monitoring, and smart agriculture indicates that these technologies hold 
strong real-world applicability in diverse fields. 

However, further testing in large-scale, real-world environments is 

necessary to validate long-term sustainability and adaptation to evolving 
network demands. Future research should prioritize scaling AI models to 
accommodate broader datasets, developing lightweight Blockchain protocols 
to enhance energy efficiency, and improving AI explainability to foster trust in 
decision-making systems. This study advocates for continued investment in 
AI-Blockchain networks to construct smarter, more secure, and sustainable 
infrastructures. 

 
5. Discussion 
The integration of IoT, AI, and Blockchain technologies represents a 
significant advancement in the development of smart networks, as evidenced 
by the results of this research. The proposed framework achieves substantial 
improvements in network performance, security, and scalability, validating the 
hypothesis that the convergence of these technologies can address critical 
challenges in modern IoT ecosystems. This discussion situates the findings 
within a broader academic context, incorporating comparative analyses of 
similar studies and outlining limitations and recommendations for future 
research. 

The main results of this research support and expand upon several 
theoretical frameworks discussed in the literature. For instance, Alharbi et al. 
(2022) and Sharma et al. (2021) note the roles of Blockchain and AI in IoT 
security and sustainability, respectively (Alharbi, et al. 2022) (Sharma et al. 
2021). To address the critical shortcomings of traditional IoT networks, this 
proposed framework builds upon these theoretical knowledge bases. 
Furthermore, the results validate predictions by Dhar Dwivedi et al. (2024) 
and Trivedi et al. (2023), demonstrating the effectiveness of AI and 
Blockchain-based networks in optimizing performance and scalability (Dhar 
Dwivedi et al. 2024) (Trivedi et al. 2023). The framework aligns with the 
principles of federated learning, as emphasized by Javed et al. (2022), 
through decentralized data processing, thereby enhancing privacy in IoT 
networks (Javed et al. 2022). 

The results of the proposed framework surpass those of previous models 
concerning metrics such as throughput, latency, and energy efficiency. For 
example, an IoT-Blockchain platform was developed to ensure data integrity, 
but the specific issue of scalability was not addressed (Hang and Kim, 2019). 
While the application of Blockchain in conjunction with IoT security is 
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discussed by Abu-tarboush et al. (2024), the lack of a comprehensive AI 
component limits optimization capabilities for network performance (Abu-
tarboush et al. 2024). 

In contrast, the proposed framework achieves a 32% improvement in 
throughput and a 52% reduction in latency compared to baseline models, as 
shown in Table 1. These results are consistent with the findings of Alghamedy 
et al. (2024), which emphasize the importance of integrating Blockchain and 
AI for future 6G networks (Alghamedy et al. 2024). 

However, the framework also shares some limitations with previous 
studies. For instance, Hammoud et al. (2020) identified challenges in 
vehicular edge computing, such as high computational overhead and 
interoperability issues, which are also observed in this research (Hammoud 
et al. 2020). Similarly, Ruzbahani (2024) highlighted the need for explainable 
AI in IoT environments, a limitation that is partially addressed in this study but 
requires further refinement (Ruzbahani, 2024). 

Despite the progress made, the proposed framework has notable 
shortcomings. As highlighted by ThamaraiSelvi et al. (2024), the scalability of 
the Blockchain component diminishes with increased transaction volumes 
(ThamaraiSelvi et al. 2024). AI models exhibit higher false negative rates in 
critical areas such as healthcare monitoring, indicating a pressing need for 
improved datasets and algorithms to enhance their performance. Additionally, 
achieving interoperability with legacy systems poses ongoing challenges, as 
discussed by Aruna et al. (2023). 

Future research should aim to address these deficiencies by investigating 
advanced consensus mechanisms such as Proof-of-Stake (PoS) and 
Directed Acyclic Graphs (DAGs) to enhance Blockchain scalability. 
Furthermore, incorporating explainable AI (XAI) techniques, as 
recommended by Kumar et al. (2024), could significantly improve the 
transparency and reliability of AI models within IoT networks. Establishing 
standardized protocols for interoperability, as outlined by Sharma (2024), will 
support the broader adoption of this framework across varied IoT 
ecosystems. 

The results of this study bear considerable practical significance for 
sectors including smart cities, healthcare, and agriculture. For instance, this 
framework could be implemented in smart energy grids to optimize power 
distribution and reduce costs, as demonstrated through case study 

evaluations. Similarly, it can enhance patient monitoring systems within 
healthcare by ensuring data integrity while enabling real-time analytics. These 
applications align with sustainable development objectives detailed by 
Sharma et al. (2021) and contribute positively to the advancement of smart 
technologies. 

 
6. Conclusion 
The convergence of IoT, AI, and Blockchain technologies offers a fresh and 
transformative approach to network optimization from efficiency, security, and 
scalability standpoints. These technologies address fundamental challenges 
associated with innovative technology through real-time data processing 
systems, including intelligent decision-making and decentralized trust 
mechanisms. The results clearly demonstrate that an integrated framework 
enhances the overall performance of the system by improving data delivery, 
reducing latency, optimizing energy consumption, and strengthening 
cybersecurity. These advancements give rise to resilient and flexible smart 
networks that support various complex digital ecosystems, paving the way for 
their evolution. 

One of the most crucial contributions of this integration is the provision of 
predictive analytics through AI for dynamic network utilization, enabling the 
network to adapt to demand without performance degradation. This capability 
can help with congestion management by reducing congestion, optimizing 
resource allocation, and improving service reliability through the processing 
of vast amounts of real-time data. Blockchain acts as a decentralized shared 
ledger, thereby ensuring network security by maintaining data integrity and 
preventing unauthorized access. This is particularly important in 
environments where trust and transparency are paramount, such as 
healthcare, finance, and industrial automation. Additionally, significant 
efficiency gains in energy consumption mean that AI-driven optimizations 
bring us closer to sustainable network management, reducing operational 
costs and lessening environmental impacts. 

The study also reveals the potential for smart networks to scale efficiently 
while maintaining high performance in high-device-density environments. 
Scalability to low latency and high throughputs during steady increases in 
network loads is becoming increasingly significant with the growing adoption 
of IoT. AI and Blockchain confer the ability for smooth scalability by ensuring 
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discussed by Abu-tarboush et al. (2024), the lack of a comprehensive AI 
component limits optimization capabilities for network performance (Abu-
tarboush et al. 2024). 

In contrast, the proposed framework achieves a 32% improvement in 
throughput and a 52% reduction in latency compared to baseline models, as 
shown in Table 1. These results are consistent with the findings of Alghamedy 
et al. (2024), which emphasize the importance of integrating Blockchain and 
AI for future 6G networks (Alghamedy et al. 2024). 

However, the framework also shares some limitations with previous 
studies. For instance, Hammoud et al. (2020) identified challenges in 
vehicular edge computing, such as high computational overhead and 
interoperability issues, which are also observed in this research (Hammoud 
et al. 2020). Similarly, Ruzbahani (2024) highlighted the need for explainable 
AI in IoT environments, a limitation that is partially addressed in this study but 
requires further refinement (Ruzbahani, 2024). 

Despite the progress made, the proposed framework has notable 
shortcomings. As highlighted by ThamaraiSelvi et al. (2024), the scalability of 
the Blockchain component diminishes with increased transaction volumes 
(ThamaraiSelvi et al. 2024). AI models exhibit higher false negative rates in 
critical areas such as healthcare monitoring, indicating a pressing need for 
improved datasets and algorithms to enhance their performance. Additionally, 
achieving interoperability with legacy systems poses ongoing challenges, as 
discussed by Aruna et al. (2023). 

Future research should aim to address these deficiencies by investigating 
advanced consensus mechanisms such as Proof-of-Stake (PoS) and 
Directed Acyclic Graphs (DAGs) to enhance Blockchain scalability. 
Furthermore, incorporating explainable AI (XAI) techniques, as 
recommended by Kumar et al. (2024), could significantly improve the 
transparency and reliability of AI models within IoT networks. Establishing 
standardized protocols for interoperability, as outlined by Sharma (2024), will 
support the broader adoption of this framework across varied IoT 
ecosystems. 

The results of this study bear considerable practical significance for 
sectors including smart cities, healthcare, and agriculture. For instance, this 
framework could be implemented in smart energy grids to optimize power 
distribution and reduce costs, as demonstrated through case study 

evaluations. Similarly, it can enhance patient monitoring systems within 
healthcare by ensuring data integrity while enabling real-time analytics. These 
applications align with sustainable development objectives detailed by 
Sharma et al. (2021) and contribute positively to the advancement of smart 
technologies. 

 
6. Conclusion 
The convergence of IoT, AI, and Blockchain technologies offers a fresh and 
transformative approach to network optimization from efficiency, security, and 
scalability standpoints. These technologies address fundamental challenges 
associated with innovative technology through real-time data processing 
systems, including intelligent decision-making and decentralized trust 
mechanisms. The results clearly demonstrate that an integrated framework 
enhances the overall performance of the system by improving data delivery, 
reducing latency, optimizing energy consumption, and strengthening 
cybersecurity. These advancements give rise to resilient and flexible smart 
networks that support various complex digital ecosystems, paving the way for 
their evolution. 

One of the most crucial contributions of this integration is the provision of 
predictive analytics through AI for dynamic network utilization, enabling the 
network to adapt to demand without performance degradation. This capability 
can help with congestion management by reducing congestion, optimizing 
resource allocation, and improving service reliability through the processing 
of vast amounts of real-time data. Blockchain acts as a decentralized shared 
ledger, thereby ensuring network security by maintaining data integrity and 
preventing unauthorized access. This is particularly important in 
environments where trust and transparency are paramount, such as 
healthcare, finance, and industrial automation. Additionally, significant 
efficiency gains in energy consumption mean that AI-driven optimizations 
bring us closer to sustainable network management, reducing operational 
costs and lessening environmental impacts. 

The study also reveals the potential for smart networks to scale efficiently 
while maintaining high performance in high-device-density environments. 
Scalability to low latency and high throughputs during steady increases in 
network loads is becoming increasingly significant with the growing adoption 
of IoT. AI and Blockchain confer the ability for smooth scalability by ensuring 
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1. Introduction

Due to the rapidly evolving information and digital technologies, the world is moving 
towards an open data economy (He, Huang, & Zhou, 2023)� Open data can be 
used as a tool to foster innovation and enhance financial services� Customer data 
sources in open banking can help fintech companies provide more innovative 
financial services and better facilities to customers (O’Leary et al�, 2021)� On the 
other hand, these data can also be used as a tool to increase customer trust and 
reduce fraud rates in the financial industry (Zachariadis, 2020)� Therefore, it is 
critical to maintain the accuracy, integrity, and privacy of this data� For the effective 
utilization of open data in open banking, solutions have been proposed to manage 
and uphold quality and privacy� Some of these solutions are (Sullivan, Miller, & 
Montes, 2021)�

�	The use of modern technologies to protect the customers’ privacy, such as 
information encryption and cloud servers;

�	Creating detailed and transparent policies for managing open data and 
protecting customer privacy;

�	Providing training to banking employees and fintech companies regarding 
customer privacy and open data management;

�	Creating effective systems for managing customer consent in open banking 
and maintaining privacy;

�	Creating effective systems to manage access to open data and control access 
to this data;

�	Creating effective systems to manage security risks and maintain the security 
of open data;

�	Creating effective systems for managing and maintaining the quality of open 
data and ensuring the accuracy and correctness of these data�
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Since data quality has various dimensions beyond accuracy and privacy, 
each dimension holds its own significance� This research takes a comprehensive 
approach by considering different aspects of data quality in the realm of open 
banking� In fact, the problem we aim to investigate and solve in this research is 
the neglect and lack of attention to the various aspects of data quality in the field 
of open banking� This oversight can lead to improper performance in providing 
services within this sector� In other words, the services provided in open banking 
may be acceptable in some aspects of data quality, but the lack of attention to 
other aspects of data quality makes the overall performance of the services 
unacceptable� For instance, a service may offer highly accurate data, but this 
information may not be current for the intended activity, or it may be accurate but 
lack acceptable consistency� Therefore, it is necessary to investigate the issue 
of data and its quality comprehensively in the field of open banking� Different 
dimensions of data quality should be considered in this context�

Accordingly, one of the most well-known and cited frameworks in the field of 
data quality, Wang and Strong’s framework (1996), has been used as the basis 
for investigating the dimensions of data quality in the field of open banking� In this 
framework, fifteen dimensions of data quality are defined across four categories� 
In Table 1, these fifteen dimensions are presented along with their definitions and 
corresponding categories�

Table 1. Dimensions of data quality, their definitions and categories  
(Wang & Strong, 1996)

Category Dimension Definition of the dimensions

Intrinsic accuracy The extent to which data is error-free, correct, and 
reliable�

objectivity The extent to which data are unbiased�

believability The extent to which the data is believable�

reputation The extent to which data are trusted or highly regarded in 
terms of their source�
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scalable security and reliability. These enhancements create possibilities for 
the extensive deployment of smart networks in urban infrastructure, industrial 
automation, and autonomous systems, setting the stage for the smart 
environments of the future. 

Despite the impressive results, scaling up and deploying these 
technologies in the real world presents challenges. Current unresolved issues 
include interoperability between different IoT devices, the computational 
burden of Blockchain implementations, and the continuous improvement of 
AI models, which require further investigation. Research in this direction must 
focus on the continued development of lightweight Blockchain protocols, 
refinement of AI models for real-time adaptability, and standardization of IoT 
interoperability. 

Future work should aim to implement real-world pilots that demonstrate 
large-scale utility, allowing sustained and equitable functioning over time. 
Interdisciplinary collaboration between academia, industry, and policymakers 
will be integral to advancing the adoption of these technologies. Regulatory 
frameworks, ethical considerations, and industry standards must evolve 
alongside technology to guide responsible implementation. By supporting 
innovation through the alignment of research with application, the full potential 
of IoT, AI, and Blockchain can be realized, enabling the development of 
smarter, safer, and more sustainable digital ecosystems. 
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Due to the rapidly evolving information and digital technologies, the world is moving 
towards an open data economy (He, Huang, & Zhou, 2023)� Open data can be 
used as a tool to foster innovation and enhance financial services� Customer data 
sources in open banking can help fintech companies provide more innovative 
financial services and better facilities to customers (O’Leary et al�, 2021)� On the 
other hand, these data can also be used as a tool to increase customer trust and 
reduce fraud rates in the financial industry (Zachariadis, 2020)� Therefore, it is 
critical to maintain the accuracy, integrity, and privacy of this data� For the effective 
utilization of open data in open banking, solutions have been proposed to manage 
and uphold quality and privacy� Some of these solutions are (Sullivan, Miller, & 
Montes, 2021)�

�	The use of modern technologies to protect the customers’ privacy, such as 
information encryption and cloud servers;

�	Creating detailed and transparent policies for managing open data and 
protecting customer privacy;

�	Providing training to banking employees and fintech companies regarding 
customer privacy and open data management;

�	Creating effective systems for managing customer consent in open banking 
and maintaining privacy;

�	Creating effective systems to manage access to open data and control access 
to this data;

�	Creating effective systems to manage security risks and maintain the security 
of open data;

�	Creating effective systems for managing and maintaining the quality of open 
data and ensuring the accuracy and correctness of these data�
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Since data quality has various dimensions beyond accuracy and privacy, 
each dimension holds its own significance� This research takes a comprehensive 
approach by considering different aspects of data quality in the realm of open 
banking� In fact, the problem we aim to investigate and solve in this research is 
the neglect and lack of attention to the various aspects of data quality in the field 
of open banking� This oversight can lead to improper performance in providing 
services within this sector� In other words, the services provided in open banking 
may be acceptable in some aspects of data quality, but the lack of attention to 
other aspects of data quality makes the overall performance of the services 
unacceptable� For instance, a service may offer highly accurate data, but this 
information may not be current for the intended activity, or it may be accurate but 
lack acceptable consistency� Therefore, it is necessary to investigate the issue 
of data and its quality comprehensively in the field of open banking� Different 
dimensions of data quality should be considered in this context�

Accordingly, one of the most well-known and cited frameworks in the field of 
data quality, Wang and Strong’s framework (1996), has been used as the basis 
for investigating the dimensions of data quality in the field of open banking� In this 
framework, fifteen dimensions of data quality are defined across four categories� 
In Table 1, these fifteen dimensions are presented along with their definitions and 
corresponding categories�

Table 1. Dimensions of data quality, their definitions and categories  
(Wang & Strong, 1996)

Category Dimension Definition of the dimensions

Intrinsic accuracy The extent to which data is error-free, correct, and 
reliable�

objectivity The extent to which data are unbiased�

believability The extent to which the data is believable�

reputation The extent to which data are trusted or highly regarded in 
terms of their source�
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scalable security and reliability. These enhancements create possibilities for 
the extensive deployment of smart networks in urban infrastructure, industrial 
automation, and autonomous systems, setting the stage for the smart 
environments of the future. 

Despite the impressive results, scaling up and deploying these 
technologies in the real world presents challenges. Current unresolved issues 
include interoperability between different IoT devices, the computational 
burden of Blockchain implementations, and the continuous improvement of 
AI models, which require further investigation. Research in this direction must 
focus on the continued development of lightweight Blockchain protocols, 
refinement of AI models for real-time adaptability, and standardization of IoT 
interoperability. 

Future work should aim to implement real-world pilots that demonstrate 
large-scale utility, allowing sustained and equitable functioning over time. 
Interdisciplinary collaboration between academia, industry, and policymakers 
will be integral to advancing the adoption of these technologies. Regulatory 
frameworks, ethical considerations, and industry standards must evolve 
alongside technology to guide responsible implementation. By supporting 
innovation through the alignment of research with application, the full potential 
of IoT, AI, and Blockchain can be realized, enabling the development of 
smarter, safer, and more sustainable digital ecosystems. 
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when evaluating the quality of their data to enhance the provision of superior 
services�
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1. Introduction

Due to the rapidly evolving information and digital technologies, the world is moving 
towards an open data economy (He, Huang, & Zhou, 2023)� Open data can be 
used as a tool to foster innovation and enhance financial services� Customer data 
sources in open banking can help fintech companies provide more innovative 
financial services and better facilities to customers (O’Leary et al�, 2021)� On the 
other hand, these data can also be used as a tool to increase customer trust and 
reduce fraud rates in the financial industry (Zachariadis, 2020)� Therefore, it is 
critical to maintain the accuracy, integrity, and privacy of this data� For the effective 
utilization of open data in open banking, solutions have been proposed to manage 
and uphold quality and privacy� Some of these solutions are (Sullivan, Miller, & 
Montes, 2021)�

�	The use of modern technologies to protect the customers’ privacy, such as 
information encryption and cloud servers;

�	Creating detailed and transparent policies for managing open data and 
protecting customer privacy;

�	Providing training to banking employees and fintech companies regarding 
customer privacy and open data management;

�	Creating effective systems for managing customer consent in open banking 
and maintaining privacy;

�	Creating effective systems to manage access to open data and control access 
to this data;

�	Creating effective systems to manage security risks and maintain the security 
of open data;

�	Creating effective systems for managing and maintaining the quality of open 
data and ensuring the accuracy and correctness of these data�
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Since data quality has various dimensions beyond accuracy and privacy, 
each dimension holds its own significance� This research takes a comprehensive 
approach by considering different aspects of data quality in the realm of open 
banking� In fact, the problem we aim to investigate and solve in this research is 
the neglect and lack of attention to the various aspects of data quality in the field 
of open banking� This oversight can lead to improper performance in providing 
services within this sector� In other words, the services provided in open banking 
may be acceptable in some aspects of data quality, but the lack of attention to 
other aspects of data quality makes the overall performance of the services 
unacceptable� For instance, a service may offer highly accurate data, but this 
information may not be current for the intended activity, or it may be accurate but 
lack acceptable consistency� Therefore, it is necessary to investigate the issue 
of data and its quality comprehensively in the field of open banking� Different 
dimensions of data quality should be considered in this context�

Accordingly, one of the most well-known and cited frameworks in the field of 
data quality, Wang and Strong’s framework (1996), has been used as the basis 
for investigating the dimensions of data quality in the field of open banking� In this 
framework, fifteen dimensions of data quality are defined across four categories� 
In Table 1, these fifteen dimensions are presented along with their definitions and 
corresponding categories�

Table 1. Dimensions of data quality, their definitions and categories  
(Wang & Strong, 1996)

Category Dimension Definition of the dimensions

Intrinsic accuracy The extent to which data is error-free, correct, and 
reliable�

objectivity The extent to which data are unbiased�

believability The extent to which the data is believable�

reputation The extent to which data are trusted or highly regarded in 
terms of their source�
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