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Abstract: Data is considered the most crucial element in open 
banking processes and services� Therefore, it is necessary to pay 
attention to various aspects of the quality of this data in order to 
provide appropriate and expected services to customers� In this 
research, various dimensions representing different aspects of 
data quality were investigated in the field of open banking� This 
research has been conducted in two main steps: The Delphi 
method and the pairwise comparisons method� In the first step, 
various dimensions of data quality in open banking were extracted 
based on the Delphi method� In the next step, the importance of 
each of these dimensions was assessed relative to each other 
using the pairwise comparisons method, and the most crucial 
dimensions were determined� Based on the results obtained 
from these two methods, the significance of eleven dimensions 
of data quality in this field was determined� The best overall 
weighted averages were related to dimensions such as accuracy, 
accessibility, relevancy, timeliness, consistency, security, 
interpretability, reputation, believability, ease of understanding, 
and value-added, respectively� Banks and fintech companies 
offering open banking services can consider these dimensions
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Abstract 
Background: The cloud-native architectures have 
reinvented the original strategies of the companies’ IT 
infrastructure approach and became popular due to the 
concepts of modularity, scalability, and resilience. These 
architectures respond to the shortcomings of the monolithic 
architectures to meet the new business challenges and 
workloads, including embracing innovation technologies like 
Artificial Intelligence and big data processing solutions. 
Objective: This study was designed with the objective of 
assessing the performance and business viability of cloud-
native systems, based on critical indicators such as 
availability, resilience to failure, resource use, and 
compatibility with innovative technologies. The objective was 
to define the barriers and possibilities for improving cloud 
native architectures in various enterprises. 
Methods: A cross-sectional research, consideration, 
experiment test and case study and performance analysis. 
Response time, CPU and memory consumption and  
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when evaluating the quality of their data to enhance the provision of superior 
services�

Keywords: Open banking, Data quality, Delphi method, Pairwise Comparisons

1. Introduction

Due to the rapidly evolving information and digital technologies, the world is moving 
towards an open data economy (He, Huang, & Zhou, 2023)� Open data can be 
used as a tool to foster innovation and enhance financial services� Customer data 
sources in open banking can help fintech companies provide more innovative 
financial services and better facilities to customers (O’Leary et al�, 2021)� On the 
other hand, these data can also be used as a tool to increase customer trust and 
reduce fraud rates in the financial industry (Zachariadis, 2020)� Therefore, it is 
critical to maintain the accuracy, integrity, and privacy of this data� For the effective 
utilization of open data in open banking, solutions have been proposed to manage 
and uphold quality and privacy� Some of these solutions are (Sullivan, Miller, & 
Montes, 2021)�

�	The use of modern technologies to protect the customers’ privacy, such as 
information encryption and cloud servers;

�	Creating detailed and transparent policies for managing open data and 
protecting customer privacy;

�	Providing training to banking employees and fintech companies regarding 
customer privacy and open data management;

�	Creating effective systems for managing customer consent in open banking 
and maintaining privacy;

�	Creating effective systems to manage access to open data and control access 
to this data;

�	Creating effective systems to manage security risks and maintain the security 
of open data;

�	Creating effective systems for managing and maintaining the quality of open 
data and ensuring the accuracy and correctness of these data�
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Since data quality has various dimensions beyond accuracy and privacy, 
each dimension holds its own significance� This research takes a comprehensive 
approach by considering different aspects of data quality in the realm of open 
banking� In fact, the problem we aim to investigate and solve in this research is 
the neglect and lack of attention to the various aspects of data quality in the field 
of open banking� This oversight can lead to improper performance in providing 
services within this sector� In other words, the services provided in open banking 
may be acceptable in some aspects of data quality, but the lack of attention to 
other aspects of data quality makes the overall performance of the services 
unacceptable� For instance, a service may offer highly accurate data, but this 
information may not be current for the intended activity, or it may be accurate but 
lack acceptable consistency� Therefore, it is necessary to investigate the issue 
of data and its quality comprehensively in the field of open banking� Different 
dimensions of data quality should be considered in this context�

Accordingly, one of the most well-known and cited frameworks in the field of 
data quality, Wang and Strong’s framework (1996), has been used as the basis 
for investigating the dimensions of data quality in the field of open banking� In this 
framework, fifteen dimensions of data quality are defined across four categories� 
In Table 1, these fifteen dimensions are presented along with their definitions and 
corresponding categories�

Table 1. Dimensions of data quality, their definitions and categories  
(Wang & Strong, 1996)

Category Dimension Definition of the dimensions

Intrinsic accuracy The extent to which data is error-free, correct, and 
reliable�

objectivity The extent to which data are unbiased�

believability The extent to which the data is believable�

reputation The extent to which data are trusted or highly regarded in 
terms of their source�
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recovery time were compared across the range of throughput from 1000 to 12000 
requests per second. To enhance the interpretational framework, key usage scenarios 
in the three sectors of healthcare, retail and finance were collected and compared with 
the results. 
Results: Cloud-native systems proved to provide high availability rates (> 99.9%), 
resource scalability, and component resource efficiency. With the use of AI in 
combination with big data analytics, improvement in performance was realized. But 
some of the problems that were seen include vendor lock, integration issues, and 
fluctuating peak load issues. 
Conclusion: All identified improvements signify the potential of cloud-native 
architectures for improving enterprise IT functioning. It is thus possible to continue 
perfecting the identified challenges to enhance their effectiveness, optimal for the 
current dynamic digital environment. 
 
Keywords: cloud-native, enterprise IT, scalability, microservices, containers, 
serverless, operational efficiency, business agility, digital transformation, IT 
operations. 
 
1. Introduction 
Cloud-native architectures reflect architectural shifts in operating models and 
are viewed as a revolution in enterprise operating models. These 
architectures have brought new changes and transformation from the 
centralized monolithic system to a more progressive microservices system. 
Monolithic systems, in which all elements of an application depend on each 
other, are contrasted with cloud-native architectures, which divide 
applications into many smaller, relatively autonomous services, each of which 
can be implemented independently. This has been due to the forces of ever-
shortening cycle times, improved customer satisfaction, and improved 
business process effectiveness in the digital world today (Sebrechts et al. 
2022). 

Microservices, containers, and serverless are all examples of cloud-native 
technologies that form the core of this new paradigm of enterprise IT. 
Containers, especially, paved the way for changing application deployment 
by allowing for platform consistency, improving portability, and clarifying 
dependencies. Docker and Kubernetes have become popular technologies to 
manage containers based on the experience and practices of organizations 
using containers at scale to their benefit, avoiding inefficiencies in 
infrastructure consumption (Ramasamy et al. 2023). The same could be said 

for serverless computing, where enterprises can simply deploy code without 
worrying about infrastructure overheads, further simplifying the process and 
cutting costs. With Platform as a Service (PaaS), organizations can quickly 
develop, test, and deploy applications, bringing more innovation and 
shortening the time to market for new products (Hassan, Barakat, and Sarhan 
2021). 

Cloud-native architecture is the foundation for most DevOps and CI/CD 
strategies and practices by design. These methodologies focus on 
automation, the integration of development and operation teams, and 
continuous monitoring of applications. When DevOps is aligned with cloud-
native strategies, companies can begin the process of automating all the main 
aspects of their software development life cycle, including code integration, 
testing, and application releases. This not only decreases the number of 
mistakes and increases the quality of software, but also offers an increased 
ability to respond to changes in the market or user needs  (Chen and Suo 
2022). 

Besides flexibility, cloud-native architectures provide operational 
capability. The spread of services across several clouds can increase 
availability and tolerance to faults to some extent. The manner in which 
services are implemented allows some services to remain operational even 
when another fails, thus experiencing minimal business interference. For 
enterprises experiencing fluctuating workloads, this is ideal since resources 
are horizontally scalable with respect to the exact amount of demand received 
(Malhotra et al. 2023). 

In addition, cloud-native applications take advantage of automation in 
handling operational functionalities. Cloud provisioning tools like Terraform, 
AWS CloudFormation, and AWS SAM let organizations easily provision 
needed services and scale resources up and down as necessary. This 
removes the usual scenarios of manually configuring and deploying traditional 
structures, which always take a lot of time and are likely to contain human-
made errors. Also, cloud-native applications incorporate failure-resistance 
features, including auto-sizing and self-repairing, so that the system can 
easily adjust to changes in the load or inabilities of the components without 
the need for human intervention (Solomon and Crawford 2021). 

Moreover, since competitive organizations aim to achieve a competitive 
advantage, cloud-native architectures are increasingly becoming the enabler 
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of digital change. The standard structures of the IT environment, where 
systems have a close, highly integrated architecture and a strong linking of 
components, are being gradually replaced by modular, cloud-based 
structures that integrate perfectly into a cloud environment. These 
architectures also help organizations solve IT inefficiencies and allow 
businesses to introduce new solutions and updates far more quickly. 
However, the change to cloud-native architecture has a few considerations. 
For example, enterprises will deal with integration issues since applications 
may have to interface with both on-premises software applications and cloud-
native applications. Additionally, there are issues such as vendor lock-in, 
because many of the tools and services of cloud-native applications are tied 
to specific cloud providers, leading to higher long-term costs to switch (Zhang 
et al. 2022). 

The very architectures of cloud-native applications also create a robust 
bedrock for adopting emerging technologies like AI and big data. AI 
applications fit well in the cloud since they involve numerous computations 
that can be distributed to numerous nodes of a cloud environment. Similarly, 
cloud-native architectures help enterprises manage and analyze big data in 
near real time to drive critical decisions and innovations at the firm. Thus, the 
development of cloud-native solutions is essential to many industries, 
including healthcare, finance, AI, machine learning, and big data processing 
(Babar et al. 2023). 

Cloud-native architectures are a necessity for any company willing to 
transform their IT and keep up with the pace needed for the present and 
upcoming digital environment. That is why the practical application of cloud-
native technologies can really help organizations improve the reliability of 
operations, optimize resource consumption, and speed up innovation. 
However, to take full advantage of PaaS, one has to address several issues 
linked to the integration of large systems, risks associated with vendor 
dependency, and the uncertainty of distributed services. Over time, as cloud-
native technologies are further developed, they will occupy crucial positions 
in enterprise IT transformation, helping organizations leverage digital 
transformation. 

 
1.1. The Aim of the Article 
The principal objective of this article is to discuss the radical changes in the 

structure of enterprise IT operations caused by cloud-native architectures and 
to present a detailed analysis of how these frameworks are currently 
reconfiguring conventional business models. As cloud technologies rapidly 
develop and digital transformation trends continue, companies are 
increasingly focusing on updating their IT environments. This article aims to 
provide information on how microservices, containers, and serverless 
technologies have been adopted to optimize business processes and 
performance. 

Another research aim is to seek evidence on how businesses in various 
industries could benefit from cloud-native applications. This article will discuss 
the various advantages and disadvantages of transitioning from monolithic 
systems to cloud-native systems, and how these challenges, such as vendor 
lock-in, complex system composition, and service distribution, can be 
mitigated. It will use case studies to provide details and guidance on the 
tangible benefits that enterprises can gain in terms of agility, cost, and 
performance through the use of cloud-native solutions. 

Additionally, the article will explain how well cloud-native architecture can 
continue to accommodate emerging technologies such as AI, machine 
learning, and big data analytics. The article, exclusively devoted to 
highlighting the strengths of these technologies from a business outcomes 
perspective, will expand the current discussion on how the IT environment 
and cloud-native architectures will influence companies' growth in the future. 
The ultimate goal is to present state-of-the-art coverage on how enterprises 
can effectively manage and operationalize cloud-native architectures to 
sustain competitiveness in the contemporary digital economy. 

 
1.2. Problem Statement 
The increasing adoption of cloud-native architecture by organizations has 
brought significant challenges as companies transition from legacy IT 
environments to cloud-native computing. A primary challenge is the transition 
from monolithic, non-cloud-native designs to distributed, microservices-based 
systems characteristic of cloud environments. These systems were 
historically ill-suited for change, and frequent upgrades often necessitate 
extensive redesign, leading to complex and expensive changes for 
businesses. 

Another significant challenge is the dependence on specific cloud service 
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provider solutions, which may pose problems in terms of long-term agility and 
flexibility. Organizations tend to avoid developing strong, long-term 
relationships with a single provider to maintain freedom in adapting to market 
changes or technological innovations. Managing cloud-native ecosystems, 
with their multiple microservices, containers, and integrated third parties, 
exacerbates this issue. Therefore, enterprises must establish effective best 
practices to support integration and avoid disruptions in operations. 

Moreover, enterprises adopting cloud-native architectures encounter 
problems related to distributed systems control. On one hand, cloud-native 
technologies enable organizations to improve isolation and scalability. On the 
other hand, they complicate service coordination, diagnosis, and protection. 
There is a need for more sophisticated means of managing IT applications 
and superior technical staff capable of maintaining optimal performance and 
availability in distributed computing environments. Consequently, migration to 
cloud-native architectures becomes a challenging process for enterprises 
lacking sufficient experience and resources. 

 
2. Literature Review 
Microservices, containerization, and serverless computing are among the 
new models of cloud-native architecture that have revolutionized enterprise 
IT systems. These architectures address the shortcomings of conventional 
single-tier architectures by providing flexibility, extensibility, and robustness. 
However, several limitations in current research suggest the need for further 
investigation into specific issues. 

One primary research area in contemporary studies is the enhancement 
of cloud-native ecosystems. Iyer and Roychowdhury (2023) disclosed an IoT-
based system for smart city edge cloud computing, showcasing significant 
enhancements in deployment and data computation (Iyer and Roychowdhury 
2023). However, the issue of incorporating traditional systems with the cloud-
native model remains an overlooked topic, highlighting the need to 
understand transitional approaches for enterprises (Babar et al. 2023).  Li et 
al. (2022) also pointed out several benefits of serverless computing, such as 
reduced operational overhead (Li et al. 2022). However, their study did not 
empirically assess performance under different workloads, a crucial aspect 
for dynamic enterprise conditions. 

In cloud-native systems, reliability and maintainability have become focal 

points. Rehman et al. (2022) examined different approaches for repairing 
faults in cloud models, providing insights into service restoration during 
failures (Rehman, Aguiar, and Barraca 2022). However, the practical 
application of these mechanisms in multi-cloud or hybrid environments 
presents issues that require further study. Other works, such as a chaos 
engineering platform proposed by Camacho et al. (2022), aimed to improve 
the resiliency of hybrid-cloud systems but lacked clear discussion on real-
world application cases and cost factors (Camacho et al. 2022). 

The transition from classic application architectures to cloud-native ones 
poses many challenges. Bharadwaj and Premananda (2022) discussed this 
transition, emphasizing that cloud-native frameworks can be modular 
(Bharadwaj and Premananda 2022). However, their work did not capture the 
organizational and skill-based hurdles enterprises face during this process. 
Another significant problem, vendor lock-in, was discussed by Zhang et 
al.(2021) concerning microservice ranking in the cloud-native context (Zhang 
et al. 2021). However, the study did not adequately address measures to 
manage lock-in risks, such as using open-source tools. 

Recent practices, including DevOps and automation, have been 
instrumental in realizing cloud-native architecture. Throner et al. (2021) 
presented an enhanced DevOps setting for microservices, illustrating 
improved deployment performance  (Throner et al. 2021). However, the study 
did not provide detailed information about integrating modern technologies 
such as AI into DevOps environments. Similarly, Jordanov (2023) focused on 
domain-driven design of cloud-native services but did not consider 
performance constraints in high-demand applications (Jordanov 2023). 

AI and big data analysis fit well with cloud-native structures due to their 
progressive nature. Carlo et al. (2022) explained their monitoring of 
continuous integration and deployment in AI applications, highlighting 
performance (Carlo et al. 2022). However, their study did not propose 
approaches for optimizing resource distribution between AI tasks and other 
organizational activities. Wang et al. (2023) proposed speculative dynamic 
resource management for cloud-native BSP applications, reporting scalability 
improvements with the NGP system (Wang et al. 2023). However, they did 
not analyze the results of using different websites simultaneously, a 
significant disadvantage in extensive enterprise cases. 

To address these gaps, several solutions have been proposed in the 
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literature. More sophisticated auto-scaling mechanisms described by Anselmi 
(2024) can effectively control distributed services; however, integration with 
existing structures still needs improvement  (Anselmi 2024a). Shahid et al. 
(2021) pointed out the lack of methods suited for real-time cloud-native 
contexts and the need for adaptive algorithms while discussing current 
methods of achieving fault tolerance (Shahid et al. 2021). 

Cloud-native architectures represent a revolutionary and active approach 
to architectural setup, yet considerable problems remain. Subsequent studies 
should focus on incorporating preexisting systems, managing potential risks 
associated with proprietary solutions, and implementing solutions to 
overcome potential service failures. Additionally, developing new auto-scaling 
and resource management algorithms better suited for AI and hybrid-cloud 
infrastructure within cloud-native frameworks will be necessary. 

 
3. Methodology 
The approach followed for this research was implemented rigorously with the 
aim of analysing the revolutionization of enterprise IT by cloud-native 
architectures. Introducing elements of empirical research, theory, and 
interpretive paradigms, the study was intended to examine the extent and 
robustness of cloud-native systems. It also covered critical issues like fault, 
vendor lock in and integration with existing system. To ensure robustness of 
this methodology, findings from the relevant literature were incorporated into 
this study. 
 

3.1. System Architecture Design 
The architecture applied in this work is more realistic by reflecting an 
enterprise IT structure with microservices, containers, and serverless 
computing. Kubernetes was used for orchestration, docker for 
containerization and AWS Lamda for serverless computing. The system's 
primary components included four microservices: authorization, data 
processing, automated reporting, and viewing users. These were run across 
several clusters in order to mimic a distributed system architecture 
(Ramasamy et al. 2023). 

High availability control method for a container-based application as 
described in the work of Ramasamy et al. (Ramasamy et al. 2023) to create 
a fault-tolerant design. This will make sure of a proper and efficient recovery 

and system stability in case of the failure. The ability of the system to scale 
horizontally was enriched by dynamic load distribution algorithms, based on 
the investigations of Anselmi on asynchronous auto-scaling (Anselmi 2024b). 
Auto-Scaling Equation: 
To achieve efficient scaling, an advanced auto-scaling formula was applied: 

Instances Required (N) = ⌈ Current Load (L)
Threshold Load (T) ×

f(Resource Utilization Factor (R)) × ϕ(Load Variation (V))⌉                                                                 
(1) 

Where L is the current number of incoming requests per second; T is the 
maximum sustainable load per instance; R adjusts based on CPU and 
memory utilization; V accounts for real-time load variations, modeled as a 
stochastic factor. The introduction of the ϕ(V) component ensured dynamic 
adaptation to sudden spikes or declines in workload. 

 
3.2. Data Collection and Analysis 
Data were collected from two primary sources: real-time system monitoring 
and qualitative feedback. Tools such as Prometheus and Grafana provided 
metrics, including response time (tr), CPU utilization (Ucpu ), memory usage 
(Mmem ), throughput (λ), and fault recovery time (Trecovery) (Carlo et al. 2022). 
A dataset comprising 1,000,000 requests was analyzed to evaluate system 
performance across various load scenarios. 
Response Time Analysis: 

tr = ∑ (ti,request_received−ti,response_sent)N
i=1

N                                        (2) 

For a dataset of N = 100,000  requests with a total processing delay of 
18,000,000, the average response time was calculated as tr = 180 ms. 

 
3.3. Qualitative Data Collection 
The qualitative component of this study was crucial in providing insights into 
the benefits and challenges associated with transitioning to cloud-native 
solutions. Face-to-face semi-structured interviews were conducted with 50 IT 
professionals from the finance, healthcare, and retail subsectors. These 
interviews addressed issues such as legacy systems integration, vendor lock-
in, and fault tolerance, highlighting diverse priorities within sectors, including 
compliance in finance and scalability for large healthcare datasets (Solomon 
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and Crawford 2021; Zhang et al. 2022). 
Furthermore, an analysis of 25 industry reports on the global usage of 

cloud-native solutions revealed practical experiences related to 
organizational efficiency and cost implications  (Chen and Suo 2022). 
Supporting this, 30 use cases demonstrated applications, such as reducing 
e-commerce operational costs by 30 percent with serverless computing and 
utilizing containerized microservices to efficiently integrate telemedicine into 
healthcare (Bharadwaj and Premananda 2022). 

These qualitative findings complemented the quantitative data, allowing 
the study to offer a comprehensive understanding of cloud-native 
architectures within real-world enterprise settings. 

 

3.4. Experimental Setup 
These were conducted with pre-set parameters to assess its performance in 
emulating dynamic enterprise environments. With the help of JMeter, load 
was gradually raised from 1000 to 10000 request per second, that realistically 
emulates operational load (Anselmi 2024b; Wang et al. 2023). Conversely, 
performance under failure conditions was tested, or rather, purposely failed 
by stopping microservices. 
Fault Recovery Formula: 
Trecovery = Treinitialize + Treroute + ∆Treplica_synchronization                            (3) 
Where +∆Treplica_synchronization accounts for delays in updating state 

across distributed replicas. 
 

3.5. Performance Evaluation 
The performance benchmarking of the cloud-native system was the next step 
and was important in selling the real-world benefits and constraints of the 
configuration. To evaluate the other aspects of scalability, availability, and 
resource utilization several other factors were summed up to include (Qasim 
and Jawad 2024). These metrics provided findings concerning how optimally 
the system could perform under different conditions, including the maximum 
working load and the special test load. 
Availability 
Availability is a measure of the percentage time a system remains operational 
and online, this is a key consideration in most IT organizations within 
enterprises. The availability equation is given by: 

A(%) = (1 − Tdowntime
Ttotal

) × 100                                           (4) 

Where Tdowntime represents the total downtime experienced by the 
system; Ttotal  denotes the total observed operational period. 

This equation also defines the dependence of continuity of service on 
different variations in operational aspects that relates to the reliability of the 
cloud-native infrastructure. Another feature is high availability for supporting 
those workloads which cannot lose availability due to schedule, business or 
strategic importance of tasks and subtasks. 
Scalability 
Scalability measures how the system’s throughput will fare under increased 
workloads without compromising the efficiency of the system. For this 
research, scalability was deemed to be in a time dependent differential 
equation: 

S(t) =
dλ(t)
dt + α ∙ (λactual(t)λmax

)                                          (5) 

where λmax is the theoretical maximum throughput, the system can 
sustain; λactual is the observed throughput under varying loads; λ(t) is the 
throughput function over time, and α is a proportionality constant reflecting 
the system's responsiveness to load changes. 

This puts into account both immediate scalability and accumulated effects, 
allowing more accurate assessment of the system behavior during gradual 
limit achievement under varying pressure rates. 
Advanced Resource Utilization 
Resource utilization was assessed through a multi-variable integral equation 
that considers CPU and memory usage over time, weighted by an efficiency 
factor: 

Er =
∫ [Ucpu(t)
tn
t0 ∙Mmem(t)∙β(t)]dt

∫ Rallocated
tn
t0 (t)dt

                                          (6) 

Where Ucpu(t) and Mmem(t) represent CPU and memory utilization as 
time-dependent functions; β(t)] is a dynamic efficiency factor incorporating 
historical and real-time performance; Rallocated refers to the total resources 
allocated over time. 

This equation guarantees effective examination of the efficiency of the 
resource utilization, scrap minimization, and the highest possible levels of 
resource leverage that is adoptable to constantly fluctuating cloud-native 
environments and applications that are optimized for cost-efficiency. 
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3.6. Validation 
The simulation theories and experimental results were finally reviewed for 
their adherence with these reference standards. Appropriate reference points 
of previous work explained by Li et al. and Malhotra et al. helped check the 
efficiency and high-availability serverless frameworks as well as make sure 
the conclusion corresponds to the contemporary works (Malhotra et al. 2023; 
Li et al. 2022). This validation process increased the reliability of the study, 
and further established the broader applicability of its results in various cloud-
native contexts. 

With these advanced equations and metrics, this paper presents a highly 
detailed and systemic analysis on the performance dynamics in cloud-native 
architectural environment, responding to essential issues and initiating further 
development directions. 

 

3.7. System Integration 
The last stage was the linking of the microservices architecture into a CI/CD 
pipeline practice. Jenkins was employed as the CI/CD solution where it 
helped in the management of the assembling and the running of the 
microservices. Bare containers were generated from the sources and then 
adopted to the Helm charts for Kubernetes clusters. The actual integration 
test was done to check how all the microservices behave interdependently; 
for the detection of any abnormalities during actual usage, monitoring was 
employed after the services have been deployed. For this purpose, the 
software known as the ELK stack (Elasticsearch, Logstash, Kibana) was used 
to scan logs for signs of errors or performance problems. It has been proved 
that using CI/CD approach can decrease deployment times from a few hours 
to 30 minutes without compromising the systems stability and efficiency 
(Throner et al. 2021). 
 
4. Results 
The results of this research are organized into logical subsections that 
describe the essential characteristics of cloud-native architecture 
performance. Web applications must be available at all times and capable of 
scaling up to meet demand. These details are summarized as facts and 
conclusions, culminating in rigorous statistical modeling of the results relative 
to benchmarks obtained from experimental data. 

4.1. Availability Analysis and Metrics 
Availability in cloud-native architecture performance pertains to the system's 
ability to continue its activities despite failed components or external shocks. 
This study assessed availability metrics across various microservices, 
focusing on real-world conditions. Key metrics, such as auto-scaling, fault 
tolerance mechanisms, and distributed architectures, were critical in 
maintaining high availability levels. The measured availability exceeded 
99.9%, aligning with best practice median values for applications with high 
mission criticality. These metrics provide evidence of the architecture's 
reliability in supporting enterprise IT operations while minimizing operational 
risks and system downtimes. Consequently, the total operational time of each 
microservice will be 10,000 minutes. 
 

 
Figure 1. Availability Metrics by Microservice and Use Case 

 

As shown in Figure 1 the performance of microservices under the various 
operation was understood in certain paradigms. The best results were 
attained by the Reporting microservice having an availability of 99.97%, 
mainly due to the low level of workload during its processing and the high 
reliability of the used API gateways. On the other hand, Payment Gateway 
marked the lowest availability (99.91%) because it can be heavily impacted 
by traffic loads and challenged by intricacies of transactions. Crash test result 
was revealed for the Data Processing microservice, following which the 
containers took 15 seconds to restore indicating the need to incorporate 
better container orchestration approaches. 

The Analytics Engine exhibited work stoppage to a moderate extent, due 
to data synchronizing problems, which are typical with high traffic 
environments. However, it can handle a maximum load of 4500 request per 
second, which proves that it is scalable. The Authentication and User 
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Management Services provided good uptimes and nearly ideal availabilities 
as demonstrated by results under Node Failures and when Database Latency 
was introduced. 

These results imply that fault-tolerance techniques should be applied 
differently at the level of individual microservices. For instance, Load 
Balancing for Data Processing and Payment Gateway services may be more 
optimized by implementing more sophisticated load balance algorithms 
during periods of congestive traffic. Other updates can also be incorporated 
to reduce recovery time for other critical services such as Analytics Engine 
and Authentication even further; predictive failure mechanisms including AI 
based anomaly detection. These optimizations make sure the such systems 
are always exceeding the availability level expected in enterprise it and 
supports operational multipartite in different cloud configurations. 

 
4.2. Scalability and Performance Dynamics Under Dynamic Workloads 
Another important attribute of cloud native systems is the flexibility of 
scalability that ensures that a cloud native system can cater for fluctuating 
workloads without slowing down. Scalability testing in this study mimicked 
1000 to 12000 requests per second to determine how the system handle the 
request rate, response time, CPU consumption and auto scaling ratio. The 
test results depicted marked stability only up to 8000 requests for a second 
while the response time grew slightly slower thereafter. Auto-scaling helped 
in adjusting requirements more dynamically to cover the need and avoid 
critical loss of performance. 

 
Figure 2. Scalability Metrics by Load and Resource Utilization 

 
The system demonstrated the ability to scale effectively to peaks of 5,000 

requests per second, consistently maintaining response times below 200 
milliseconds. When handling up to 8,000 requests per second, response 
times remained within expected ranges, decreasing from 280 milliseconds to 
160 milliseconds as the load increased to 12,000 requests per second. This 
performance degradation illustrates the current capability of resource 
allocation mechanisms under extreme conditions. 

Resource utilization and allocation were satisfactorily managed through 
auto-scaling, ensuring that scaled instances consistently matched the 
workload. Memory usage trends showed an increase, reaching 1,200 MB 
under maximum load conditions. CPU activity rose to 90% by the end of the 
test, nearly reaching the limit, while processing 12,000 requests per second. 
The efficiency of load balancing was maintained above 89%, ensuring a fair 
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distribution of traffic between instances. 
These results indicate the need to fine-tune the auto-scaling algorithms for 

workloads exceeding 10,000 requests per second. Incorporating predictive 
scaling measures based on workload patterns could enhance scale-out 
protocols and prevent latency under high loads. Furthermore, improving load 
balancing measures to achieve efficiency above 95% in all four cases would 
enhance system stability. Integrating containerized microservices with 
advanced Microservices Resource Management tools can also dynamically 
control resources such as memory and CPU, thereby achieving sustainable 
scalability for enterprise applications. 

 
4.3. Resource Utilization Efficiency Across Microservices 
Resource utilisation is another aspect to assess the effectiveness of the 
cloud-native systems, measuring the utilisation and environment of a system 
on computational power depending on the load processing. To do this, this 
study aimed at assessing the usage of CPU and memory from the different 
microservices in order to get a picture of the areas within the application that 
required optimization. The findings provided evidence of effective service 
distribution during the year with the most utilization experienced during 
periods of work pressure. The data processing microservice also showed 
relatively higher resource usage at every stage of computation indicating its 
computational resource demand and areas that can be optimized. 
 

 
Figure 3. Resource Utilization Metrics Across Microservices 

 

The findings note that the degree of resource allocation appears fairly 
equitable across most of the microservices, with CPU utilization varying from 

40% for Reporting to 65% for Payment Gateway. While, the Data Processing 
microservice showed an acceptable CPU occupancy of about 60% in 
average, the memory occupied reached 900 MB at its peak and 85% CPU 
usage during the computationally heavy operations. Likewise, the Payment 
Gateway service had the highest total of both the peak CPU and memory 
usage as an indicator of the service’s work within transaction peaks. 

Among these microservices, the Reporting microservice achieved the 
highest level of resource efficiency, 90%, because this microservice had 
lighter operations. The User Management and Analytics Engine 
microservices were fairly maintaining a standard resource utilization 
throughout the experiment where the resource usage was changing 
according to the workload. 

 
4.4. Fault Tolerance and Recovery Dynamics in Cloud-Native Systems 
Fault tolerance is a defining feature of cloud-native architectures, enabling 
systems to maintain operational integrity despite disruptions. This study 
evaluated fault tolerance by deliberately shutting down microservices and 
measuring recovery times and performance impacts. The results highlighted 
the effectiveness of failover mechanisms, with rapid recovery times and 
minimal disruption to overall system performance. These findings validate the 
architecture’s ability to ensure business continuity under failure conditions, a 
critical requirement for enterprise IT environments. 
 

 
Figure 4. Fault Tolerance Metrics Across Microservices 
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distribution of traffic between instances. 
These results indicate the need to fine-tune the auto-scaling algorithms for 

workloads exceeding 10,000 requests per second. Incorporating predictive 
scaling measures based on workload patterns could enhance scale-out 
protocols and prevent latency under high loads. Furthermore, improving load 
balancing measures to achieve efficiency above 95% in all four cases would 
enhance system stability. Integrating containerized microservices with 
advanced Microservices Resource Management tools can also dynamically 
control resources such as memory and CPU, thereby achieving sustainable 
scalability for enterprise applications. 

 
4.3. Resource Utilization Efficiency Across Microservices 
Resource utilisation is another aspect to assess the effectiveness of the 
cloud-native systems, measuring the utilisation and environment of a system 
on computational power depending on the load processing. To do this, this 
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microservices in order to get a picture of the areas within the application that 
required optimization. The findings provided evidence of effective service 
distribution during the year with the most utilization experienced during 
periods of work pressure. The data processing microservice also showed 
relatively higher resource usage at every stage of computation indicating its 
computational resource demand and areas that can be optimized. 
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systems to maintain operational integrity despite disruptions. This study 
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The metrics show how fast-witted the system is in avoiding a failure in 
some of the microservices. Among the presented microservices, the 
Reporting microservice showed the highest performance increase – taking 5 
seconds to recover and had almost no effect on system processes. However, 
the Payment Gateway had the longest response time of 20 Sec for recovery 
while it has a moderate effect on the recovery time because it plays a huge 
role in processing transactions and received the highest load of 6000 
requests/ second during failure. 

The Data Processing microservice experience the similar pattern of 
recovery, which took 15 second and incurred 1.0 percent downtime. However, 
due to these delays, effective traffic rerouting meant that over 95% of the 
requests would be redirected to other instances. While providing fault 
tolerance, the Authentication and User Management microservices have only 
a small contribution to downtime impact; 0.5% for Authentication and 0.3% for 
User Management with recovery times relatively insignificant of critical 
thresholds. 

 
4.5. Impact of Optimization on System Metrics 
Auto-scaling and load balancing optimization strategies’ efficacy was 
evaluated by analyzing before and after implementation system statistics. 
Coping with tactics, strategic and impact with the results that were shown a 
sharp improvement in response time, resource usage and system availability. 
These outcomes confirm the importance of the optimization step in increasing 
the usefulness, feasibility, and robustness of cloud-native systems. 
 

 
Figure 5. Performance Metrics Comparison Before and After Optimization 

The KPIs show considerable changes after the usage of other optimization 
elements that include auto-scaling and load balancing. Response time 
reduced by 28.6% from 350 ms to 250 ms showing the system’s effectiveness 
in auto resource allocation in the system during the load time. To render the 
overburdening of system resources useless, the CPU utilization reduced by 
17.6%, for memory usage it reduced by 12.5% especially for resource 
intensive microservices such as data processing. 

The system throughput was enhanced to 7,900 requests/second from 
6,500 since before the optimization; thus, it also gained a 21.5% boost. During 
failure scenarios, recovery time was improved to half the previous time, from 
what used to be 20 seconds to the current 10 seconds as evidenced in fails-
over. Further credibility of the system was provided by small yet significant 
availability increments from 99.85% to 99.95%. These results exemplify how 
optimization plays an existential function for successfully designing mass-
producible, cost-effective, and reliable cloud-native architectures for the 
enterprise IT. 

 

4.6. Integration with Emerging Technologies 
These implementations have demonstrated how cloud-native architectures 
with adoption of AI and big data can improve, computational capacity, 
elasticity and data management. These integration events were measured in 
a systematic way so as to assess their performance impact on the parameters 
such as latency, throughput and resources consumption. The results also 
highlight the general applicability and suitability of cloud-native systems in 
enabling high demand applications in different domains. 
 

 
Figure 6. Detailed AI Integration Performance Metrics 
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Figure 6. Detailed AI Integration Performance Metrics 
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Consequently, the case shows that cloud native systems are capable of 
handling AI workloads efficiently. Predictive maintenance applications 
depicted the best performance in terms of latency at 120 ms and throughput 
at 300 tasks/s with limited resource usage and minimal overhead. Real object 
detection had reasonable levels of latency around 150ms while dealing with 
250 task/s as could be suitable for dynamic and real environments. Natural 
language processing took longer at 180ms with higher resource consumption 
confirming the computations performed but was effective within acceptable 
performance range. Scalability scale results were over 90% thus affirming the 
framework capability to handle increased AI computation loads. 

 

 
Figure 7. Detailed Big Data Analytics Performance Metrics 

 

The use of big data with cloud-native frameworks was possible to support 
the processing of big datasets. Evaluation of small datasets (10 GB) 
consumed 30 seconds only with a throughput of 0.33 GB/s and small CPU 
and memory utilization. When the dataset size was at 50 GB and 100 GB, the 
elapsed time was proportional and the throughput did not pare down, which 
proved the adaptability of the architecture to cover petabyte-scale data. 
Memory and CPU usage increase to 1,500 MB and 80%, respectively, for the 
largest dataset, and disk I/O usage was at 75%, which is a sign of 
optimization. These results support the system’s capability for real time 
analysis and processing of large datasets. 

The results point to strong advances in the integration of other next-

generation technologies enhancing the applications of cloud-native 
architectures with high performing AI and big data services. For AI workloads, 
other optimization methods like dynamic scaling strategies also improved 
latency and throughput or GPU optimized instances could also be 
incorporated. For big data processing, proposed disk I/O optimization and 
large data set: improved in-memory processing techniques may yield big 
performance benefits. These strategies maintain the efficiency of the system, 
scalability, and overall adaptability to the new workloads characteristic of the 
peculiarities of current and future IT in enterprises. 

 
4.7. Practical Applications of Cloud-Native Systems 
Different industries have been considered to understand possible actual uses 
of cloud-native systems, their advantages, and drawbacks. These examples 
give a pragmatic view of how cloud-native architectures help in creating 
change and especially in the usual foundational pillars, namely operations, 
scalability and innovation. Concurrently, the case studies bring out issues that 
organisations face; these include among others: migration issues arising from 
a new and different legacy, high costs of integration and vendor lock-in. 
 

Table 1. Comprehensive Case Study Findings Across Industries 

Industry Use Case Key Benefits 
Challenges 
Identified 

ROI (Return 
on 

Investment) 
(%) 

Deployment 
Time 

(Months) 

Healthcare 
Telemedicine 

integration 

Improved 
scalability and 
patient data 

management 

High initial 
integration 

costs 
150 18 

Retail 

Dynamic 
pricing and 

order 
processing 

30% reduction 
in operational 

costs 

Complex 
legacy 
system 

migration 

180 12 

Finance 
Real-time 

fraud detection 

Enhanced 
security and 
compliance 

Vendor lock-
in risks 

140 14 

Manufacturing 
Predictive 

maintenance 

Reduced 
downtime by 

40% 

High costs of 
IoT sensor 
integration 

130 16 

Education 
Virtual learning 

platforms 

Scalability to 
support 50% 
more users 

Data privacy 
concerns 

120 10 
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Empirical evidence from various industries demonstrates that cloud-native 
architectures induce significant changes across key performance indicators. 
In the healthcare domain, telemedicine integration has improved patient data 
management and scalability, despite the notable drawback of high initial 
costs. The retail sector experienced a considerable improvement in 
operational costs, approximately 30%, through dynamic pricing and order 
processing, although the transition involved complex legacy system 
migrations. In the finance sector, real-time fraud detection enhanced business 
security and compliance, albeit at the cost of increased vendor lock-ins. 

The industrial sector employed predictive maintenance to reduce 
downtimes by 40%, with the integration of IoT sensors posing the primary 
challenge. The education sector adopted virtual learning and development, 
expanding to accommodate fifty percent more users while addressing data 
privacy issues. These examples illustrate the transformative capabilities of 
cloud-native technology across industries, highlighting how vendors mitigated 
lock-in effects and how organizations managed legacy system migrations for 
improved outcomes. 

 

4.8. Limitations and Areas for Improvement 
While the presented advantages of cloud-native architectures were shown in 
the given paper, several limitations are worth noting, which can be further 
improved in the future. Vendor lock-in was a major concern, which is the fact 
that many of the solutions proposed were highly dependent on certain cloud 
providers which could make the task of cornering the market much easier by 
simply offering better solutions for the specific cloud providers. To address 
this challenge, organizations need to utilize multiple cloud solutions, and 
open-source software which may limit the need to rely on specific vendors. It 
also identified integration challenges and the most crucial of which is the 
migration of traditional applications to cloud-native architectures. This 
process was certain to use lots of time, money and more importantly the right 
resources, therefore the need to appreciate migration tools and phase them 
when adopting. Stress test results reported variations in performance during 
extreme peak load situations resulting in minor latencies resulting to response 
time. Fine-tuning auto-scaling policies and integrating usage of predictive 
algorithms can also improve the efficiency of the system under high load 
conditions to remain highly productive in the changeable conditions. 
 

5. Discussion 
The results of this study support the assertion that cloud-native application 
architectures are highly effective in improving the future landscape of 
enterprise IT in terms of scalability, availability, resource usage, and fault 
tolerance. These findings are consistent with previous work but also offer new 
insights regarding cloud-native systems and their integration with modern 
technologies. 

Given that scalability was a major focus of this study, the work of 
Ramasamy et al. (2023) concentrated on extending high-availability control 
to containerized applications (Ramasamy et al. 2023). Both prior efforts 
acknowledge the use of auto-scaling in distributed clusters. This research 
also adds a deeper understanding of peak CPU and memory usage in 
stressed scenarios. Similarly, the findings on fault tolerance affirm earlier 
studies by Rehman et al. (2022), which identified effective recovery strategies 
in cloud environments. This research introduces new knowledge about the 
total recovery time of various microservices (Rehman, Aguiar, and Barraca 
2022). 

The integration of AI with big data analytics aligns with Babar et al.'s 
reasoning that edge-cloud frameworks enhance efficiency due to their ability 
to manage large datasets (Babar et al. 2023). This work, however, provides 
a more profound understanding of latency and throughput enhancements in 
AI applications, including predictive maintenance and real-time object 
detection (Babar et al., 2023). Additionally, the outcomes partly support Li et 
al.'s findings related to serverless computing scalability, offering practical 
insights into enhancements for high-traffic applications (Li et al. 2022). 

The limitations identified in this study parallel those observed in previous 
research. For instance, vendor lock-in risks highlighted by Zhang et al. (2022) 
in the context of cloud-native adoption are echoed here, with a proposed 
multiple cloud approach to provide more freedom and minimize reliance 
(Zhang et al. 2022). Implementation issues critical to integrating distributed 
real-time air traffic management systems, as noted by Solomon and 
Crawford, were also apparent and emphasize the importance of robust 
migration tools (Solomon and Crawford 2021). 

Nevertheless, several advantages presented in this article must be 
balanced against identified limitations. Vendor lock-in has become a 
significant issue, limiting the responsiveness of organizations dependent on 
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Montes, 2021)�

�	The use of modern technologies to protect the customers’ privacy, such as 
information encryption and cloud servers;
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�	Providing training to banking employees and fintech companies regarding 
customer privacy and open data management;

�	Creating effective systems for managing customer consent in open banking 
and maintaining privacy;

�	Creating effective systems to manage access to open data and control access 
to this data;
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of open data;
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Since data quality has various dimensions beyond accuracy and privacy, 
each dimension holds its own significance� This research takes a comprehensive 
approach by considering different aspects of data quality in the realm of open 
banking� In fact, the problem we aim to investigate and solve in this research is 
the neglect and lack of attention to the various aspects of data quality in the field 
of open banking� This oversight can lead to improper performance in providing 
services within this sector� In other words, the services provided in open banking 
may be acceptable in some aspects of data quality, but the lack of attention to 
other aspects of data quality makes the overall performance of the services 
unacceptable� For instance, a service may offer highly accurate data, but this 
information may not be current for the intended activity, or it may be accurate but 
lack acceptable consistency� Therefore, it is necessary to investigate the issue 
of data and its quality comprehensively in the field of open banking� Different 
dimensions of data quality should be considered in this context�

Accordingly, one of the most well-known and cited frameworks in the field of 
data quality, Wang and Strong’s framework (1996), has been used as the basis 
for investigating the dimensions of data quality in the field of open banking� In this 
framework, fifteen dimensions of data quality are defined across four categories� 
In Table 1, these fifteen dimensions are presented along with their definitions and 
corresponding categories�

Table 1. Dimensions of data quality, their definitions and categories  
(Wang & Strong, 1996)

Category Dimension Definition of the dimensions

Intrinsic accuracy The extent to which data is error-free, correct, and 
reliable�

objectivity The extent to which data are unbiased�

believability The extent to which the data is believable�

reputation The extent to which data are trusted or highly regarded in 
terms of their source�
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specific proprietary cloud environments (Qasim et al., 2024). Zhang et al. and 
Wang et al. have suggested the use of open standards and hybrid cloud 
models to mitigate this risk (Zhang et al. 2022; Wang et al. 2023). Further 
studies could explore the effect of applying open-source orchestration tools 
to reduce lock-in influence while enhancing performance outcomes. 

Integration complexity remains a significant challenge, particularly when 
migrating from centralized to distributed infrastructures. According to Chen 
and Suo (2022), DevOps frameworks play a vital role in this transition, but 
achieving these outcomes requires considerable and ongoing commitments 
to building skills and resources (Chen and Suo 2022). These results reinforce 
the necessity of phased adoption approaches and sound migration methods 
(Wang et al. 2023). 

It is also noted that performance stability varies during peak hours. While 
the auto-scaling of the cloud complex was successfully demonstrated, minor 
latency fluctuations were observed under heavy loads, consistent with 
findings by Inagaki et al. concerning bottlenecks in microservice architecture 
(Inagaki et al. 2022; Buttar et al. 2023). Additional load balancing and 
predictive scaling could improve stability during high loads. 

The findings of this study affirm the centrality of cloud-native architecture 
for contemporary enterprise IT transformation (Salih et al. 2024). The 
application of intelligent technologies like AI and big data can lead to 
unmatched levels of scalability, robustness, and productivity. These results 
align with metrics set by Renen and Leis, highlighting potential improvements 
in analytics offered by cloud-native applications (Renen and Leis 2023; Jawad 
et al. 2024). 

This article also builds on previous discussions by offering prospective 
strategies for practitioners. For instance, the optimal use of containerized 
microservices, with an emphasis on resource utilization, makes system 
scaling and fault tolerance a reality. Shahid et al. (2021) proposed integrating 
sophisticated monitoring services to enhance resource utilization and 
guarantee high availability for all types of workloads (Shahid et al. 2021). 

The article reaffirms that cloud-native architectures are suitable for 
addressing significant enterprise IT challenges. These results support and 
extend prior research, and the perceived limitations suggest continued 
investigation is warranted. Breaking vendor lock-in, simplifying integration, 
and achieving high throughput under stress are key factors that will ensure 

the growing adoption of cloud-native systems. Future work should focus on 
these areas and explore how new trends and technologies will complement 
these architectures, making them even more responsive and scalable. 

 
6. Conclusion 
The article examines how cloud-native architectures are revolutionizing 
enterprise IT, emphasizing scalability, availability, resource utilization, fault 
tolerance, and the integration of new technologies. Both qualitative and 
quantitative results highlight the critical role of cloud-native systems in 
advancing IT platforms to meet evolving and agile requirements and ensuring 
resource availability. 

The principles of cloud-native architectures demonstrate high scalability, 
enabling significant control over varying workloads while maintaining 
satisfactory performance. This scalability is attributed to the modular and 
distributed design, which minimizes expected downtime even during system 
breakdowns. Additionally, these architectures synchronize with modern 
technologies such as AI and big data, supporting innovation and expanding 
processing capabilities across various industries. These features make cloud-
native systems essential for organizations transitioning from monolithic 
systems to flexible microservices environments in IT. 

However, this study identifies several disadvantages associated with the 
adoption of cloud-native services. Chandrasekaran highlights integration 
challenges, particularly during the migration of existing systems, which is 
often costly in terms of time, effort, and skills. Furthermore, the issue of 
vendor lock-in affects organizational flexibility and underscores the 
importance of openness and multi-cloud approaches. Overcoming these 
challenges requires facilitating the adoption and use of more cloud-native 
architectures. 

The study also identifies areas for improvement, specifically in handling 
heavy loads during peak periods. Enhanced resource allocation strategies, 
supported by predictive models, can enable organizations to be more 
responsive and stable in demanding environments. Moreover, emerging 
trends such as edge computing and IoT can be optimized through cloud-
native architectural designs, increasing their effectiveness in distributed 
systems. 

To address adoption challenges, organizations should implement cloud-
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specific proprietary cloud environments (Qasim et al., 2024). Zhang et al. and 
Wang et al. have suggested the use of open standards and hybrid cloud 
models to mitigate this risk (Zhang et al. 2022; Wang et al. 2023). Further 
studies could explore the effect of applying open-source orchestration tools 
to reduce lock-in influence while enhancing performance outcomes. 

Integration complexity remains a significant challenge, particularly when 
migrating from centralized to distributed infrastructures. According to Chen 
and Suo (2022), DevOps frameworks play a vital role in this transition, but 
achieving these outcomes requires considerable and ongoing commitments 
to building skills and resources (Chen and Suo 2022). These results reinforce 
the necessity of phased adoption approaches and sound migration methods 
(Wang et al. 2023). 

It is also noted that performance stability varies during peak hours. While 
the auto-scaling of the cloud complex was successfully demonstrated, minor 
latency fluctuations were observed under heavy loads, consistent with 
findings by Inagaki et al. concerning bottlenecks in microservice architecture 
(Inagaki et al. 2022; Buttar et al. 2023). Additional load balancing and 
predictive scaling could improve stability during high loads. 

The findings of this study affirm the centrality of cloud-native architecture 
for contemporary enterprise IT transformation (Salih et al. 2024). The 
application of intelligent technologies like AI and big data can lead to 
unmatched levels of scalability, robustness, and productivity. These results 
align with metrics set by Renen and Leis, highlighting potential improvements 
in analytics offered by cloud-native applications (Renen and Leis 2023; Jawad 
et al. 2024). 

This article also builds on previous discussions by offering prospective 
strategies for practitioners. For instance, the optimal use of containerized 
microservices, with an emphasis on resource utilization, makes system 
scaling and fault tolerance a reality. Shahid et al. (2021) proposed integrating 
sophisticated monitoring services to enhance resource utilization and 
guarantee high availability for all types of workloads (Shahid et al. 2021). 

The article reaffirms that cloud-native architectures are suitable for 
addressing significant enterprise IT challenges. These results support and 
extend prior research, and the perceived limitations suggest continued 
investigation is warranted. Breaking vendor lock-in, simplifying integration, 
and achieving high throughput under stress are key factors that will ensure 

the growing adoption of cloud-native systems. Future work should focus on 
these areas and explore how new trends and technologies will complement 
these architectures, making them even more responsive and scalable. 

 
6. Conclusion 
The article examines how cloud-native architectures are revolutionizing 
enterprise IT, emphasizing scalability, availability, resource utilization, fault 
tolerance, and the integration of new technologies. Both qualitative and 
quantitative results highlight the critical role of cloud-native systems in 
advancing IT platforms to meet evolving and agile requirements and ensuring 
resource availability. 

The principles of cloud-native architectures demonstrate high scalability, 
enabling significant control over varying workloads while maintaining 
satisfactory performance. This scalability is attributed to the modular and 
distributed design, which minimizes expected downtime even during system 
breakdowns. Additionally, these architectures synchronize with modern 
technologies such as AI and big data, supporting innovation and expanding 
processing capabilities across various industries. These features make cloud-
native systems essential for organizations transitioning from monolithic 
systems to flexible microservices environments in IT. 

However, this study identifies several disadvantages associated with the 
adoption of cloud-native services. Chandrasekaran highlights integration 
challenges, particularly during the migration of existing systems, which is 
often costly in terms of time, effort, and skills. Furthermore, the issue of 
vendor lock-in affects organizational flexibility and underscores the 
importance of openness and multi-cloud approaches. Overcoming these 
challenges requires facilitating the adoption and use of more cloud-native 
architectures. 

The study also identifies areas for improvement, specifically in handling 
heavy loads during peak periods. Enhanced resource allocation strategies, 
supported by predictive models, can enable organizations to be more 
responsive and stable in demanding environments. Moreover, emerging 
trends such as edge computing and IoT can be optimized through cloud-
native architectural designs, increasing their effectiveness in distributed 
systems. 

To address adoption challenges, organizations should implement cloud-
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native architectures in phases, incorporating effective monitoring and 
automation systems. Given the complexity of integration processes, investing 
in employee training and enhancing their knowledge is crucial to leveraging 
the benefits of cloud-native systems. Embracing open-source tools and multi-
cloud environments can minimize vendor lock-in risks. 

Further research on deep failover mechanisms and scaling algorithms in 
distributed systems is recommended to eliminate performance hindrances 
and ensure robust performance under precarious circumstances. Exploring 
the integration of complex technologies, including quantum computing and 
sixth-generation network architectures, with cloud-native architectures will 
also be of interest. 

Cloud-native architectures represent one of the most significant 
advancements in enterprise IT, offering solutions to complex technological 
problems and providing adaptability and optimization. By addressing existing 
weaknesses and adapting to modern updates, cloud-native systems will 
continue to be a primary element in the digital transformation of enterprises. 
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native architectures in phases, incorporating effective monitoring and 
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Further research on deep failover mechanisms and scaling algorithms in 
distributed systems is recommended to eliminate performance hindrances 
and ensure robust performance under precarious circumstances. Exploring 
the integration of complex technologies, including quantum computing and 
sixth-generation network architectures, with cloud-native architectures will 
also be of interest. 

Cloud-native architectures represent one of the most significant 
advancements in enterprise IT, offering solutions to complex technological 
problems and providing adaptability and optimization. By addressing existing 
weaknesses and adapting to modern updates, cloud-native systems will 
continue to be a primary element in the digital transformation of enterprises. 
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when evaluating the quality of their data to enhance the provision of superior 
services�

Keywords: Open banking, Data quality, Delphi method, Pairwise Comparisons

1. Introduction

Due to the rapidly evolving information and digital technologies, the world is moving 
towards an open data economy (He, Huang, & Zhou, 2023)� Open data can be 
used as a tool to foster innovation and enhance financial services� Customer data 
sources in open banking can help fintech companies provide more innovative 
financial services and better facilities to customers (O’Leary et al�, 2021)� On the 
other hand, these data can also be used as a tool to increase customer trust and 
reduce fraud rates in the financial industry (Zachariadis, 2020)� Therefore, it is 
critical to maintain the accuracy, integrity, and privacy of this data� For the effective 
utilization of open data in open banking, solutions have been proposed to manage 
and uphold quality and privacy� Some of these solutions are (Sullivan, Miller, & 
Montes, 2021)�

�	The use of modern technologies to protect the customers’ privacy, such as 
information encryption and cloud servers;

�	Creating detailed and transparent policies for managing open data and 
protecting customer privacy;

�	Providing training to banking employees and fintech companies regarding 
customer privacy and open data management;

�	Creating effective systems for managing customer consent in open banking 
and maintaining privacy;

�	Creating effective systems to manage access to open data and control access 
to this data;

�	Creating effective systems to manage security risks and maintain the security 
of open data;

�	Creating effective systems for managing and maintaining the quality of open 
data and ensuring the accuracy and correctness of these data�
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Since data quality has various dimensions beyond accuracy and privacy, 
each dimension holds its own significance� This research takes a comprehensive 
approach by considering different aspects of data quality in the realm of open 
banking� In fact, the problem we aim to investigate and solve in this research is 
the neglect and lack of attention to the various aspects of data quality in the field 
of open banking� This oversight can lead to improper performance in providing 
services within this sector� In other words, the services provided in open banking 
may be acceptable in some aspects of data quality, but the lack of attention to 
other aspects of data quality makes the overall performance of the services 
unacceptable� For instance, a service may offer highly accurate data, but this 
information may not be current for the intended activity, or it may be accurate but 
lack acceptable consistency� Therefore, it is necessary to investigate the issue 
of data and its quality comprehensively in the field of open banking� Different 
dimensions of data quality should be considered in this context�

Accordingly, one of the most well-known and cited frameworks in the field of 
data quality, Wang and Strong’s framework (1996), has been used as the basis 
for investigating the dimensions of data quality in the field of open banking� In this 
framework, fifteen dimensions of data quality are defined across four categories� 
In Table 1, these fifteen dimensions are presented along with their definitions and 
corresponding categories�

Table 1. Dimensions of data quality, their definitions and categories  
(Wang & Strong, 1996)

Category Dimension Definition of the dimensions

Intrinsic accuracy The extent to which data is error-free, correct, and 
reliable�

objectivity The extent to which data are unbiased�

believability The extent to which the data is believable�

reputation The extent to which data are trusted or highly regarded in 
terms of their source�
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