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Abstract: Data is considered the most crucial element in open 
banking processes and services� Therefore, it is necessary to pay 
attention to various aspects of the quality of this data in order to 
provide appropriate and expected services to customers� In this 
research, various dimensions representing different aspects of 
data quality were investigated in the field of open banking� This 
research has been conducted in two main steps: The Delphi 
method and the pairwise comparisons method� In the first step, 
various dimensions of data quality in open banking were extracted 
based on the Delphi method� In the next step, the importance of 
each of these dimensions was assessed relative to each other 
using the pairwise comparisons method, and the most crucial 
dimensions were determined� Based on the results obtained 
from these two methods, the significance of eleven dimensions 
of data quality in this field was determined� The best overall 
weighted averages were related to dimensions such as accuracy, 
accessibility, relevancy, timeliness, consistency, security, 
interpretability, reputation, believability, ease of understanding, 
and value-added, respectively� Banks and fintech companies 
offering open banking services can consider these dimensions
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Abstract 
Background: Contemporary multi-protocol networks 
necessitate scalability, reliability, energy efficiency, and 
security due to the increasing number of devices and the 
diversification of network traffic. Conventional network 
management methods are inadequate to meet these 
demands, necessitating sophisticated solutions. Artificial 
intelligence (AI) has emerged as a significant field, offering 
advanced methods including predictive maintenance, 
anomaly detection, and intelligent resource management. 
Objective: This article aims to critically evaluate the 
effectiveness, flexibility, and productivity of AI-based 
applications in addressing major challenges in network 
management, including performance, scalability, energy 
consumption, threat detection rates, and cost. 
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when evaluating the quality of their data to enhance the provision of superior 
services�

Keywords: Open banking, Data quality, Delphi method, Pairwise Comparisons

1. Introduction

Due to the rapidly evolving information and digital technologies, the world is moving 
towards an open data economy (He, Huang, & Zhou, 2023)� Open data can be 
used as a tool to foster innovation and enhance financial services� Customer data 
sources in open banking can help fintech companies provide more innovative 
financial services and better facilities to customers (O’Leary et al�, 2021)� On the 
other hand, these data can also be used as a tool to increase customer trust and 
reduce fraud rates in the financial industry (Zachariadis, 2020)� Therefore, it is 
critical to maintain the accuracy, integrity, and privacy of this data� For the effective 
utilization of open data in open banking, solutions have been proposed to manage 
and uphold quality and privacy� Some of these solutions are (Sullivan, Miller, & 
Montes, 2021)�

�	The use of modern technologies to protect the customers’ privacy, such as 
information encryption and cloud servers;

�	Creating detailed and transparent policies for managing open data and 
protecting customer privacy;

�	Providing training to banking employees and fintech companies regarding 
customer privacy and open data management;

�	Creating effective systems for managing customer consent in open banking 
and maintaining privacy;

�	Creating effective systems to manage access to open data and control access 
to this data;

�	Creating effective systems to manage security risks and maintain the security 
of open data;

�	Creating effective systems for managing and maintaining the quality of open 
data and ensuring the accuracy and correctness of these data�
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Since data quality has various dimensions beyond accuracy and privacy, 
each dimension holds its own significance� This research takes a comprehensive 
approach by considering different aspects of data quality in the realm of open 
banking� In fact, the problem we aim to investigate and solve in this research is 
the neglect and lack of attention to the various aspects of data quality in the field 
of open banking� This oversight can lead to improper performance in providing 
services within this sector� In other words, the services provided in open banking 
may be acceptable in some aspects of data quality, but the lack of attention to 
other aspects of data quality makes the overall performance of the services 
unacceptable� For instance, a service may offer highly accurate data, but this 
information may not be current for the intended activity, or it may be accurate but 
lack acceptable consistency� Therefore, it is necessary to investigate the issue 
of data and its quality comprehensively in the field of open banking� Different 
dimensions of data quality should be considered in this context�

Accordingly, one of the most well-known and cited frameworks in the field of 
data quality, Wang and Strong’s framework (1996), has been used as the basis 
for investigating the dimensions of data quality in the field of open banking� In this 
framework, fifteen dimensions of data quality are defined across four categories� 
In Table 1, these fifteen dimensions are presented along with their definitions and 
corresponding categories�

Table 1. Dimensions of data quality, their definitions and categories  
(Wang & Strong, 1996)

Category Dimension Definition of the dimensions

Intrinsic accuracy The extent to which data is error-free, correct, and 
reliable�

objectivity The extent to which data are unbiased�

believability The extent to which the data is believable�

reputation The extent to which data are trusted or highly regarded in 
terms of their source�
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Methods: The study employs simulations and modeled datasets to assess AI-oriented 
solutions across various network environments, such as industrial IoT, smart cities, 
and telecommunications. The evaluation encompasses factors including Mean Time 
Between Failure (MTBF), resource utilization, delay minimization, and operating cost 
reduction. Digital twins, intelligent routing algorithms, and self-attention-based 
anomaly detection models are utilized, and the overall performance of these integrated 
technologies is analyzed. 
Results: The analysis demonstrates that AI-powered systems achieve near-optimal 
performance across all evaluated indicators. Specifically, the Manufacturing and 
Automotive Knowledge (MAK) sector observed a 52% increase in MTBF, the Banking, 
Financial Services, and Insurance (BFSI) sector noted a 32.39% improvement in 
energy efficiency, and the Defense and Public Enterprise (DPE) sector experienced a 
94% increase in advanced threat detection. 
Conclusion: The findings indicate that AI solutions can effectively address many of 
the challenges present in current networks, offering cost-efficient and secure methods 
for implementing new communication networks with vast potential. Nonetheless, 
further empirical research is necessary to generalize these results and validate their 
applicability in real-world scenarios. 
 
Keywords: AI, network management, reliability, security, machine learning (ML), 
deep learning (DL), anomaly detection, 5G, IoT, predictive maintenance. 
 
1. Introduction 
The academic and industrial advancements in digital technologies in recent 
years, coupled with the latest developments in 5G, Internet of Things (IoT), 
and cloud computing environments, have significantly increased the 
parametric complexities of networks. These networks manage critical 
systems across various sectors, such as healthcare and business. However, 
as these systems expand and become more integrated, constructing robust 
and secure systems presents a significant challenge. Traditional network 
management solutions, which primarily rely on manual configuration or 
scripting, cannot address the dynamism of contemporary complex networks 
or effectively counter emergent threats. In this context, AI offers a novel 
approach to network management that facilitates real-time decision-making, 
defends against immediate threats, and automates routine tasks (Jang, et al. 
2023). 

AI-enabled network management is a transformative technology 
reshaping the structure and management of modern networks. The 

implementation of AI enhances network reliability through predictive 
maintenance and anomaly detection while simultaneously strengthening 
security measures and addressing threats in real-time (Mushtaq, et al. 2015, 
Fatah and Qasim, 2022). Self-organizing schemes and machine learning 
(ML) algorithms can process vast amounts of data in real-time without human 
intervention, enabling networks to recognize traffic levels and threats and 
optimize performance. AI offers several advantages in network management, 
including increased efficiency and reduced human error—a common cause 
of network system failures (Jiang, et al. 2022). 

A primary driver of this transformation is the need to enhance security 
levels, which are often vulnerable to attacks. In the increasingly prevalent IoT 
paradigm, every device connected to the network represents a potential 
vulnerability. AI improves network security by detecting irregular activities at 
endpoints and alerting about potentially risky paths before exploitation by 
hackers. AI systems provide automatic responses more rapidly than manual 
methods, which are often too slow to prevent damage. Consequently, AI 
serves as the foundation for the next generation of security frameworks in 
network management (Moustafa 2021). 

Furthermore, AI-based systems for network control enhance dependability 
by preventing security breaches and predicting and responding to network 
problems. Advanced statistical models for predictive analytics enable 
networks to forecast failures, optimize bandwidth, and schedule preventive 
maintenance during non-peak hours. Deep learning algorithms can identify 
complex patterns in network traffic indicative of potential failures, allowing for 
immediate intervention. This approach is cost-effective in preventing outages, 
reducing downtime, and creating more reliable network architectures 
(Raimundo and Rosário, 2021). 

The application of AI in network management also addresses emerging 
requirements for technologies that handle the substantial traffic generated by 
IoT applications, cloud services, and 5G networks. AI coordinates these 
extensive sociotechnical systems by automating resource allocation and 
traffic flow management. AI's capabilities enable systems to adapt network 
settings based on traffic status or reallocate resources to optimize 
performance. This level of automation not only increases network 
effectiveness but also reduces the need for constant human intervention, 
allowing IT staff to focus on strategic tasks (Boudi, et al. 2021). 
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Nevertheless, the implementation of AI in network management presents 
challenges that must be addressed to maximize its potential. A significant 
concern is the substantial computational power required for AI training and 
cascading. Additionally, the ongoing adoption of AI systems in operational 
networks raises critical issues regarding protection against undesirable 
interference. AI can be manipulated through adversarial attacks, where 
malicious actors influence AI decision-making processes. Therefore, 
ensuring advanced secure AI functionality is essential to safeguarding 
network protection structures (Chithaluru, et al. 2023). 

AI has fundamentally transformed network management and security from 
traditional methods, providing enhanced reliability and security in the current 
complex networked environment and amidst the growing incidence of cyber 
threats. The author predicts that AI technology will play a more effective role 
in the future of network management. However, current research is needed 
to address the scalability and security challenges of AI technology. 

 
1.1. The Aim of the Article  
This article aims to highlight the potential of AI to revolutionize contemporary 
network management, with a focus on optimizing openness, dependability, 
and security within multi-layered and integrated systems. As an increasing 
number of connections rely on digital networks, network management must 
address significant challenges such as ensuring continuous network delivery, 
protecting against advanced cyber risks, and timely allocation of network 
resources. This article addresses these challenges by analyzing how artificial 
intelligence tools and methodologies can be applied to networks. 

The article elaborates on how AI enhances the framework for asset 
assessment, scheduled maintenance, resource optimization, outlier 
identification, and security threat management. AI can provide improved 
Mean Time Between Failures (MTBF), reduced Mean Time to Repair (MTTR), 
and enhanced security for networks through the integration of real-time data 
analytics, machine learning algorithms, and self-learning models. 

Additionally, the article aims to bridge the gap between the technical 
advancements in AI and their potential applications in network management, 
offering specific solutions for practical development in industries such as 
telecommunications, smart city construction, and industrial IoT systems. The 
readers—comprising researchers, network engineers, and policymakers 

concerned with the future of networks—will find a coherent synthesis of the 
state-of-the-art technologies and their effectiveness, presented through real-
world cases and projections of AI applications in designing robust and secure 
networks for the digital age. 

 

1.2. Problem Statement  
The number of connected and communicating devices and the rapid 
development of digital infrastructure have led to issues in network 
management. The reactive management methods used by traditional network 
management systems are not capable of handling today’s complex and 
dynamic networks, nor are they effective in addressing increasing security 
risks. These systems are generally inflexible and lack the nonlinear scalability 
required for real-time control of network performance and reliability, resulting 
in inefficiency, longer restoration times in case of failure, and increased 
susceptibility to cyber threats. 

The problem has become even more complex due to new technologies 
such as 5G, IoT, and edge computing, which result in networks with different 
characteristics and objectives. For example, emerging applications including 
self-driving cars, smart factories, and intelligent healthcare require Ultra-
Reliable Low-Latency Communication (URLLC), as even millisecond delays 
can cause critical problems. Traditional course designs are unable to meet 
such precise specifications and resource optimization requirements, besides 
security. 

Furthermore, sophisticated and increasingly frequent attacks pose 
significant threats to network reliability and data integrity. Standard rule-based 
system safeguards cannot mitigate sophisticated threats such as zero-day 
attacks and Distributed Denial of Service (DoS) scenarios. The lack of 
predictive capability weakens the ability to prevent vulnerabilities, leading to 
reactive and ineffective responses to security threats. 

This growing complexity now demands a new method of managing and 
securing networks. The application of AI in network management provides 
the best solution to these challenges, offering predictive maintenance, real-
time/inline diagnostics, capacity on demand, and real-time threat resolution. 
However, there are no all-encompassing guidelines or AI solutions currently 
implemented in the network industry. This introduces a research gap and calls 
for further research and development to address the reliability and security 
concerns of current and emerging networks. 
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and uphold quality and privacy� Some of these solutions are (Sullivan, Miller, & 
Montes, 2021)�

�	The use of modern technologies to protect the customers’ privacy, such as 
information encryption and cloud servers;

�	Creating detailed and transparent policies for managing open data and 
protecting customer privacy;

�	Providing training to banking employees and fintech companies regarding 
customer privacy and open data management;

�	Creating effective systems for managing customer consent in open banking 
and maintaining privacy;

�	Creating effective systems to manage access to open data and control access 
to this data;

�	Creating effective systems to manage security risks and maintain the security 
of open data;

�	Creating effective systems for managing and maintaining the quality of open 
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Since data quality has various dimensions beyond accuracy and privacy, 
each dimension holds its own significance� This research takes a comprehensive 
approach by considering different aspects of data quality in the realm of open 
banking� In fact, the problem we aim to investigate and solve in this research is 
the neglect and lack of attention to the various aspects of data quality in the field 
of open banking� This oversight can lead to improper performance in providing 
services within this sector� In other words, the services provided in open banking 
may be acceptable in some aspects of data quality, but the lack of attention to 
other aspects of data quality makes the overall performance of the services 
unacceptable� For instance, a service may offer highly accurate data, but this 
information may not be current for the intended activity, or it may be accurate but 
lack acceptable consistency� Therefore, it is necessary to investigate the issue 
of data and its quality comprehensively in the field of open banking� Different 
dimensions of data quality should be considered in this context�

Accordingly, one of the most well-known and cited frameworks in the field of 
data quality, Wang and Strong’s framework (1996), has been used as the basis 
for investigating the dimensions of data quality in the field of open banking� In this 
framework, fifteen dimensions of data quality are defined across four categories� 
In Table 1, these fifteen dimensions are presented along with their definitions and 
corresponding categories�

Table 1. Dimensions of data quality, their definitions and categories  
(Wang & Strong, 1996)

Category Dimension Definition of the dimensions

Intrinsic accuracy The extent to which data is error-free, correct, and 
reliable�

objectivity The extent to which data are unbiased�

believability The extent to which the data is believable�

reputation The extent to which data are trusted or highly regarded in 
terms of their source�
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2. Literature Review  
The most challenging factor today is the growth of complexity of network 
systems that emerged due to IoT, 5G, and future networks. The conventional 
network management framework is insufficient in meeting the sophisticated 
challenges arising from varied applications, emerging threats, and high-
performance demand. This section brings together recent advancements, 
issues, opportunities and challenges and proposes research directions in the 
AI-based network management. 

Minea et al. (2023) present a case to show how the application of software 
sensing and predictive maintenance work to improve the reliability of the 
hybrid network. Though their approach helps to avoid such failures, it doesn’t 
combine with the current threat detection systems, and networks could be 
open to immediate cyberattacks. Likewise, Minea et al. (2021) propose a 
novel software-sensing framework along with machine learning solutions for 
diagnosing the network but have not defined the difficulties of extending the 
solution across larger diverse networks.  

In information security, Abdiyeva-Aliyeva et al. (2021) put forward an idea 
of applying AI in the detection and counteraction of cyber threats. 
Nevertheless, the work of most of these scholars mainly targets attack 
detection as an independent function rather than the prediction of future 
threats as a continuous process. This Bertino and Karim (2021) rightly point 
out that this is a research gap that needs to be filled as they call for proactive 
AI solutions to be placed at the end-to-end network layer. 

 

 
Figure 1. Integrating Theoretical Insights with Practical Applications for 

Modern Digital Infrastructure 

Hossain et al. (2022) show promising results of efficient AI models for 
multilayer heterogeneous networks for energy efficiency. However, by not 
considering real-time decision making, as it is an important aspect that is 
important in networks that require low latency such as in the autonomous 
systems. As it the same, Xue et al. (2023) also pointed out the key roles of AI 
in the future generation wireless networking for performance enhancement 
and security. However, their approach does not rightly capture the 
computational complexity that arises due to AI models on one hand, 
particularly when it comes to implementation of those on systems with limited 
power (Qasim, et al. 2024). 

From the theoretical work, Rizwan et al. (2021) offer a zero-touch network 
management system using AI for CDR analysis. Their solution for automating 
the management of network services is actually missing some advancements 
to be adopted for other typical network scenarios, such as the industrial IoT 
and smart city cases. Granato et al. (2022) explore graph-based classification 
for identifying Wi-Fi network traffic but lack the more enhanced anomaly 
detection techniques for detecting multiple level complex threats. 

In anomaly detection Jiang and Chen (2022) recommend a technique for 
industrial control systems by employing the analysis of network traffic. While 
they are proficient in the detection of anomalies, their approach is rigid for 
other types of networks like 5G or IoT-based networks. In Hu, et al. (2023), 
the authors develop a self-attention scheme that increases anomaly 
detection’s precision but must be tested extensively in massive, real-time 
settings. 

Software defined solutions as the one suggested by Lacava et al. (2022) 
use Open RAN for decision-making about traffic routing. Although, in their 
study, they propose solutions for customization requirements of 5G networks, 
they fail to consider security concerns in the programmable architecture, 
which if uncontrolled might pose a weak link (Lacava, et al. 2022, Dmytro, et 
al. 2015). 

In view of these gaps, a potential approach towards such a framework can 
be seen in more artificial intelligence-oriented manuscript such as the one 
that has been authored by Blanco et al. (2023). AI-based management of 
slices for networks appears promoting scalability and may solve general 
issues related to performance and security. However, more enhancement is 
required selecting the best distribution of the resources for the maximizing 
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network densification. 
Subsequent studies must therefore effectively address interdisciplinary 

efforts towards embracing a common AI architecture that will include features 
such as time-based forecasting on equipment maintenance, enhanced outlier 
detection, as well as resource optimization within different types of networks. 
This also presents a challenge of computational overhead and scalability, 
together with strong security measures, this will be an important concern of 
implementing AI in network management. 

 
3. Methodology 
This study employs a comprehensive research methodology designed to 
investigate and evaluate AI-based methods for enhancing network stability 
and security. The proposed approach integrates experimental 
measurements, computational models and simulations, digital twin 
technology, and AI algorithms to address key challenges in network 
management and security optimization. This research builds on frameworks 
and techniques established in previous studies (Jang, et al. 2023, Moustafa 
2021; Boudi, et al. 2021; Chithaluru, et al. 2023; Hossain, et al. 2022). 
 
3.1. Data Collection  
As for methodological approaches, the study used both primary and 
secondary research in an attempt to investigate the existing issues and new 
opportunities in managing and securing networks. 

First-hand data were collected from 75 face-to-face interviews with 
professionals related to industries such as telecommunications, industrial IoT, 
and smart cities, including network administrators, cybersecurity specialists, 
and AI engineers, who participate in the defense line of their companies. 
These interviews offered further sets of confirmations regarding the actual 
complexities of handling and optimizing networks from a qualitative 
perspective (Abdiyeva-Aliyeva, et al. 2021, Jiang and Chen, 2022). 
Furthermore, the performance of 50 cases from smart city, industrial 
automation, and 5G projects was investigated to assess their suitability for 
corresponding AI utilization for flow and loop network optimization and 
industry vertical use cases (Minea, et al. 2023; Hossain, et al. 2022). 

Secondary sources included the TON_IoT datasets, which provided a 
tested and controlled network environment to elicit different network 

conditions and cyber-attacks. Additionally, basic system parameters such as 
MTBF, MTTR, latency, and power consumption were obtained from industry 
standard documents and published reports to estimate network efficiency and 
reliability (Chithaluru, et al. 2023; Bhardwaj, et al. 2022). Incorporating both 
qualitative and quantitative means of data collection was important to provide 
a more comprehensive understanding of the subject matter and to 
corroborate the study. 
 
3.2. Digital Twin Simulations 
The study contributes to the creation of digital twins corresponding to hybrid 
networks, enabling the replication of network environments for real-time 
experimentation (Jang et al., 2023). This approach facilitates the evaluation 
of functional AI algorithms under various conditions, such as high traffic 
scenarios or post-cyber-attack situations. 
 
Digital Twin Function 

DT(x) = ∫ fenv(x, t)tn
t0

dt                                                      (1) 

Where DT(x) is digital twin function representing the network environment; 
fenv(x, t) is environment parameters, such as traffic, latency, threat level as a 
function of time; tn and t0 start and end times of simulation. 

 
3.3. AI-Driven Routing and Resource Allocation 
Designed and integrated an application-specific intelligent routing algorithm 
using artificial intelligence for improved energy and reliability in reconfigurable 
wireless networks (Jiang, et al. 2022). Special consideration is given to the 
routing algorithm that employs a reinforcement learning model with the 
adaptability of the network in the route selection process. 
 
Reinforcement Learning Optimization 

Q(s, a) = Q(s, a) + α (R + γ max
a′ Q(s′, a′′) − Q(s, a))                            (1) 

Where Q(s, a) is quality of taking action a in state s;  α is learning rate; R is 
reward for taking action a; γ is discount factor; s′is next state (Alnuaemy 
2023). 
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information may not be current for the intended activity, or it may be accurate but 
lack acceptable consistency� Therefore, it is necessary to investigate the issue 
of data and its quality comprehensively in the field of open banking� Different 
dimensions of data quality should be considered in this context�

Accordingly, one of the most well-known and cited frameworks in the field of 
data quality, Wang and Strong’s framework (1996), has been used as the basis 
for investigating the dimensions of data quality in the field of open banking� In this 
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3.4. Anomaly Detection Mechanisms 
The study uses a real time self-attention-based anomaly detection for 
detecting security breaches in the system (Hu, et al. 2023). Precisely, in order 
to gain a better vision to enhance the detection precision, the model employs 
a multi-head attention plan. 
 
Self-Attention Mechanism 

Attention(Q, K, V) = softmax (QK
T

√dk
) V                                               (1) 

Where Q, K, V is query, key, and value matrices and dk is dimensionality of 
the keys. 

 
3.5. Resource Management Optimization 
The study assesses the allocation and utilization of the resources by applying 
the technique of employing artificial intelligence in achieving the optimum 
levels of energy consumptions with minimum computational complexities 
(Boudi, et al. 2021). The optimization problem is formulated as follows: 
 
Energy Efficiency Function 

E = max (∑ Dn
i=1 i

∑ Pin
i=1

)                                                      (1) 

Where Di is data transmitted by node i and Pi means power consumed by 
node i. 

 
3.6. Hypothesis 
The hypothesis of this study is based on the assumption that the incorporation 
of AI technologies such as digital twin, intelligent routing and much improved 
anomaly detection mechanisms will highly improve the integrity and security 
of today’s network systems. Specifically, the hypothesis is formulated as 
follows. 
 
3.6.1. Primary Hypothesis 
H1: Use of digital twin with artificial intelligence, smart asset modules, smart 
technologies and automated predictive maintenance models, the Mean Time 
Between Failure (MTBF) will be at least 40 % better than the conventional 
networks management and therefore improve reliability of networks. 

H2: Flexible intelligent routing and resource allocation based on AI support 
will help to increase energy efficiency in the complex hybrid networks 
environment no less than 30%, thus reducing the resource overhead for high-
performance networks. 

 

3.6.2. Secondary Hypothesis 
H3: Self-attention-based anomaly detection models integration will reach 
ninety-five percent success rate in detecting and preventing network threats: 
complex hackers’ attacks, such as zero-day exploits and Distributed Denial 
of Service (DDoS) attacks. 

H4: Consequently, AI based resource optimization will establish fairness 
between computational costs and network delay for optimum latency cut of 
25% across different network scenarios. 

 

3.6.3. Justification of the Hypothesis 
H1 is justified by prior studies demonstrating the potential of digital twins to 
simulate and optimize network conditions in real time, reducing system 
failures by proactively addressing vulnerabilities (Jang, et al. 2023, Moustafa 
2021). 

H2 has been supported by other studies done which state that both 
reinforcement learning and the routing algorithms of AI enhance energy 
efficiency since they learn how to react to the demand and conditions of the 
network (Jiang, et al. 2022; Boudi, et al. 2021) 

H3 extends the prior work in the domain of security using Synthetic 
Intelligence and Deep Learning; however, the new proposed approach of 
Self-Attention is more accurate in analyzing Mature based on real-time data 
(Hu, et al. 2023, Bertino and Karim, 2021). 

H4 echoes research on resource management policies which shows that 
AI solutions manage both network traffic and processing power fairly well 
without efficiency being affected (Chithaluru, et al. 2023, Hossain, et al. 
2022). 

 

3.6.4. Hypothesis Testing Framework 
To validate these hypotheses, the research employs a robust experimental 
framework: 

1. Data-Driven Simulations: 
Digital twins replicate network environments, simulating failures, traffic 
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surges, and cyber threats to evaluate MTBF, latency, and threat detection 
accuracy (Jang, et al. 2023, Minea, et al. 2023). 

2. Quantitative Metrics: 
• MTBF and MTTR are measured to assess reliability improvements. 
• Latency and energy efficiency metrics are calculated under various 

traffic conditions using AI-assisted routing algorithms. 
3. Comparative Analysis: 

Results from AI-driven models are compared against traditional systems 
and benchmarks, including TON_IoT datasets and industry standards 
(Moustafa 2021, Hossain, et al. 2022). 

 
3.6.5. Mathematical Formulation of Hypotheses 
The hypotheses are expressed mathematically to establish measurable 
thresholds for success: 

1. Reliability (H1): 
MTBFAI > 1.4 × MTBFTraditional                                         (1) 

Where MTBFAI mean Time Between Failures with AI-driven management; 
MTBFTraditional mean Time Between Failures with traditional management. 

2. Energy Efficiency (H2): 
ηAI > 1.3 × ηTraditional                                                      (1) 

Where ηAI is energy efficiency with AI-assisted routing; ηTraditional is energy 
efficiency with traditional routing. 

3. Threat Detection Accuracy (H3): 
AAI ≥ 0.95                                                                 (1) 

Where AAI show threat detection accuracy of AI-based models. 
4. Latency Reduction (H4): 

LAI ≤ 0.75 × LTraditional                                                      (1) 
Where LAI latency with AI-powered resource optimization, and  LTraditional 

is latency with traditional systems. 
The hypotheses are formulated to fill the gaps in the current literature and to 
offer specific quantitative performance figures and detailed qualitative results 
of an AI-assisted network management vision. Thus, testing of these 
hypotheses will confirm the applicability of the AI-based proposed 
methodologies and set the ground for the future scalability and 
implementation of the methodologies in real networks (Liu, et al. 2021). 

3.7. Experimental Setup 
In the experimental component of this study, cloud and edge AI frameworks 
were utilized to assess key success criteria, including latency, energy 
consumption, and accuracy in anomaly detection (Xue, et al. 2023; Lacava, 
et al. 2022). Experiments were conducted on 50 hybrid networks to evaluate 
the scalability and resilience of AI strategies under various network conditions 
(Granato, et al. 2022, Jiang, et al. 2022). Evaluation metrics included Mean 
Time Between Failures (MTBF), Mean Time to Repair (MTTR), latency 
reduction, energy consumption, and accuracy in identifying anomalies 
(Chithaluru, et al. 2023; Jiang and Chen, 2022). This comprehensive 
approach ensures a reliable and accurate evaluation of AI-based strategies 
for improving network reliability and security. By addressing gaps in previous 
research, this study provides a framework that can be implemented on 
diverse networks using advanced AI techniques, ultimately offering superior 
solutions for network environments. 
 
4. Results 
This article presents a detailed assessment on the efficacy of machine 
learning models for improving the availability, security, and efficiency of a 
network. This study covers some of the main issues in the contemporary 
network management with the help of integrating digital twins, intelligent 
routing algorithms, and practical advanced anomaly detection systems. To 
this end, the results are documented and discussed in terms of reliability 
measures, energy consuming, latency optimization, scalability, and threat 
management to provide end-to-end insights of the viability of AI-based 
solutions. 
 
4.1. Reliability Metrics 
Business continuity is an essential foundation of overseeing a network 
because interruptions can result in severe losses. The outcome of this 
assessment was compared against the key reliability metrics of MTBF, MTTR 
and overall downtime. Other parameters, for example, the frequency and cost 
of maintaining a car’s interior and exterior surfaces, and the car’s 
performance under stress was also considered. This is evident through the 
identified findings where the use of AI-based solutions in decision making 
leads to improved reliability through analysing data and performing preventive 
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unacceptable� For instance, a service may offer highly accurate data, but this 
information may not be current for the intended activity, or it may be accurate but 
lack acceptable consistency� Therefore, it is necessary to investigate the issue 
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Accordingly, one of the most well-known and cited frameworks in the field of 
data quality, Wang and Strong’s framework (1996), has been used as the basis 
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actions on the system cutting down on failure rates for the system and or 
increasing efficiency. 
 

 
Figure 2. Comparison of Reliability Metrics and Predictive Maintenance in AI-

Powered and Traditional Networks 
 

Figure 2 illustrates the substantial reliability improvements achieved 
through the implementation of AI methodologies. Specifically, in systems 
enhanced by artificial intelligence, the MTBF increased by 52%, and the 
number of failures decreased from 20 to 12. This reduction represents a 
41.7% improvement in the MTTR, with the total annual downtime decreasing 
from 12.5 to just 6.0 hours. Proactive maintenance activities decreased by 
33%, while predictive maintenance accuracy was found to be 96.2%, 
significantly reducing the risk of faults. 

Further stress testing of benchmark AI models in this study revealed that 
although stress lowers the standard MTBF and stable accuracy to a minimum, 
it does not fundamentally degrade AI performance. The fly toggle time was 
reduced by 98%, resulting in annual economic savings of $15,000. These 
metrics confirm the potential of AI to enhance network dependability, reduce 
costs, and minimize threats. 

The research suggests that AI-based reliability solutions can be applied to 
various industries, including industrial IoT, telecommunications, and smart 
cities. Future work should focus on fine-tuning the algorithms used for failure 

predictions to increase the accuracy of predicted failures, utilizing low 
computational complexity AI models, and comparing and testing full-scale 
systems in new, more complex, and extensive heterogeneous networks. 

 
4.2. Energy Efficiency 
Network management services are a critical aspect of these networks, with 
energy efficiency being crucial for networks that require high data 
transmission rates. This study compares energy usage to the amount of 
transmitted data in both conventional and AI-based networks, considering AI 
as a resource enabler. Additionally, performance metrics such as energy 
consumption, computational cost, and scalability under load were evaluated 
to identify the overall advantages and disadvantages of AI solutions. 
 

Table 1. Evaluation of Energy Efficiency Metrics in Hybrid Networks with AI-
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Table 1 illustrates the energy efficiency improvements resulting from AI-
powered networks. Efficiency increased from 0.71 TB/kWh in conventional 
settings to 0.94 TB/kWh in AI-assisted systems, representing a rise of 
32.39%. This enhancement resulted in 85 kWh/year less energy 
consumption, $42 in cost savings, and a reduction of 68 kg in CO₂ emissions, 
highlighting both environmental and financial benefits. 

Stress tests of the AI models demonstrated a slightly lower efficiency 
increase (25.35%) as the number of calculations increased with high loads. 
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other hand, these data can also be used as a tool to increase customer trust and 
reduce fraud rates in the financial industry (Zachariadis, 2020)� Therefore, it is 
critical to maintain the accuracy, integrity, and privacy of this data� For the effective 
utilization of open data in open banking, solutions have been proposed to manage 
and uphold quality and privacy� Some of these solutions are (Sullivan, Miller, & 
Montes, 2021)�

�	The use of modern technologies to protect the customers’ privacy, such as 
information encryption and cloud servers;

�	Creating detailed and transparent policies for managing open data and 
protecting customer privacy;

�	Providing training to banking employees and fintech companies regarding 
customer privacy and open data management;

�	Creating effective systems for managing customer consent in open banking 
and maintaining privacy;

�	Creating effective systems to manage access to open data and control access 
to this data;

�	Creating effective systems to manage security risks and maintain the security 
of open data;

�	Creating effective systems for managing and maintaining the quality of open 
data and ensuring the accuracy and correctness of these data�
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lack acceptable consistency� Therefore, it is necessary to investigate the issue 
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dimensions of data quality should be considered in this context�

Accordingly, one of the most well-known and cited frameworks in the field of 
data quality, Wang and Strong’s framework (1996), has been used as the basis 
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powered networks. Efficiency increased from 0.71 TB/kWh in conventional 
settings to 0.94 TB/kWh in AI-assisted systems, representing a rise of 
32.39%. This enhancement resulted in 85 kWh/year less energy 
consumption, $42 in cost savings, and a reduction of 68 kg in CO₂ emissions, 
highlighting both environmental and financial benefits. 

Stress tests of the AI models demonstrated a slightly lower efficiency 
increase (25.35%) as the number of calculations increased with high loads. 
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the neglect and lack of attention to the various aspects of data quality in the field 
of open banking� This oversight can lead to improper performance in providing 
services within this sector� In other words, the services provided in open banking 
may be acceptable in some aspects of data quality, but the lack of attention to 
other aspects of data quality makes the overall performance of the services 
unacceptable� For instance, a service may offer highly accurate data, but this 
information may not be current for the intended activity, or it may be accurate but 
lack acceptable consistency� Therefore, it is necessary to investigate the issue 
of data and its quality comprehensively in the field of open banking� Different 
dimensions of data quality should be considered in this context�

Accordingly, one of the most well-known and cited frameworks in the field of 
data quality, Wang and Strong’s framework (1996), has been used as the basis 
for investigating the dimensions of data quality in the field of open banking� In this 
framework, fifteen dimensions of data quality are defined across four categories� 
In Table 1, these fifteen dimensions are presented along with their definitions and 
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However, in all cases, energy savings were still 70 kWh, and an acceptable 
increase in optimization overhead was realized at 4.0%. Enhanced 
performance under high-demand conditions proved that utilizing artificial 
intelligence to operate power plants increases efficiency. 

These results clearly indicate the potential of AI-assisted resource 
management to achieve significant energy efficiency enhancements in 
various network scenarios. Future research can focus on minimizing 
computational overhead, investigating energy-efficient methods that can be 
integrated into edge computing scenarios, and conducting more extensive 
studies involving ultra-high-density networks. If these solutions are deployed 
on a large scale, improvements in energy savings, along with better and more 
efficient network management systems, will be realized. 

 

4.3. Latency and Throughput 
Latency and throughput can be measured to accurately determine the 
effectiveness of a network when subjected to variances in traffic types and 
sizes. This study examined the effects of these advanced AI needs for the 
routing and resource management on these measures. The offered 
assessment was based on working scenarios with low, middle and high traffic, 
which allowed to determine how effectively AI solutions can be scaled. Other 
characteristics, including jitter which is a measure of latency variation, packet 
loss percentages, and throughput are other characteristics were also 
assessed to gain deeper insights of performance gains. 

 
Figure 3. Analysis of Latency and Throughput Performance Under Varying 

Traffic Conditions 

The trend in Figure 3 shows that latency and throughput performance has 
significantly increased with AI enabled solutions. It was found that; During 
congestion AIs had an effectiveness of up to 41.7% for latency reductions 
these were achieved when the system was under heavy traffic. As with 
throughput, the value also increased by 17.3% to 26.7% under high-traffic, 
proving the indispensable role of AI in managing data streams. Other 
parameters, including jitter and the packet loss rate, reveal the improvement 
of AI systems’ stability. Experience from heavy traffic saw jitter reduced by 
30% which improved the real time applications being used while on the 
transmission side, the rates of packet loss were reduced by 30%. As can be 
observed, throughput stability index that represented the variation of the 
system was above 0.9 even in all the cases explored showing a stability of 
the system. In stress testing, AI systems demonstrated sustained 
enhancements; while average response time and throughput declined by a 
small percent, the AI demonstrated the ability to function in high pressure 
conditions appropriately. The results strongly support the use of latency and 
throughout AI for the improvement of traffic capacity and the size of the 
network. Further studies should consider how AI could be optimized for jitter 
reduction, how it performs in dense environments and how efficiently AI can 
address the issues specific to certain applications such as video streaming or 
autonomous systems. Broadening these applications will extend the ability of 
AI to prove its credentials as a scalable networks optimization tool. 

 
4.4. Security and Anomaly Detection 
Security and anomaly detection are two important functions when it comes to 
current network management because the threats become more diverse over 
time. In this research, it evaluated the utility of AI based anomalous behavior 
detection models of various threats such as DoS, viruses, phish, and zero-
day threats. Measures of performance including detection rates, friendliness 
rates of alerts, unfriendly rates of alerts, and coverage with regards to zero 
day threats were evaluated. Other performance metrics such as response 
time and system performance under the combined threat vector were also 
used to give a fuller understanding of how AI improves network security. 
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banking� In fact, the problem we aim to investigate and solve in this research is 
the neglect and lack of attention to the various aspects of data quality in the field 
of open banking� This oversight can lead to improper performance in providing 
services within this sector� In other words, the services provided in open banking 
may be acceptable in some aspects of data quality, but the lack of attention to 
other aspects of data quality makes the overall performance of the services 
unacceptable� For instance, a service may offer highly accurate data, but this 
information may not be current for the intended activity, or it may be accurate but 
lack acceptable consistency� Therefore, it is necessary to investigate the issue 
of data and its quality comprehensively in the field of open banking� Different 
dimensions of data quality should be considered in this context�

Accordingly, one of the most well-known and cited frameworks in the field of 
data quality, Wang and Strong’s framework (1996), has been used as the basis 
for investigating the dimensions of data quality in the field of open banking� In this 
framework, fifteen dimensions of data quality are defined across four categories� 
In Table 1, these fifteen dimensions are presented along with their definitions and 
corresponding categories�

Table 1. Dimensions of data quality, their definitions and categories  
(Wang & Strong, 1996)

Category Dimension Definition of the dimensions

Intrinsic accuracy The extent to which data is error-free, correct, and 
reliable�

objectivity The extent to which data are unbiased�

believability The extent to which the data is believable�

reputation The extent to which data are trusted or highly regarded in 
terms of their source�

 AI-Powered Network Management with Enhancing ... | Nazar et al.

135

However, in all cases, energy savings were still 70 kWh, and an acceptable 
increase in optimization overhead was realized at 4.0%. Enhanced 
performance under high-demand conditions proved that utilizing artificial 
intelligence to operate power plants increases efficiency. 
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management to achieve significant energy efficiency enhancements in 
various network scenarios. Future research can focus on minimizing 
computational overhead, investigating energy-efficient methods that can be 
integrated into edge computing scenarios, and conducting more extensive 
studies involving ultra-high-density networks. If these solutions are deployed 
on a large scale, improvements in energy savings, along with better and more 
efficient network management systems, will be realized. 
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Figure 4. Assessment of Security and Anomaly Detection Metrics for AI-Based 

Threat Mitigation 
 

Figure 4 shows how AI based anomaly detection models outcompete 
other models in enhancing security in network environments from a variety of 
threats. All the threats’ detection rates have increased while protecting 
against new attacks enhanced to 94 percent as compared to the 60-84 
percent detection by the traditional systems. The false positive and negative 
rates have been brought down to about 1.3% illustrating how efficient AI 
models are in high-risk detection without false positives or negatives. 

The average time to detection and prevention times were significantly 
lower in the case of the AI systems allowing efficient response to threats. For 
instance, DDoS attacks were identified and priced in less than 300 ms as a 
way of improving real-time prevention. In addition, AI systems achieved an 
excellent accuracy of threat processing when multiple threats occur (85-92%) 
which proves the effectiveness of AI-driven systems in complex security 
scenarios. 

The results of the resilience index that calculated the systems’ ability to 
sustain the detection and mitigation performance for constant attacks were all 
higher than 0.89 in all scenarios demonstrating the reliability of the AI 
solutions. 

 

4.5. Scalability and Resource Utilization 
An effective system must be capable of scaling up or down and managing 

resources in the context of increasing density of networked devices and data 
traffic. This study assessed the suitability of deploying intelligent solutions for 
large-scale networks by emulating systems with as few as one thousand 
devices and as many as ten thousand. Quantitative measures such as 
network performance, steps taken to minimize latency, resource utilization, 
and the evaluation of a scalability index were among the key metrics used to 
determine the capability of AI systems to accommodate growing network 
traffic. Additional metrics, such as energy efficiency and stable throughput, 
were also evaluated to demonstrate that scalability does not compromise 
performance. 
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Figure 5 also demonstrates the efficiency of the AI-enabled system in 
relation to device density as a scalability parameter. Individual network 
performance gains were notable; for networks with 1,000 devices, the 
recorded enhancement was 27.27%, while for stressed networks with 15,000 
devices, the improvement was 55%. Latency savings were observed in all 
high-load scenarios, with the maximum achieving a 35% reduction in stress 
latency. Resource use reliability gradually increased, reaching 88% in 
networks containing 10,000 devices, without overloading the resources. 
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Since data quality has various dimensions beyond accuracy and privacy, 
each dimension holds its own significance� This research takes a comprehensive 
approach by considering different aspects of data quality in the realm of open 
banking� In fact, the problem we aim to investigate and solve in this research is 
the neglect and lack of attention to the various aspects of data quality in the field 
of open banking� This oversight can lead to improper performance in providing 
services within this sector� In other words, the services provided in open banking 
may be acceptable in some aspects of data quality, but the lack of attention to 
other aspects of data quality makes the overall performance of the services 
unacceptable� For instance, a service may offer highly accurate data, but this 
information may not be current for the intended activity, or it may be accurate but 
lack acceptable consistency� Therefore, it is necessary to investigate the issue 
of data and its quality comprehensively in the field of open banking� Different 
dimensions of data quality should be considered in this context�

Accordingly, one of the most well-known and cited frameworks in the field of 
data quality, Wang and Strong’s framework (1996), has been used as the basis 
for investigating the dimensions of data quality in the field of open banking� In this 
framework, fifteen dimensions of data quality are defined across four categories� 
In Table 1, these fifteen dimensions are presented along with their definitions and 
corresponding categories�

Table 1. Dimensions of data quality, their definitions and categories  
(Wang & Strong, 1996)

Category Dimension Definition of the dimensions

Intrinsic accuracy The extent to which data is error-free, correct, and 
reliable�

objectivity The extent to which data are unbiased�

believability The extent to which the data is believable�

reputation The extent to which data are trusted or highly regarded in 
terms of their source�
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The scalability index, a measure of the system's ability to operate smoothly 
under increasing traffic load, achieved the highest level of 95% in networks 
with 10,000 devices and maintained a respectable 93% even under stress 
test conditions. Additionally, energy efficiency improved from 0.85 TB/kWh to 
0.92 TB/kWh. Throughput stability remained at 0.90 and above across all 
three scenarios, ensuring high performance during network congestion. 

Total costs were reduced by using AI solutions, ranging from $10,000 in 
small networks to $125,000 in large-scale network systems, confirming the 
financial advantages of implementing AI solutions. 
 
4.6. Predictive Maintenance Efficiency 
Maintaining networks is a critical feature of the current networks, intending to 
prevent network failures from occurring in the first place. This work evaluated 
the effectiveness of AI-based PM models to minimize the downtime, 
maintenance cost, and operational disruptions. The monitored data relevant 
to failure prediction accuracy, frequency of maintenance, reduction in 
downtime and costs were factors taken into consideration. The findings 
clearly show how AI can be applied to turn planned maintenance tactics into 
more effective, and hence reducing network dependability and productivity 
issues. 
 

Table 2. Efficiency of Predictive Maintenance in AI-Driven Networks with 
Downtime and Cost Improvements 
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AI-Powered 97.2 8 $35,000 33.3 30.0 45 4 50 
Stress-Tested 

AI 
95.8 9 $38,000 28.0 24.0 40 5 45 

 
Table 2 illustrates the significant productivity improvements achievable 

through the application of AI in predictive maintenance. The failure prediction 
accuracy was 97.2%, enabling timely interventions that reduced maintenance 
occurrences by one-third, from 12 to 8 within a year. Maintenance costs 
decreased by $15,000, or 30%, compared with previous levels, and downtime 
was reduced from 10 to 4 hours, a 60% reduction. 

Robust AI systems demonstrated the ability to perform optimally under 
high pressure, with only minor concessions in accuracy (95.8%) and an 
average of 9 maintenance occurrences per year. However, reducing 
downtime remained crucial, achieving a 28% reduction, and costs were 
reduced by 24% across various scenarios, proving the reliability of AI 
solutions in complex situations. 

Overall, the MTBM increased from 30 to 45 days in AI-powered networks, 
emphasizing the sustainability of various predictive maintenance plans. 

The results confirm the role of AI in enhancing predictive maintenance and 
opening new horizons for network progress. Subsequent studies are needed 
to explore how predictive maintenance models can be integrated with 
anomaly detection systems to form a comprehensive framework for fault 
prevention and repair. Furthermore, extending the predictive maintenance 
approach proposed in this paper to edge and hybrid networks would broaden 
the applicability of the solutions developed and increase their versatility for 
various use conditions. This would serve to strengthen the role of AI in 
transforming maintenance management approaches across industries. 

 
4.7. Computational Overhead and Resource Allocation 
The involvement of AI in network management therefore calls for efficient 
resource utilization for sustainability of the solutions deployed. About the 
practicality of using models based on artificial intelligence, it is necessary to 
consider the degree of load on the computational facilities of a machine: CPU 
load, work with the memory, as well as the time required for the execution of 
certain tasks. The objective was to determine if the performance gains were 
sufficient enough to offset the increased computational cost or if there existed 
ways to resource the system optimally in order to achieve the overall 
performance with the minimum amount of resources possible. 
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The scalability index, a measure of the system's ability to operate smoothly 
under increasing traffic load, achieved the highest level of 95% in networks 
with 10,000 devices and maintained a respectable 93% even under stress 
test conditions. Additionally, energy efficiency improved from 0.85 TB/kWh to 
0.92 TB/kWh. Throughput stability remained at 0.90 and above across all 
three scenarios, ensuring high performance during network congestion. 

Total costs were reduced by using AI solutions, ranging from $10,000 in 
small networks to $125,000 in large-scale network systems, confirming the 
financial advantages of implementing AI solutions. 
 
4.6. Predictive Maintenance Efficiency 
Maintaining networks is a critical feature of the current networks, intending to 
prevent network failures from occurring in the first place. This work evaluated 
the effectiveness of AI-based PM models to minimize the downtime, 
maintenance cost, and operational disruptions. The monitored data relevant 
to failure prediction accuracy, frequency of maintenance, reduction in 
downtime and costs were factors taken into consideration. The findings 
clearly show how AI can be applied to turn planned maintenance tactics into 
more effective, and hence reducing network dependability and productivity 
issues. 
 

Table 2. Efficiency of Predictive Maintenance in AI-Driven Networks with 
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downtime remained crucial, achieving a 28% reduction, and costs were 
reduced by 24% across various scenarios, proving the reliability of AI 
solutions in complex situations. 

Overall, the MTBM increased from 30 to 45 days in AI-powered networks, 
emphasizing the sustainability of various predictive maintenance plans. 

The results confirm the role of AI in enhancing predictive maintenance and 
opening new horizons for network progress. Subsequent studies are needed 
to explore how predictive maintenance models can be integrated with 
anomaly detection systems to form a comprehensive framework for fault 
prevention and repair. Furthermore, extending the predictive maintenance 
approach proposed in this paper to edge and hybrid networks would broaden 
the applicability of the solutions developed and increase their versatility for 
various use conditions. This would serve to strengthen the role of AI in 
transforming maintenance management approaches across industries. 
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resource utilization for sustainability of the solutions deployed. About the 
practicality of using models based on artificial intelligence, it is necessary to 
consider the degree of load on the computational facilities of a machine: CPU 
load, work with the memory, as well as the time required for the execution of 
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Table 3. Balancing Computational Overhead and Resource Allocation in AI-
Powered Network Systems 
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Processing Time 
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100 75 
-

25.0 
33.3 250 10 0.94 

Energy Consumption 
(kWh) 

15 17 13.3 28.0 N/A N/A N/A 

Task Success Rate (%) 85 96 - 12.9 N/A N/A 0.95 
 

Table 3 also indicates that costs associated with the computational needs: 
CPU use and memory usage are higher by 20-25%, nevertheless, the AI-
powered systems are significantly faster. This led to a 25% reduction in task 
processing time, leading to an overall improvement of 33.3% in overall task 
completion rates. Energy consumption also reduced and had the highest 
efficiency as configured systems performed 250 tasks per kilowatt hour while 
conventional systems performed only 200 tasks. 

The first was seen from the better responsiveness of the tasks that went 
up from a success rating of 85% to 96%. The resource optimization index 
which provides a ratio of the resource input for a procured performance level 
was also consistently above 0.90 signifying efficient use of computation 
resources. 

Power utilization was up by a meager 13.3% resulting from increased 
processing requirements while total throughput, productivity, and stability 
improved. 

 
4.8. Multi-Domain Applicability 
Due to the flexibility of AI solutions, it is possible to apply them to different 
types of networks. This study evaluated the versatility of these solutions in 

three distinct domains: industrial internet, smart city logistics and 
telecommunications applications. The results indicated how effectively the AI 
models respond to the specific issues raised by each domain through 
quantifiable parameter like latency; energy efficiency; threat detection and 
scalability index. The results show the general applicability of the AI-based 
methods and their special suitability in urban and industrial settings. 
 

 
Figure 6. Applicability of AI Solutions Across Domains with Performance 

Metrics in Diverse Environments 
 

As shown in Figure 6, AI-powered solutions have demonstrated 
adaptability and sustained performance across various domains. In cyclic-
based models, smart cities achieved the highest performance levels, with 
40% latency reduction, 32% energy efficiency, and a 97% threat detection 
rate. This underscores the applicability of AI in urban network management, 
primarily due to its scalability and security benefits. 

In industrial IoT, latency reductions of 35% were observed, enhancing 
faster decision-making crucial for certain processes. Energy efficiency was 
optimized with a 30% reduction, reflecting the sector's focus on operational 
sustainability. Telecommunications networks exhibited significant growth, 
achieving a 96% threat detection rate and an 88% scalability factor, which are 
essential for high-traffic applications. 

Healthcare IoT and smart agriculture also showed promising 
improvements in latency and environmental performance. For example, in 
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Table 3 also indicates that costs associated with the computational needs: 
CPU use and memory usage are higher by 20-25%, nevertheless, the AI-
powered systems are significantly faster. This led to a 25% reduction in task 
processing time, leading to an overall improvement of 33.3% in overall task 
completion rates. Energy consumption also reduced and had the highest 
efficiency as configured systems performed 250 tasks per kilowatt hour while 
conventional systems performed only 200 tasks. 

The first was seen from the better responsiveness of the tasks that went 
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was also consistently above 0.90 signifying efficient use of computation 
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4.8. Multi-Domain Applicability 
Due to the flexibility of AI solutions, it is possible to apply them to different 
types of networks. This study evaluated the versatility of these solutions in 
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Figure 6. Applicability of AI Solutions Across Domains with Performance 

Metrics in Diverse Environments 
 

As shown in Figure 6, AI-powered solutions have demonstrated 
adaptability and sustained performance across various domains. In cyclic-
based models, smart cities achieved the highest performance levels, with 
40% latency reduction, 32% energy efficiency, and a 97% threat detection 
rate. This underscores the applicability of AI in urban network management, 
primarily due to its scalability and security benefits. 

In industrial IoT, latency reductions of 35% were observed, enhancing 
faster decision-making crucial for certain processes. Energy efficiency was 
optimized with a 30% reduction, reflecting the sector's focus on operational 
sustainability. Telecommunications networks exhibited significant growth, 
achieving a 96% threat detection rate and an 88% scalability factor, which are 
essential for high-traffic applications. 

Healthcare IoT and smart agriculture also showed promising 
improvements in latency and environmental performance. For example, in 
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healthcare IoT networks, AI-automated solutions resulted in a 28% decrease 
in downtime and $65,000 in cost savings, thus confirming the economic and 
operational benefits of AI solutions. 
 
4.9. Advanced Threat Mitigation 
The copiousness of cyber threats means that the speed at which networks 
detect and respond to such threats is critical in network security systems. This 
paper quantified the survivability of AI based security solutions to polymorphic 
malware, coordinated DDoS attacks, APTs. Measurable parameters like 
detection time and mitigation time, success, and efficiency rate and false 
positives and false negatives were used to evaluate the sensitivity of the 
automated systems. Such insights highlight a vital necessity of utilising AI in 
order to provide fast and efficient countermeasures for a constantly shifting 
threat landscape. 
 

 
Figure 7. Effectiveness of Advanced Threat Mitigation Using AI-Powered 

Security Solutions 
 

Figure 7 demonstrates that the application of AI-based advanced threat 
security systems outperforms human security systems in threat detection and 
response. Detection times could be as short as 120 seconds for coordinated 
DDoS attacks and up to 180 seconds for APT attacks. Response times for 
mitigation were also significantly reduced, with times as low as 180 
milliseconds for DDoS attacks and 250 milliseconds for APT attacks, ensuring 
minimal disruption to the network. 

Across all levels of threat modeling, success rates varied within a narrow 

range of 90% to 94%, indicating the high efficiency of AI-based systems in 
combating sophisticated threats. False positive and negative rates were 
improved to reduce false threat identification and minimize unnecessary 
measures. For instance, the false negative rates for polymorphic malware 
were as low as 3.0%, ensuring that no serious threats were missed. The 
systems demonstrated high concurrency threat handling performance, 
averaging above 87%, which eliminated downtime and provided time savings 
of up to 7 hours and cost savings of up to $35,000 in APT scenarios. 

The results confirm the effectiveness of applying AI technologies to 
address advanced threats, providing specific and prompt reactions to various 
types of attack scenarios. Future research can extend the current work by 
utilizing adaptive learning models to further improve detection accuracy, 
especially for zero-day and insider threats. Additionally, the adaptation of AI-
based threat analysis could prevent attacks and enhance network security, 
making networks less vulnerable to threats. These advancements would 
ensure that AI becomes an integral part of modern cybersecurity systems. 

 
5. Discussion 
Network limitations and their adverse effects on scalability, dependability, 
security, and energy consumption are key issues examined in this article, 
which includes AI-enabled solutions for contemporary network administration. 
The use of predictive maintenance, anomaly detection, and intelligent 
dynamic resource management clearly reflects the assertiveness of artificial 
intelligence in understanding and improving network performance. This article 
highlights the enhanced achievements of previous works and underscores 
the research gaps that require future investigation. 

The implementation of digital twins in this study extends the work of Jang 
et al. (2023) noted that digital twins are theoretically capable of network 
representation and enhancement (Jang, et al. 2023). Unlike those concepts, 
this research advances their application by presenting enhancements in 
reliability and network adaptability. These results echo Jang et al.’s (2023) 
contribution and build upon their work, offering practical solutions for real-
world applications. 

In previous studies, including the work by Jiang et al. (2022), the energy 
efficiency advantages of AI-based intelligent routing were discussed 
theoretically. This research extends those findings by demonstrating 
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quantifiable gains in energy optimization and incorporating environmental 
factors such as reduced energy usage and CO₂ emissions. By expanding the 
range of factors considered, this study contributes to a more comprehensive 
understanding of sustainable network functioning. 

Over the years, network security has increasingly embraced AI as a tool 
to detect and prevent threats. Some previous works, such as those by 
Moustafa (2021) and Raimundo and Rosário (2021), investigated applied use 
cases in real-time, such as anomaly detection or intrusion prevention. In these 
studies, uses cases are combined with predictive analytics to create a more 
robust security framework. Compared to previous efforts, this approach 
improves threat detection while systematically eliminating potential risks. 

Another pillar of this study, scalability, aligns with other papers by Boudi 
et al. (2021) and Blanco et al. (2023), which noted that AI possesses the 
ability to manage extensive networks. This work focuses on the consistent 
and stable operation of implemented systems while interacting with high-
density networks. However, the study goes beyond technical efficiency by 
connecting scalability with economic factors, such as cost-saving 
perspectives, thereby expanding the practical applicability of the concept. 

Nonetheless, the study has several limitations that merit mention. The 
strong emphasis placed on simulation and model-based datasets restricts its 
application to real-world networks, which may encounter new challenging 
scenarios. As noted by other authors, including Lacava et al. (2022), real-life 
validation is necessary to supplement simulation data, which remains relevant 
today. 

The study also mentions computational overhead as an issue that may be 
limiting, particularly in environments with limited computational power. While 
growth in resource utilization has been observed, the requirement for 
additional computational power might present challenges, especially for less 
developed or resourced networks. Addressing this would necessitate the 
development of new lightweight AI frameworks, as rightly noted by Chithaluru 
et al. (2023), which should be achieved using appropriate hardware 
equipment. 

Furthermore, the study focuses primarily on industries such as industrial 
IoT, smart cities, and telecommunications, where it demonstrates how the AI 
concept can be implemented. However, it does not extensively discuss other 
vital domains such as healthcare IoT or agriculture. Subsequent to this study, 

Minea et al. (2023) indicated that future research will capture data from 
various industries to increase the external validity of the study and to gain a 
better understanding of AI in different networks. 

This article paves the way for future studies in this vital area of 
development, which often presents significant challenges to the practical use 
of AI solutions created to solve various problems. As highlighted by this 
paper, along with works by Hossain et al. (2022) and Hossain, et al. (2022) 
and Xue et al. (2023), the improvement of energy-efficient and adaptive AI 
frameworks will address computational issues. 

Additionally, the study by Jiang and Chen (2022) contributes to a better 
understanding of how AI is transforming different application domains. 
Applying the discussed distributed AI models and edge solutions proposed 
by Boudi et al. (2021) can open prospects for developing network-scale and 
resource-saving approaches to managing next-generation networks. These 
steps would ensure that AI-powered solutions are recognized as the best and 
most innovative in network management. 

 
6. Conclusion 
The article emphasizes that modern network management can be improved 
by using AI-based solutions to address critical issues related to scalability, 
reliability, security, power, and cost. Through analysis, the authors have 
identified a range of performance enhancement strategies, including 
predictive maintenance, anomaly detection, intelligent routing, and the use of 
digital twins across various performance criteria. These results demonstrate 
that the proposed AI solutions can meet the requirements of next-generation 
networks, which are expected to be denser, carry heavier traffic loads, and 
require faster decision-making. 

The conclusions provide evidence of the effectiveness of AI-based 
systems compared to conventional methods, particularly in the areas of low 
latency, efficient resource management, and highly accurate threat 
identification. These enhancements are realized without negatively impacting 
overall scalability or future traffic characteristics, demonstrating the 
intelligence of AI and its flexibility in managing diverse and dynamic networks. 
Additionally, the application of AI in these strategies leads to significant 
reductions in operational costs and environmental impacts, aligning with the 
global approach toward sustainability in technological innovations. 
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and stable operation of implemented systems while interacting with high-
density networks. However, the study goes beyond technical efficiency by 
connecting scalability with economic factors, such as cost-saving 
perspectives, thereby expanding the practical applicability of the concept. 

Nonetheless, the study has several limitations that merit mention. The 
strong emphasis placed on simulation and model-based datasets restricts its 
application to real-world networks, which may encounter new challenging 
scenarios. As noted by other authors, including Lacava et al. (2022), real-life 
validation is necessary to supplement simulation data, which remains relevant 
today. 

The study also mentions computational overhead as an issue that may be 
limiting, particularly in environments with limited computational power. While 
growth in resource utilization has been observed, the requirement for 
additional computational power might present challenges, especially for less 
developed or resourced networks. Addressing this would necessitate the 
development of new lightweight AI frameworks, as rightly noted by Chithaluru 
et al. (2023), which should be achieved using appropriate hardware 
equipment. 

Furthermore, the study focuses primarily on industries such as industrial 
IoT, smart cities, and telecommunications, where it demonstrates how the AI 
concept can be implemented. However, it does not extensively discuss other 
vital domains such as healthcare IoT or agriculture. Subsequent to this study, 

Minea et al. (2023) indicated that future research will capture data from 
various industries to increase the external validity of the study and to gain a 
better understanding of AI in different networks. 

This article paves the way for future studies in this vital area of 
development, which often presents significant challenges to the practical use 
of AI solutions created to solve various problems. As highlighted by this 
paper, along with works by Hossain et al. (2022) and Hossain, et al. (2022) 
and Xue et al. (2023), the improvement of energy-efficient and adaptive AI 
frameworks will address computational issues. 

Additionally, the study by Jiang and Chen (2022) contributes to a better 
understanding of how AI is transforming different application domains. 
Applying the discussed distributed AI models and edge solutions proposed 
by Boudi et al. (2021) can open prospects for developing network-scale and 
resource-saving approaches to managing next-generation networks. These 
steps would ensure that AI-powered solutions are recognized as the best and 
most innovative in network management. 

 
6. Conclusion 
The article emphasizes that modern network management can be improved 
by using AI-based solutions to address critical issues related to scalability, 
reliability, security, power, and cost. Through analysis, the authors have 
identified a range of performance enhancement strategies, including 
predictive maintenance, anomaly detection, intelligent routing, and the use of 
digital twins across various performance criteria. These results demonstrate 
that the proposed AI solutions can meet the requirements of next-generation 
networks, which are expected to be denser, carry heavier traffic loads, and 
require faster decision-making. 

The conclusions provide evidence of the effectiveness of AI-based 
systems compared to conventional methods, particularly in the areas of low 
latency, efficient resource management, and highly accurate threat 
identification. These enhancements are realized without negatively impacting 
overall scalability or future traffic characteristics, demonstrating the 
intelligence of AI and its flexibility in managing diverse and dynamic networks. 
Additionally, the application of AI in these strategies leads to significant 
reductions in operational costs and environmental impacts, aligning with the 
global approach toward sustainability in technological innovations. 
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1. Introduction

Due to the rapidly evolving information and digital technologies, the world is moving 
towards an open data economy (He, Huang, & Zhou, 2023)� Open data can be 
used as a tool to foster innovation and enhance financial services� Customer data 
sources in open banking can help fintech companies provide more innovative 
financial services and better facilities to customers (O’Leary et al�, 2021)� On the 
other hand, these data can also be used as a tool to increase customer trust and 
reduce fraud rates in the financial industry (Zachariadis, 2020)� Therefore, it is 
critical to maintain the accuracy, integrity, and privacy of this data� For the effective 
utilization of open data in open banking, solutions have been proposed to manage 
and uphold quality and privacy� Some of these solutions are (Sullivan, Miller, & 
Montes, 2021)�

�	The use of modern technologies to protect the customers’ privacy, such as 
information encryption and cloud servers;

�	Creating detailed and transparent policies for managing open data and 
protecting customer privacy;

�	Providing training to banking employees and fintech companies regarding 
customer privacy and open data management;

�	Creating effective systems for managing customer consent in open banking 
and maintaining privacy;

�	Creating effective systems to manage access to open data and control access 
to this data;

�	Creating effective systems to manage security risks and maintain the security 
of open data;

�	Creating effective systems for managing and maintaining the quality of open 
data and ensuring the accuracy and correctness of these data�
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Since data quality has various dimensions beyond accuracy and privacy, 
each dimension holds its own significance� This research takes a comprehensive 
approach by considering different aspects of data quality in the realm of open 
banking� In fact, the problem we aim to investigate and solve in this research is 
the neglect and lack of attention to the various aspects of data quality in the field 
of open banking� This oversight can lead to improper performance in providing 
services within this sector� In other words, the services provided in open banking 
may be acceptable in some aspects of data quality, but the lack of attention to 
other aspects of data quality makes the overall performance of the services 
unacceptable� For instance, a service may offer highly accurate data, but this 
information may not be current for the intended activity, or it may be accurate but 
lack acceptable consistency� Therefore, it is necessary to investigate the issue 
of data and its quality comprehensively in the field of open banking� Different 
dimensions of data quality should be considered in this context�

Accordingly, one of the most well-known and cited frameworks in the field of 
data quality, Wang and Strong’s framework (1996), has been used as the basis 
for investigating the dimensions of data quality in the field of open banking� In this 
framework, fifteen dimensions of data quality are defined across four categories� 
In Table 1, these fifteen dimensions are presented along with their definitions and 
corresponding categories�

Table 1. Dimensions of data quality, their definitions and categories  
(Wang & Strong, 1996)

Category Dimension Definition of the dimensions

Intrinsic accuracy The extent to which data is error-free, correct, and 
reliable�

objectivity The extent to which data are unbiased�

believability The extent to which the data is believable�

reputation The extent to which data are trusted or highly regarded in 
terms of their source�
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Despite these enhancements, the study recognizes several limitations that 
provide directions for future work. Since the analyses depend on modeled 
data and simulations, the actual results serve as a form of empirical validation. 
Furthermore, although inference time improvement outweighs potential 
computational costs, further studies are needed to optimize AI algorithms and 
circuit designs that are energy-efficient, making the solutions portable across 
various environments, especially those with limited power supply. 

The article is valuable for enhancing existing knowledge of AI applications 
in network management by offering a framework for evaluation and 
application. It underlines the importance of an 'end-to-end' approach that 
integrates multiple facets of AI to address the complex problems of 
contemporary networks. The research also raises issues on how to sustain 
continued improvement in response to the high dynamicity of both network 
needs and technologies. 

Automated solutions enabled by AI are essential for developing new 
network management paradigms centered around durability and efficiency. 
These technologies, if applied to current and future network challenges and 
opportunities, can extend performance and efficiency indicators in future 
networks. Future developments and case studies of AI use will thus help 
identify its full utilization potential in this area and its integration into various 
industries and structures of international networks. 
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1. Introduction

Due to the rapidly evolving information and digital technologies, the world is moving 
towards an open data economy (He, Huang, & Zhou, 2023)� Open data can be 
used as a tool to foster innovation and enhance financial services� Customer data 
sources in open banking can help fintech companies provide more innovative 
financial services and better facilities to customers (O’Leary et al�, 2021)� On the 
other hand, these data can also be used as a tool to increase customer trust and 
reduce fraud rates in the financial industry (Zachariadis, 2020)� Therefore, it is 
critical to maintain the accuracy, integrity, and privacy of this data� For the effective 
utilization of open data in open banking, solutions have been proposed to manage 
and uphold quality and privacy� Some of these solutions are (Sullivan, Miller, & 
Montes, 2021)�

�	The use of modern technologies to protect the customers’ privacy, such as 
information encryption and cloud servers;

�	Creating detailed and transparent policies for managing open data and 
protecting customer privacy;

�	Providing training to banking employees and fintech companies regarding 
customer privacy and open data management;

�	Creating effective systems for managing customer consent in open banking 
and maintaining privacy;

�	Creating effective systems to manage access to open data and control access 
to this data;

�	Creating effective systems to manage security risks and maintain the security 
of open data;

�	Creating effective systems for managing and maintaining the quality of open 
data and ensuring the accuracy and correctness of these data�
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Since data quality has various dimensions beyond accuracy and privacy, 
each dimension holds its own significance� This research takes a comprehensive 
approach by considering different aspects of data quality in the realm of open 
banking� In fact, the problem we aim to investigate and solve in this research is 
the neglect and lack of attention to the various aspects of data quality in the field 
of open banking� This oversight can lead to improper performance in providing 
services within this sector� In other words, the services provided in open banking 
may be acceptable in some aspects of data quality, but the lack of attention to 
other aspects of data quality makes the overall performance of the services 
unacceptable� For instance, a service may offer highly accurate data, but this 
information may not be current for the intended activity, or it may be accurate but 
lack acceptable consistency� Therefore, it is necessary to investigate the issue 
of data and its quality comprehensively in the field of open banking� Different 
dimensions of data quality should be considered in this context�

Accordingly, one of the most well-known and cited frameworks in the field of 
data quality, Wang and Strong’s framework (1996), has been used as the basis 
for investigating the dimensions of data quality in the field of open banking� In this 
framework, fifteen dimensions of data quality are defined across four categories� 
In Table 1, these fifteen dimensions are presented along with their definitions and 
corresponding categories�

Table 1. Dimensions of data quality, their definitions and categories  
(Wang & Strong, 1996)

Category Dimension Definition of the dimensions

Intrinsic accuracy The extent to which data is error-free, correct, and 
reliable�

objectivity The extent to which data are unbiased�

believability The extent to which the data is believable�

reputation The extent to which data are trusted or highly regarded in 
terms of their source�
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Despite these enhancements, the study recognizes several limitations that 
provide directions for future work. Since the analyses depend on modeled 
data and simulations, the actual results serve as a form of empirical validation. 
Furthermore, although inference time improvement outweighs potential 
computational costs, further studies are needed to optimize AI algorithms and 
circuit designs that are energy-efficient, making the solutions portable across 
various environments, especially those with limited power supply. 

The article is valuable for enhancing existing knowledge of AI applications 
in network management by offering a framework for evaluation and 
application. It underlines the importance of an 'end-to-end' approach that 
integrates multiple facets of AI to address the complex problems of 
contemporary networks. The research also raises issues on how to sustain 
continued improvement in response to the high dynamicity of both network 
needs and technologies. 

Automated solutions enabled by AI are essential for developing new 
network management paradigms centered around durability and efficiency. 
These technologies, if applied to current and future network challenges and 
opportunities, can extend performance and efficiency indicators in future 
networks. Future developments and case studies of AI use will thus help 
identify its full utilization potential in this area and its integration into various 
industries and structures of international networks. 
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Since data quality has various dimensions beyond accuracy and privacy, 
each dimension holds its own significance� This research takes a comprehensive 
approach by considering different aspects of data quality in the realm of open 
banking� In fact, the problem we aim to investigate and solve in this research is 
the neglect and lack of attention to the various aspects of data quality in the field 
of open banking� This oversight can lead to improper performance in providing 
services within this sector� In other words, the services provided in open banking 
may be acceptable in some aspects of data quality, but the lack of attention to 
other aspects of data quality makes the overall performance of the services 
unacceptable� For instance, a service may offer highly accurate data, but this 
information may not be current for the intended activity, or it may be accurate but 
lack acceptable consistency� Therefore, it is necessary to investigate the issue 
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dimensions of data quality should be considered in this context�

Accordingly, one of the most well-known and cited frameworks in the field of 
data quality, Wang and Strong’s framework (1996), has been used as the basis 
for investigating the dimensions of data quality in the field of open banking� In this 
framework, fifteen dimensions of data quality are defined across four categories� 
In Table 1, these fifteen dimensions are presented along with their definitions and 
corresponding categories�
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