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Abstract

The purpose of this research is to develop a theoretical framework for
identifying the causes of non-compliance with digital social
responsibility by organizational employees and to propose relevant
strategies. This study is applied in nature and follows a mixed-
methods approach. In the qualitative phase, thematic analysis was
used, and in the quantitative phase, the ISM (Interpretive Structural
Modeling) method was employed to classify the causes of non-
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compliance with digital social responsibility. The statistical population
included experts in organizational behavior and social responsibility
working within executive bodies in Mazandaran province. Participants
were selected using the snowball sampling method in the qualitative
phase and purposive sampling in the quantitative phase. Data were
analyzed using MAXQDA and Excel software. Subsequently, research
strategies were extracted based on expert opinions and research
findings, and were prioritized using the IPA (Importance-Performance
Analysis) method. The results revealed four overarching themes: (1)
weakness in organizational culture and training, (2) weakness in
management and organizational structure, (3) weakness in
organizational technology, and (4) organizational pressures and
tensions. Among these, the first two themes had the most significant
impact at the organizational level. Additionally, nine key strategies
were identified. Among them, the most important in preventing non-
compliance with digital social responsibility was an action-oriented
approach and the fully implementing all releted rules, laws, and
policies by managers.

Keywords: Digital social responsibility, employees of the
organization, executive of Mazandaran province, rooting and
strategies.

1. Introduction

In today's digital space, the publication of useful and impactful
content has significantly declined, leaving the younger generation
exposed to empty, inappropriate, and undesirable content. Ultimately,
such harmful digital content leads to various negative consequences
for users of virtual platforms (Khatak et al., 2022). Digital social
responsibility represents an effort to foster peaceful engagement
between different communities through adherence to ethical principles
in cyberspace and digital media. However, this essential concept has
largely been forgotten in today’s digital environment (Escra, 2023).

Organizations that prioritize digital social responsibility integrate
social values and standards into their business practices. These values
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and standards may include respecting user privacy, ensuring the
security of personal information, promoting diversity and inclusivity,
adhering to ethical principles and relevant regulations in technology
and digital usage, and taking responsibility for any harm that may be
caused to customers and society (Kung et al., 2023). When such
values and standards are embedded within an organization, employees
engage with ethical principles and adopt appropriate behavior in their
professional conduct. Given these considerations, it becomes evident
that the lack of adherence to digital social responsibility in the virtual
space results in various behavioral issues among employees within
organizations. Therefore, the present study aims to develop a
theoretical framework for understanding the reasons behind
employees' failure to comply with digital social responsibility and to
propose strategies for addressing this issue within executive agencies
in Mazandaran. Based on a review of existing literature, this study has
not been previously examined, making it a novel contribution to the
field. Additionally, its findings will enhance the academic discourse on
the subject. The results of this research, along with insights into the
causes of non-compliance with digital social responsibility among
employees, can be valuable for virtual space users, organizational
employees, digital media task forces, psychologists, consultants, and
relevant managers and officials in this domain. In light of these
discussions, the primary research question emerges: What is the
theoretical framework for the causes of employees’ non-compliance
with digital social responsibility, and what are the strategies for
addressing it?

2. Literature Review

Various theories have been proposed to examine the causes of non-
compliance with digital social responsibility in cyberspace. Exner-
Cortens et al. (2023), in their research, introduced the theory of power
imbalance concerning behavioral harm in virtual spaces. This theory
suggests that individuals with greater power in digital environments
can easily exploit others. In other words, those who hold more power
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in cyberspace can readily humiliate, threaten, and harass others. Such
power disparities can lead to various psychological issues, including
depression and anxiety (Exner-Cortens et al., 2023). Furthermore,
Wakefield et al. (2023) explored the group effect theory in this
context. This theory posits that individuals in virtual spaces may
become part of groups that share distinct lifestyles and perspectives.
In some cases, these groups may promote violence or incite harmful
behaviors. As a result, individuals who join such groups may be
exposed to risks, including violent tendencies and various forms of
threats (Wakefield et al., 2023).

Similarly, Kellerman and Punamaki (2023) investigated the level of
boldness and aggression among adolescents in digital environments.
Their research applied the theory of social function deviation.
According to these researchers, this theory suggests that deviations in
social functions may arise due to the lack of clear rules and
regulations in cyberspace, allowing individuals to act based on their
own perspectives. Moreover, the anonymity provided by the digital
space enables individuals to behave inappropriately without the fear of
being identified (Kellerman & Punaméki, 2023). Considering these
points, other studies, such as those by Kabiri et al. (2022) and
Atkinson & Ayres (2022), introduced the theory of social anomaly.
This theory asserts that cyberspace can foster social anomalies. For
instance, individuals may spread misinformation, engage in online
smear campaigns, or participate in harmful digital movements that
negatively impact others (Kabiri et al.,, 2022; Atkinson & Ayres,
2022).

Finally, the ethical theory is also relevant in this discussion. This
theory argues that non-compliance with digital social responsibility
may stem from a disregard for moral principles. For example,
individuals may engage in unethical behavior in virtual spaces due to
the absence of a well-defined ethical culture. Additionally, a person
identified as a digital miscreant may be labeled as such due to their
violation of ethical norms (Brock et al., 2023).
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3. Methodology

The present study is applied in nature and falls within the category of
mixed-method research. In the qualitative phase, data were collected
through a literature review and interviews with experts. The sampling
method in the qualitative phase follows the snowball technique, while
in the quantitative phase, purposive sampling is used.

The development of the theoretical framework is based on thematic
analysis, which ultimately identifies overarching, organizing, and
basic themes. The theoretical framework is structured using the ISM
(Interpretive Structural Modeling) method, leading to the formulation
of practical and executable strategies. Finally, these proposed
strategies are assessed and prioritized using the IPA (Importance-
Performance Analysis) method.

4. Results

The research findings identified a total of 87 basic themes, 15
organizing themes, and 4 overarching themes, which include
organizational culture and training, organizational management and
structure, organizational pressures and tensions, and weaknesses in
organizational technology. Among these factors, organizational culture
and training, as well as organizational management and structure,
were found to be the most influential.
Ultimately, nine key strategies were proposed for executive
organizations:
1. Developing and implementing a Digital Social Responsibility
(DSR) Charter (D1)
2. Utilizing monitoring and tracking technologies to oversee
employee behavior and activities by managers (D2)
3. Establishing a clear process for reporting digital social
responsibility violations (D3)
4. Conducting regular training sessions and workshops for
employees on digital social responsibility policies and
regulations (D4)
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5. Publishing educational and informative content on responsible
technology use and ethical online behavior (D5)

6. Implementing a reward and penalty system, including
reprimands and dismissals, for digital social responsibility
violations (D6)

7. Maintaining continuous communication with employees and
addressing their questions and concerns regarding digital
social responsibility (D7)

8. Raising awareness among employees about the consequences
of failing to uphold digital social responsibility (D8)

9. Ensuring proactive enforcement and execution of all
regulations, policies, and strategies related to digital social
responsibility by managers (D9)

Among these strategies, proactive enforcement and execution of all
digital social responsibility policies and regulations by managers (D9)
was identified as the highest priority.

5. Conclusion

In conclusion, the study highlights the critical role of organizational
culture, training, management, and structure in shaping digital social
responsibility (DSR) within organizations. The findings emphasize
that while organizational pressures, tensions, and technological
weaknesses contribute to DSR challenges, a strong cultural and
managerial framework has the most significant impact. The proposed
strategies focus on policy implementation, employee training,
monitoring, communication, and accountability, with managerial
commitment to enforcement identified as the top priority. By adopting
these strategies, organizations can foster a responsible digital
environment, mitigate ethical risks, and ensure sustainable digital
practices.
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