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Computer crimes are crimes unique to computer spaces and electronic data,
which can also go beyond the borders of a country and find an extraterritorial and
international description. This type of crime, while being committed in a limited
space, may have irreparable effects and even target a country or several parts of
the world. In order to effectively deal with this type of crime, the legislator passed
the Electronic Commerce Law in 2003 and then the Computer Crimes Law in
2009. Considering the existing regulations, although such a measure itself was
necessary and essential, determining punishment for computer crimes without
scientific attention and consideration of all important and strategic requirements
and principles will not be fruitful. The present study, which was written using an
analytical-applied method and using library resources, seeks to present the
requirements governing the determination of punishment for this type of crime, by
separating negative from positive requirements, in such a way that the legislator, in
the capacity of punisher, can take steps towards effectively combating computer
crimes by taking these requirements into account and reducing the inefficiency of
existing punishments. The purpose of this study is to attempt to formulate extra-
legislative requirements that, with a more complete view and based on existing
principles, objectives, and realities, improve the situation of punishment for crimes
in this area.
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