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The main goal of this research is to identify the factors and components of
information technology security with the approach of professional ethics policies of
employees in the country's municipalities. This research is applied-developmental
and exploratory in nature. The methodology of the research is qualitative and has
been conducted using semi-structured interviews with experts. Sampling was done
by snowball method from two groups of scientific-academic experts and executive
experts and theoretical saturation was reached after 12 interviews. The data from the
interviews were analyzed using Maxqda 2018 software and thematic analysis
method. The findings of the research showed that among the variables examined in
the current research, the average of information technology security based on
professional ethics policies was equal to 2.97 and among its indicators, the structural
index was the highest and the behavioral index was the highest. They had the lowest
average. The results of qualitative data analysis show 6 dimensions (professional
ethics, commitment and responsibility, creativity and innovation, human resource
management, human resource performance and organization structure) and 22
organizational themes and 210 themes. It was the base. The results showed that
success in providing information technology security in municipalities requires
simultaneous attention to three contextual, behavioral and structural dimensions. It
also shows that organizations that have been able to institutionalize the principles of
professional ethics in their organizational culture, in case of security problems, have
more ability to manage and control damages.
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Extended Abstract

Introduction

With the advent of networks and easy access to the
Internet, more information is being processed and
transmitted through this platform, and more
information is recorded and stored digitally and is
being reproduced at a faster rate. Along with these
changes, threats, destruction and theft of
information have also increased, hence
maintaining the security of the information
exchange area is considered one of the most
important goals of the development of information
and communication technology. Information
systems rely on hardware, software, data, controls,
procedures and people in an organization. All of
these elements require adequate management and
effective management systems to protect the
confidential information of the organizations
involved, and these functions require special
security controls to protect them. The life of
organizations is closely related to their information
systems. To solve a security problem, a company
must use knowledge, technology and
comprehensive organizational rules. Information
technology security management is increasingly
intertwined with professional ethics policies and
emphasizes the need for ethical frameworks to
guide cybersecurity actions. Ethical discussions in
the organizational sphere show the difference
between economic performance (revenues, costs,
and profits) and social performance (the
organization's obligations to others, both internal
and external). Municipal employees have
numerous ethical problems that affect the
performance of the municipality, the privacy of
citizens, and even national security. Employees
may access and misuse confidential information of
citizens for personal or commercial purposes. This
information can include financial, personal, or
even information related to municipal projects.
Sharing  confidential information  with
unauthorized persons, whether intentionally or
unintentionally, can lead to information leakage.
This can damage the reputation of the municipality
and undermine the trust of citizens. The lack of
appropriate monitoring systems and the lack of
regular review of employee activities can provide
opportunities for abuse for some individuals.
Finally, the lack of an information security culture
in the organization can cause employees not to
realize the importance of this issue and not to take
the necessary measures. Given that no study was
found in this field that provides solutions to

managers and employees in the field of ensuring
information technology security based on
professional ethics, it is necessary to mention the
question here: what factors and components exist
for ensuring information technology security with
the approach of professional ethics policies for
employees of the country's municipalities?

Methodology

This research is classified as applied-
developmental research and, given its exploratory
nature, seeks to analyze and explain in depth the
factors and components of ensuring information
technology security with a focus on professional
ethics policies for employees in the country's
municipalities. Given that the research topic is in
the early stages of conceptualization, a qualitative
approach using the content analysis method was
chosen as the main research strategy.

Results and Conclusion

In the present era, when information technology
plays a pivotal role in all areas of urban
management, the issue of ensuring data and
information security has become one of the
fundamental challenges for municipalities.
Municipalities, as non-governmental public
institutions, deal with a huge volume of citizens'
personal information, financial data, legal
documents, and urban planning documents on a
daily basis, and protecting them against cyber
threats and possible abuses is a vital matter. In this
regard, the role of the human factor, and in
particular, the observance of professional ethics by
employees, is doubly important. The present study
aimed to identify the factors and components of
ensuring information technology security with the
approach of employee professional ethics policies
in the country's municipalities. The findings of this
study show that success in ensuring information
security requires simultaneous attention to three
contextual, behavioral, and structural dimensions.
Previous studies show that continuous training in
the field of professional ethics can reduce security
risks by up to 60 percent and have been more
successful in preventing security incidents. This
study emphasizes that in order to achieve a
desirable level of information technology security
in municipalities, a comprehensive and integrated
approach must be adopted in which, in addition to
technical and technological aspects, special
attention is paid to human and ethical dimensions.
They have also all emphasized the pivotal role of
professional ethics in the success of information
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security programs. All of these studies, despite
differences in the statistical population and
methodology, have reached similar results
regarding the pivotal role of professional ethics in
ensuring information security. The ethics-based
approach to information security management has
become a competitive advantage, beyond an
organizational requirement. Also, the alignment of
results regarding the effect of professional ethics
training on reducing security risks reveals the
importance of investing in this area. Studies show
that organizations that conduct regular training
programs in the field of professional ethics have
experienced a 60% reduction in security incidents.
In addition, the alignment of results regarding the
importance of a flexible and responsive
organizational structure indicates the need to
review traditional structures and move towards
more agile models. These findings collectively
confirm  the  three-dimensional  approach
(contextual, behavioral, and structural) of the
present study, which has attempted to consider all
aspects affecting information security with a
comprehensive and integrated view.

In this regard, it is suggested that municipalities
prepare the ground for improving the level of
information security by formulating clear ethical
policies, holding regular training courses, creating
incentive systems for desirable security behaviors,
and  continuously  monitoring  employee
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