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Objective: This study aims to clarify the components and
indicators of cyber power within the defensive-security
dimension.

Methodology: The research is applied and developmental in
terms of its objective, descriptive-case study in terms of its
nature, and uses a mixed (qualitative and quantitative) approach
for data analysis. The statistical population of this study consists
of 50 experts and specialists in the field of cyberspace. For the
statistical analysis of quantitative data, the data collected from a
researcher-designed questionnaire were examined using Smart
PLS software.

Findings: The results of the study led to the identification of
four components within the defensive-security dimension of
cyber power: the development of cyber defense and passive
defense, strengthening the cybersecurity of critical and sensitive
infrastructures, equipping with cyber technologies and weapons
for deterrence, and organizing and structuring specialized cyber
forces. Additionally, 41 indicators were identified.

Conclusion: Overall, the study showed that efforts to achieve
indigenous knowledge, establish a cyber command and control
center, enhance cybersecurity indicators, and acquire the
necessary readiness to counter cyber threats in the defensive-
security dimension are of significant importance. A thorough
understanding and recognition of this issue by elites and
policymakers will lead to the development of policies and plans
for securing cyber resources, equipping with advanced
technologies, and strengthening cyber power in this field.
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Identifying and Ranking of Components and Indicators
of Cyber Power in the Defensive-Security Dimension

Khodadad Halili' Seyyed Alireza Motahari’
Extended Abstract

Introduction

In recent years, the priorities of national leadership have shifted
toward the utilization of cyberspace, with emerging cyber
technologies facilitating the reconfiguration of power in the form
of cyber power (Halili et al., 2018). Achieving cyber power can
serve as a strategic asset for a country in safeguarding the core
objectives of the Islamic Revolution, addressing political,
economic, and defense weaknesses, and expanding its cross-
border influence. Although the concept of cyber power has been
linked to phenomena such as the diffusion of power and the
erosion of government authority (Nye, 2011), overcoming the
crises and challenges generated by these shifts also requires
navigating cyberspace and leveraging cyber technologies. The
characteristics of cyber power bear similarities to national
power, with the same phenomena observed within cyberspace, a
focus of this study. Scientific research and the discursive
development of cyber power in the defense and security
dimensions foster convergence among stakeholders, leading to a
shared understanding that supports policymaking in this domain.
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Such convergence also encourages investment and strategic
decision-making in using cyber power as a driver of cyber
authority. A strategic neglect of the power-seeking behavior of
great powers in cyberspace and the lack of preparation for equal
engagement in cyber warfare stem from a lack of forward-
looking perspectives and misjudgments about the resources and
capabilities tied to cyber power, necessitating action on this
issue. The main objective of this research is to identify the
components and indicators of cyber power in the defense and
security dimension, with the following sub-objectives:

a) Conceptualizing cyber power, b) Cataloging the components
and indicators of cyber power in the defense and security
dimension, ¢) Cataloging the macro indicators of cyber power in
the defense and security dimension and prioritizing them.

Methodology

This research is applied-developmental in purpose, descriptive-
case in nature, and employs a mixed (qualitative and
quantitative) methodology for data analysis. The statistical
population includes 50 experts in cyberspace. For the
quantitative data analysis, the data collected via a researcher-
designed questionnaire were examined using Smart PLS
software (Davari, 2014).

Findings

The results of the study led to the identification of four
components within the defense and security dimension of cyber
power: the development of cyber defense and passive defense,
strengthening the cybersecurity of critical and sensitive
infrastructures, equipping with cyber technology and weapons for



deterrence, and organizing and structuring specialized cyber
forces. Additionally, 41 indicators were identified.
The findings indicate that within the defense/security dimension,
the component "Equipping with technology and cyber weapons
for deterrence” ranks first. Among the indicators within this
dimension, the top three are: “Capabilities for acquiring
indigenous knowledge of cyber weapons,” “Status of centralized
command and management in the defense, security, and military
fields,” and “Country’s global cybersecurity index rank.”
Furthermore, all components and indicators in this dimension
yielded values greater than 1.96.
The five macro indicators of the defense/security dimension of
cyber power, ranked in order of importance, are as follows:
1. Capabilities for accessing indigenous knowledge of cyber
weapons
2. Status of centralized command and control in defense,
security, and military fields
3. Country's Global Cybersecurity Index (GCI) ranking
4. Level of readiness to deal with espionage, information
disclosure, and privacy violations in cyberspace
5. Level of development of data-driven companies in the
field of cyber weapons production

Conclusion

This study underscores the importance of acquiring indigenous
knowledge, establishing a cyber command and control center,
enhancing the cybersecurity index, and preparing to confront
cyber threats within the security defense dimension. A deep
understanding of these issues by elites and policymakers will



guide the formulation of strategies to secure cyber resources,
equip with advanced technologies, and enhance cyber power in
this domain.
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