Geography (Regional Planning)

Autumn 2024. Vol 14. Issue 56
ISSN (Print): 2228-6462 - ISSN (Online): 2783-2112
Journal Homepage: https://www.jgeogeshm.ir/

Environmental and Geographical Spaces and Their Impact on Cyber-Crimes with an
Emphasis on Terrorism Against the Iranian Government

Ali Yarikhah”

1. Researcher of the specialized doctoral course in criminal law and criminology, University of Tehran, Tehran, Iran.

ARTICLEINFO

Abstract

PP: 456-467

Use your device to scan and
read the article online

Keywords:
Environmental Anatomy,
Cyber Terrorism,
Environmental Geography,
Culture Building, National
Security

In general, geographers, relying on the old theory of the influence of climate,
have said that the basic lines of countries are from natural data (geographical
determinism). In the geographical school, the realities of social life are explained
based on the influence of geographical factors. What is certain is the influence of
geography on the individual and society. This influence is sometimes direct and
sometimes indirect. To the extent of the growth of the human individual and the
civilizational progress of society, liberation from geographical determinism is
achieved to its extent. Just as this growth can be limited by the dominance of
other factors such as economic, racial and environmental factors. Now, the
geographical factor can form different forms as an accelerating or decelerating
factor; but there are always degrees of extensive possibilities and a wide variety
of choices, although what is chosen is not itself the result of absolute human
choice. In today's world, the economic structure and service delivery of many
countries are based on information and communication technologies, so it can be
said that cyber terrorism is more dangerous than traditional terrorism. Groups
opposing the Islamic Republic of Iran also use this tool in different geographical
environments to harm the country's national interests. In the present study, the
impact of geographical spaces on the cyber terrorism space against the Iranian
government has been examined through the library study method.

Citation: Yarikhah, A. (2024). Environmental and Geographical Spaces and Their Impact on Cyber-
Crimes with an Emphasis on Terrorism Against the Iranian Government. Geography (Regional

Planning), 14 (56), 456-467

DOI: 10.22034/jge0q.2024.485947.4158

* Corresponding author: Ali Yarikhah, Email: bebdaco@gmail.com
Copyright © 2024 The Authors. Published by Qeshm Institute. This is an open access article under the
CC BY license (https://creativecommons.org/licenses/by/4.0/).



457 Yarikhah: Environmental and Geographical Spaces and Their Impact on Cyber-Crimes with ...

Extended Abstract

Introduction

Today, information technology has entered all
aspects of life, regardless of geographical
location, but this growth, despite its advantages,
has also had negative aspects. On the one hand,
computer crimes are preferred over other ways
of committing crimes due to their characteristics:
because the way they are committed is easy, and
on the other hand, with the advancement of
computer technology, the ways of committing
crimes have become more technical and
specialized, and the ways of dealing with them
have become more difficult. One of the
characteristics of information technology,
especially the Internet, is the possibility of
organizing and preparing an organized attack
from long distances against predetermined
targets, and it allows attackers to act against their
targets and cause disruption. In today's world, it
is seen that some terrorist acts are carried out by
accessing protected information. Information
terrorists cause serious security damage that can
lead to acute crises. It is important to note that in
new perspectives on security, the entire human
community, from the individual to the largest
international institutions, as well as all
environmental  spaces and  geographical
environments and different territories, can be
considered a source of threats. According to
Robert Mandel, from a conceptual perspective,
this transformation has had three stages: the
limitation of national sovereignty, the increase in
global interdependence, and finally the increase
in chaotic and chaotic conflicts. In the simplest
conception of the consequences and results of
malware disrupting the functioning of computer
and telecommunications systems depends on the
manufacturer or  programmer of the
aforementioned malware. On the other hand,
some computer malware, with the help of people
called intruders, have the ability to perform
actions that are almost impossible in the physical
world. Terrible results on computer and
telecommunication systems through computer
espionage, data theft, destruction of computer
programs and data, destruction of computer
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