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Background and Objective: In an increasingly complex defense
landscape, particularly in the cyber domain, the armed forces must
adapt to meet new challenges. This research aims to define the
cognitive readiness ecosystem essential for cyber defense,
highlighting the key components and influencing factors involved.
Methodology: This study employs a mixed-methods approach,
combining qualitative and quantitative strategies. Meta-
composition and content analysis were used for qualitative data,
while descriptive statistics and factor analysis, aided by SmartPLS
software, focused on validating the conceptual model.

Findings: Our analysis shows that cognitive readiness in cyber
defense includes dimensions such as personnel readiness, cyber
technologies, and cognitive processes, influenced by various
factors. Confirmatory factor analysis revealed significant
relationships between these dimensions and their constructs,
confirming that our data aligns with the proposed factor structure.
Conclusion: Cyber defense readiness is a cohesive ecosystem
consisting of processes, technologies, and environmental factors.
By identifying the cognitive readiness needed for effective cyber
defense, we enable personnel to transfer their knowledge across
different scenarios, minimizing retraining needs and enhancing
overall operational efficiency. This approach strengthens our
future defense capabilities.
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Extended Abstract

Introduction:

The increasing usefulness and reliance on cyber systems for military
operations, the expansion of conflicts to this space, and the use of
technologies in this area in the form of cyber weapons to threaten
countries in the form of cyber warfare have revealed the need to
develop and expand the concepts of cyber defense readiness as a
strategy to prevent and reduce damage to the national interests of
countries. This space, as an ecosystem with a technological-social
nature, has the dimensions of technology, humans (defender, attacker,
and user), and processes[1]. Defending such a space also requires a
systems approach that, in addition to its physical, informational, and
cognitive layers, includes technological, process, and other
components and factors that affect it. By identifying the cognitive
limitations of human agents in the face of cyber threats and attacks, this
approach identifies the cognitive readiness required for cyber defense
and allows them to transfer their learning from one system or scenario
to another, often without the need for retraining.[2]

Methodology:

This research, based on its objective is applied, employs a descriptive
and analytical method, and in terms of its approach, it is a mixed-
methods study of the sequential exploratory type. In the qualitative part
of the research, the factors affecting the cognitive readiness of cyber
defense and its constituent components were identified using a
qualitative method of meta-synthesis and content analysis with open,
axial, and selective coding. In the next stage, the initial model was
completed and modified based on the opinions of experts. The
validation of the designed model was obtained using a researcher-made
questionnaire by holding focus group sessions in the presence of
experts. The sample size, calculated using Cochran's formula for an
undefined population, was 155. A questionnaire with 63 questions was
provided to the statistical community of the quantitative section of the
research. For the analysis of quantitative data, descriptive statistics
were used, and for evaluating the fit of the conceptual model of the
cybersecurity cognitive preparedness system, structural equation
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modeling, factor analysis (first and second order), and the Smart PLS
software were employed.

Findings:

After combining similar codes, subcomponents and components were
identified and grouped together to form concepts, and categories were
created from the combination of similar concepts. As a result of coding,
removing duplicate codes, and final data summarization, 63 codes, 4
concepts  (dimensions) including cybercognitive technologies,
cybercognitive processes, cognitive readiness components and factors
affecting cyber defense cognitive readiness, and 9 main components
including artificial intelligence technology, data mining technology,
immersive technology, cybercognitive situational awareness, cyber
self-awareness, main cognitive executive functions, high-level
cognitive functions, perception of environmental factors and enabling
resources with relevant subcomponents were identified and extracted.
Finally, by inviting experts again and forming focus groups during two
stages, experts confirmed the overall work, proposed corrective points
of view, and the final validation of the conceptual model was carried
out.
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Figure 1. Conceptual model of cyber defense cognitive readiness ecosystem



150  The ecosystem of cyber defense cognitive... /Morteza Talebiand Hasan Mahjoub

It is a hierarchical model, to more accurately measure the main
structure of cyber defense cognitive readiness, two levels of structures
have been designed. For model fitting in structural equation modeling,
measurement model fitting, structural model fitting, and general model
fitting have been used.

To fit the measurement model, the reliability criteria of the indicator
(combined reliability and factor loading coefficients), convergent
validity (shared variance root), and model divergence (Fornell and
Larker criterion) were used.
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Figure 2. Model of constructs, components, and indicators of the cyber defense
cognitive readiness ecosystem

Since the research model is hierarchical, the factor loadings of the
questions, constructs, and components must also be calculated.
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Calculating the significance coefficients of the factor loadings shows
that all factor loadings are significant at the 95% confidence level.

- Composite Reliability:
The composite reliability of the components and constructs is greater
than 0.7.

- Convergent Validity of the Model:

The Average Variance Extracted (AVE) for all constructs is greater
than 0.5.

- Discriminant Validity of the Measurement Model:

Fornell and Larker criterion: The square root of the shared variance of
all constructs in the higher-level cognitive functions and executive
functions (matrix diagonal values) is greater than the correlation of
each construct with other constructs (matrix cell values), confirming
the convergent validity of the model using the Fornell and Larker
criteria.

- Structural model fit assessment

The structural part of the model indicators (Q2 criterion and Red
variability) also shows that the relationships between the latent
constructs are correctly mapped.

- Overall model fit assessment

According to the above, the overall model fit indices (GOF and SRMR
criteria) also show that the overall cyber defense cognitive readiness
model has an acceptable fit.

Discussion and Conclusion

The most valuable skill or characteristic of a cybersecurity workforce
is cognitive readiness, enabling individuals to transfer their learning
from one system or scenario to another, often without requiring
retraining. In this research, cognitive readiness emphasizes mental
preparedness and the set of knowledge, abilities, and skills necessary
for effective performance by cyber defense personnel when
confronting cyber environmental factors.

Analysis of the findings reveals that the cyber defense readiness system
is a cognitive ecosystem comprised of processes, technologies,
cognitive readiness components, and environmental factors influencing
it, forming a socio-technical ecosystem with components including
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input, process, output, feedback, environmental factors, and
consequences. The final model obtained indicates that in cyber defense
operations, adopting a purely technological approach without
considering the knowledge, skills and qualifications of cyber defense
personnel is doomed to failure.

In this research, effective cyber defense requires addressing
dimensions such as; the cognitive readiness of cyber defense personnel,
cyber technologies (to reduce cognitive load and improve cognitive
skills), cyber cognitive processes (such as situational awareness and
self-awareness), environmental factors, and enabling resources. This
approach has attempted to identify the cognitive readiness required for
cyber defense by identifying the cognitive limitations of human factors
when facing cyber threats and attacks.

Given the importance of the cognitive aspects of cyber defense users,
technologies, and cyber-cognitive technologies, the following
suggestions are offered for future research in this area:

* Employing emerging technologies such as artificial intelligence,
immersive technologies, and big data to reduce cognitive load and
enhance the cognitive preparedness components of cyber defense
personnel

* In the strategic programs for improving the cyber readiness of the
Islamic Republic of Iran's armed forces, the cyber defense ecosystem
approach of this research and the empowerment and enhancement of
cognitive competencies alongside technical competencies should be
considered
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