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Introduction

Biometrics, which has a lot in common with information banks, is considered one of the
important features of the security-industrial complex of the 21st century. With the
alignment of biological technologies and digital revolutions at the end of the 20th century,
biometric potentials have found a new life in the age of security. With the revelation of
the interdependence of post-9/11 security initiatives and the dynamics of late capitalism,
biometrics has become widely used in both border security and the economic growth pole
of the 21st century. In fact, it can be said that biometric technologies have become a new
arm and tool of the government in the field of governance. While this new tool can
improve the government's security, it also brings concerns as mentioned. At present, the
meeting place of these concerns with biometric technologies is the threshold and border of
countries. One of the most basic and obvious functions of the modern government is to
protect the physical borders of the country and prevent the entry of unauthorized citizens
and undesirable elements. These nationals and undesirable elements can be illegal
immigrants, terrorists, and people with infectious diseases or smuggled goods. By
developing biometric tools, governments are expanding their governance tools to better
control and monitor their citizens and surrounding borders.

Methodology

This research seeks to answer the question of whether modern governments use biometric
technologies as a new tool for governance. And in which fields has the use of biometric
technologies become more prominent? It seems that since these technologies are mostly
established at the entry points and borders of the countries, our focus is mainly on the use
of biometric technologies at the entry points and borders of the countries and related
issues. This research is written in a descriptive-analytical way and in the form of two
parts. In the first part, on the basis of library and documentary sources, the effect of
biometric technologies on the governance of governments has been investigated, and in
the survey part, to answer the question of what role and impact of biometrics on the
governance of the government do they have a questionnaire was designed and studied in
four dimensions. This questionnaire contained 30 questions, which were given to the
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respondents in different formats according to the nature of the research.
Result and Discussion

According to the survey and descriptive findings of the research, it can be said that
identity is one of the tools of governance and one of the most important components of
the emergence of modern governance. Undoubtedly, the transformation of the government
into a regulatory government or a regulatory ruler instead of welfare and police
governments in the previous centuries shows the importance of monitoring and control
methods in a regulatory manner. In the field of governance, this situation allows
governments to take more informed actions for the public good and to advance their own
goals.

Consequences of the influence of biometrics on the quality of

governance

Dimensions

under
consideration

Negative consequences on
governance

Positive consequences on governance

Possibility of misdiagnosis
The possibility of information
and data theft
Constant feeling of being

Facilitating government services such as
national identity card, driver's license and
passport control
Prevent fraud

rights challenges
The possibility of invasion of
privacy

Security watched Fear of being Security areas such as identifying
dimension watched terrorists
The possibility of abuse by The possibility of tangible and intangible
subversive and terrorist monitoring
groups Creating large identity information bank
systems
bolit The possibility of violating Applications of border control and
olitical individual freedoms immigration
dimension Failt oo ey Review of citizens' records
P Holding elections and voting systems
The possibility of disclosure
of genetic and personal
information
Legal Fear of creating Criminal identification
dimension discrimination and human Civil identification

Communication
dimension

Preparation of extensive databases
Ability to monitor and analyze quickly
Saving search time
Establishing a link between local, national
and regional scales

Conclusion

As mentioned in the theoretical research literature, basically two types of general
approaches to the study of state can be identified. The first approach can be based on the
views of Machiavelli and Hobbes. This type of approach usually seeks to consolidate the
state's sovereignty and expand its authority in different layers of society. This view is
exactly opposite to Plato's idealistic approach. According to the research findings in this
case, it can be said that biometric technologies are more closely related to the views of
Machiavelli and Hobbes towards the state. These technologies, especially in the three
security, political and legal dimensions, sacrifice individual and civil liberties to
consolidate the state's sovereignty. The quality of government governance in all four
dimensions examined in this research (security, political, legal and communication)
increases significantly through the use of biometric technologies, but the ethical
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challenges and consequences significant negatives have also emerged with the emergence
of biometric technologies that cannot be easily ignored. In fact, it can be said that with the
advent of biometric technologies and its application in governance, a kind of duality has
been created between increasing the quality of governance and the loss of individual
freedoms and privacy. It seems that the governments insist on increasing the quality of
governance in this duality. Accurate monitoring of citizens, constant surveillance and the
resulting sense of security are undeniable for consolidating governments' sovereignty and
increasing their efficiency. Developed countries have made significant progress especially
in this field. One of the successful examples mentioned in this research is the possibility
of accurate and up-to-date monitoring of the borders and control of the immigration issue.
In this type of governance based on biometrics, governments can easily exclude the
undesirable citizen, who can be an illegal immigrant, criminal, etc., from many social
services by entering a few codes and deprive the civil society in such a way that the
possibility of living in that society is denied to them and inevitably submits to the power
of the government. Of course, reaching such a point requires huge infrastructure
investments in the field of information technology. By comparing the situation of
developed countries with Iran, we will realize that Iran is just at the beginning of this
road. In Iran, bio-sensing technologies are being developed in a variety of fields, from
presence and absence of offices, digital signatures, bank accounts, etc. to national smart
cards. But the lack of integration of data collection systems and security concerns about
information theft and disclosure can act as an obstacle in the way of biometric governance
in Iran. In the last few years, one of the most important areas where biometric
technologies could increase the quality of governance in Iran as an arm of the government
is the issue of the migrant crisis. Biometric data and information in this case can be very
helpful for policy makers and planners to make the best decisions and measures.
However, as the findings of the research showed, in Iran legal and legal challenges,
security challenges, economic and sanctions-related challenges, cultural challenges and
lack of system integration all go hand in hand and it has created big obstacles in the way
of transitioning to the rule based on biometrics.

Keywords: Biometry, State, Iran, Border, Governance.
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