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In this paper, the challenges to the implementation of the IT audit
process in lIran's banking network have been identified through a
number of case studies in four large Iranian banks. The data has been
collected through conducting 20 interviews with experts in both IT
management and IT audit fields of the mentioned credit institutions,
and reviewing some of their internal documents. In this research, 20
cases of the main challenges and problems in the implementation of
the IT audit process were identified. The findings of the research
showed the existance of "Lack of independence and existence of
common financial interests”, "Inability to establishing communication
between IT audit unit and IT unit”, "Inappropriate organization and
administrative structure of the entity under audit”, "Lack of
specialized information technology knowledge and necessary
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capabilities” information technology audit”, "insufficient experience
and inappropriate records of information technology auditors”, "lack
of wvalid training courses and lack of auditors having valid
international certificates and documents of information technology
audit" and "insufficient self-confidence of auditors", are among the
main challenges to the implementation of the audit process that is
considered information technology.

1. Introduction

In this paper, the challenges to the implementation of the IT audit
process in Iran's banking network have been identified through a
number of case studies in four large Iranian banks. The data has been
collected through conducting 20 interviews with experts in both IT
management and IT audit fields of the mentioned credit institutions,
and reviewing some of their internal documents. In this research, 20
cases of the main challenges and problems in the implementation of
the IT audit process were identified. The findings of the research
showed the existance of "Lack of independence and existence of
common financial interests”, "Inability to establishing communication
between IT audit unit and IT unit”, “Inappropriate organization and
administrative structure of the entity under audit”, "Lack of
specialized information technology knowledge and necessary
capabilities” information technology audit”, "insufficient experience
and inappropriate records of information technology auditors”, "lack
of walid training courses and lack of auditors having valid
international certificates and documents of information technology
audit" and "insufficient self-confidence of auditors", are among the
main challenges to the implementation of the audit process that is
considered information technology.

Among the most effective ways of evaluating and crediting the
financial and management reports calculated with the help of
information technology tools is information technology audit. Today,
information technology control and audit have become an important
mechanism to ensure integrated information systems and financial
reports of organizations to prevent heavy financial failures in the
future.

According to the Central Bank regulations, Iranian banks have
been required to perform the information technology audit process and
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provide related reports in accordance with the ISACA ITAF. The
evaluation shows unfavorable results. According to the issues raised,
this research tries to use Stoll and Havelka's model (Stoll and Havelka,
2021), which lead to the successful implementation and improvement
of information technology audit quality, including "organizational
factors™, "control factors™ and "Individual factors of the auditor" has
been devoted to the detailed analysis of problems, challenges and
enabling and inhibiting factors in the field of challenges of

implementing the IT audit process in the banking network of Iran.

2. Literature Review

"Information technology audit"” is the inspection of the organization's
IT systems and infrastructure to ensure that standards and guidelines
are followed, documented, have the necessary efficiency, and operate
effectively in line with business goals (ISACA, 2015a). The need for
optimal implementation of the IT audit process has been recognized
by many researchers as the main concern of many organizations
today. Studies have mainly focused on IT audit concepts, dimensions,
patterns and frameworks that can be used to properly implement the
IT audit process. In this paper, considering that our focus is on
reviewing IT audit challenges, articles have been reviewed and
evaluated that mostly deal with the main challenges that most
organizations face in this field. Information technology audit in banks
is different from other organizations due to the sensitivity of business,
complexity of operations, unique regulations, different characteristics
and security needs, high-risk environment, the importance of
maintaining customers' financial information and data confidentiality,
and auditors should pay attention to General frameworks should be
used to review and evaluate the information technology field of banks
using the specific security standards and regulations of this industry.

3. Methodology

In the first stage, it has been helped to review the theoretical
foundations and extract categories, concepts and key codes of the
challenges of implementing the information technology audit process,
and then in the second stage, each of the mentioned categories,
concepts and key codes, according to the information obtained from
the face-to-face interviews It has been analyzed with the participants
and experts' opinions of both information technology and information
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technology audit. In order to accurately assess the problems,
challenges and enabling and inhibiting factors in the optimal
implementation of information technology audit, the information
technology area of 4 Iranian banks (as a representative of four types of
banks in the country including: government commercial, specialized
government, semi-private and fully private), to conduct a case study
has been selected. The current research is fundamental-applied in
terms of research directions and a case study in terms of research
strategy. The main tool for collecting information and data is through
interview, observation and review of collected documents and
documents, and therefore its approach is qualitative.

4. Results

The categories, concepts and the number of 20 key codes regarding
the challenges of implementing the IT audit process were extracted
based on the research literature and Stoll and Havalka's model (2021)
and according to the information obtained from the interviews with
the participants and the opinions of experts in both IT fields and
Information technology audits were analyzed. The results indicate that
"Lack of independence and existence of common financial interests",
"Inability to establish communication between the information
technology audit unit and the information technology unit",
"Inappropriate organization and administrative structure of the entity
under audit”, "Lack of specialized information technology knowledge
and capabilities” The necessity of information technology audit",
"Insufficient experience and inappropriate records of information
technology auditors”, "Lack of valid training courses and lack of
auditors having international valid information technology audit
certificates and documents” and “Insufficient self-confidence of
auditors”, are among the main challenges of implementing the
process. It is an information technology audit.

5. Discussion and Conclusion

Information technology audit is the main way to measure the
effectiveness of information technology services, guarantee its
efficiency and avoid threats and risks. In this paper, the challenges of
implementing the IT audit process in Iran's banking network were
identified through a case study in four large Iranian banks. The data
has been collected by conducting twenty 45-minute interviews with
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experts in both IT management and IT audit fields of the mentioned
credit institutions and reviewing some of their internal documents. In
this research, 20 cases of the main challenges and problems of
implementing the IT audit process were identified. Recognizing these
challenges, while providing the background for future studies
regarding the formulation of IT audit implementation frameworks and
models for researchers, helps credit institutions to identify these
challenges and take effective measures to implement the IT audit
process. The study of this research included only four Iranian banks,
which of course are among the large and complex organizations;
However, it limits the generalizability of the results to other
organizations and businesses, which is one of the limitations of this
research.

Keywords: Information Technology Audit, Information Technology
Inspection, Iranian Banking Industry, Audit Implementation
Challenges, Internal Audit.
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1. PCI DSS: Payment Card Industry Data Security Standard
2. PSD2: Payment Services Directive (Revised)
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1. Core Banking
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