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Abstract

Data or system seizure (as a means of crime or related to a crime or its subject) is the
process of taking possession of information and computer tools by a competent authority.
Given the numerous challenges in determining the competent authority for conducting
preliminary investigations and handling cybercrimes, data seizure can play a role as a factor
in determining jurisdiction. This article is a descriptive-analytical type that was written using
a documentary-library method, and researchers have tried to assess the feasibility of the
relationship between data seizure and criminal jurisdiction. The research findings show that
data seizure can be related to criminal jurisdiction in three ways and help in its determination:
one is for detecting a crime where the place of occurrence of the crime is not definitely known.
The place of data and system seizure is a clear clue for the detection of the crime. The second
is for the purpose of criminal behavior. The place of data or system seizure can indicate the
permanent or temporary place of jurisdiction (judicial representation or referral) for handling
the crime. Third, in terms of the status of the data or system in relation to criminal behavior, if
the data or system was used as a means of committing a crime, was the subject of a crime, or
obtained from a crime, it can play an effective role in determining jurisdiction, depending on
the case. Considering the three situations mentioned; although there is no direct relationship
between data seizure and criminal jurisdiction, due to the numerous jurisdictional challenges
related to crimes committed in cyberspace, data seizure could be used as a criterion or indicator
to establish criminal jurisdiction.
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1 European Union Council Framework Decision on attacks against information systems (EU Decision on
Attacks against Information Systems), 2005/222/JHA, 24 February 2005, Article 10
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1 The Theory of The Server
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