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Abstract

Prevention of security violations of information exchange networks is
something that has always been the concern of legislators. This issue is
important because in today's era, as an electronic era, breaching the security
of information exchange networks leads to information leakage and creating
grounds for abuse, which misuse of people's personal information can,
sometimes even have destructive effects on biological security or cause the
personal assassination of the nationals of a country. The legal system of the
European Union in this field includes detailed regulations, among which we
can refer to the General Data Protection Regulations approved in 2016.
These regulations contain detailed rules in the field of maintaining and
preventing information security violations. The main question that this
research seeks to answer is, what mechanisms does Article 32 of these
regulations contain in order to prevent security violations of information
exchange networks? In order to answer the above question, the present
research, in a documentary way, by presenting the provisions of the above-
mentioned article and analyzing its clauses, the mechanisms determined in
this article in the four categories of anonymizing and encrypting personal
data, ensuring confidentiality, integrity, availability, and flexibility.
processing systems and services, risks (risk) related to information
processing and compliance with formal requirements, and in the conclusion
part, he tried to provide some policy recommendations, including how to
amend the laws and regulations approved in Iran's legal system, informing
the people through Mass communication media and systematizing the
granting of licenses to the activities of transnational companies as the results
of the review of Article 32 of the European Union regulations approved in
2016.
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% pseudonymization

# anonymization

% encryption

® Satori, Pseudonymisation: 9 Ways to Protect Your PII, https://satoricyber.com/data-masking/pseudonymisation-9-
ways-to-protect-your-pii/, Last Visited 13/07/2023

7 symmetric encryption

8 asymmetric encryption

® hybrid encryption
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