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ABSTRACT

As one of the relatively new topics of the
technology world, the smart contract has different
angles and dimensions in the field of conclusion
and execution, which must be analyzed from a
legal perspective. This contract is implemented on
the platform of software such as Ethereum and has
features that blockchain technology benefits from.
The smart contract is concluded and executed
without the parties' capacities being verified, and
this is considered one of its most important legal
challenges in the conclusion stage. In the forward
research, it is tried to introduce the mentioned
feature in detail, and after providing solutions to
solve this legal defect and verifying the eligibility
of the parties, the criticisms of it will be expressed
and it will be explained that the anonymity of the
parties as one of the certain features of the smart
contract should be recognized. Then this matter is
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subject to jurisprudential and legal scrutiny, whether it is possible to invoke
the principle of correctness despite the lack of competence of the parties in the
smart contract, or whether this transaction should be considered invalid.
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Extended Abstract]
Technology is introducing its new aspects at a high speed, and when these

aspects are connected with the contractual relationships of people, the field
of law must also analyze the challenging points and determine how to adapt
the new contracts to the legal principles. One of the new issues in the world
of technology is the use of blockchain. The smart contract is one of the most
important products introduced to the world in the evolution of blockchain
technology and has been used at an increasing speed.

To examine the issue, we are forced to provide brief definitions of some
technical concepts related to smart contracts. At first, we should know that, in
general, there are two main approaches in the architecture of software systems:
the centralized approach and the distributed approach. In centralized software
systems, system components and elements are connected to a central element
that has the role of coordination and control. In contrast, a distributed system is a
network of interconnected components where no central element is responsible
for coordinating or controlling the other components.

Blockchain is a distributed and decentralized network of computers that is used
as an advanced technology and tool to record and store information in a secure
and verifiable manner.

Ethereum is a decentralized platform that was introduced in 2014 by Vitalik
Buterin. In addition to the value transfer issues presented in previous generations
of blockchains such as Bitcoin, Ethereum enables the execution of programs on
the blockchain network by smart contracts without the intervention of a central
authority.

A smart contract is referred to as a contract that is implemented on the

Ethereum platform and uses blockchain distributed software system technology.
It is a computer program or protocol that is designed to automatically perform
specific actions such as transferring virtual assets between parties without the
direct intervention of a third party, when the conditions are met.
After a brief introduction to these concepts, we should know that one of the
conditions for the validity of a contract in Iranian law is that the parties should
have the legal capacity. In a smart contract that is concluded on the platform
of blockchain, the identity of the parties to the smart contract transaction is
unknown to each other. It is clear that in this case, the parties to the transaction
will remain unaware of whether the other party has the legal capacity to
conclude the contract or not. In order to verify the eligibility of the parties to
the smart contract, some have pointed to solutions such as "allocation of digital
signatures", "allocation of license to own cryptocurrencies" and verification
through "digital exchanges".




Mohammad Hasan Taj Langerudi, Doubt in the Legal ...

These solutions are not acceptable because one of the most important features of
crypto currencies is the anonymity of the exchangers of such currencies. Other
reasons for rejecting these solutions are as follows: at first, buying and selling
cryptocurrencies and thus making it possible to conclude a smart contract is
not done only through digital exchanges and can be done in other ways (direct
purchase from the miner and purchase from Bitcoin ATMs that have been set up
in some countries). Secondly, if you go to an exchange, there are decentralized
and anonymous exchanges where you don't need to register your identity
information, and simply by having an email address and an external wallet
address, you can buy and sell cryptocurrencies easily and without restrictions.
Thirdly, in addition to decentralized and anonymous exchanges, there are semi-
anonymous exchanges that do not ask users for identity information and only
store IP and transactions. By using these exchanges, the anonymity of people
will be maintained to a large extent. Fourth, the exchange company does not
provide the information to anyone, and assuming that the information is fully
obtained, this information is not available to third parties who intend to buy and
sell through that exchange, and for them, the identity of the other party (which
according to the above explanation can be is ineligible) is unknown.

According to the above reasons and also structure of the blockchain, the
identity of the parties of the smart contract remains unknown to each other, and
the parties do not know whether the other party has legal capacity or not. By
considering this point, this basic question arises whether in such a situation, it is
possible to invoke the principle of correctness to get rid of this obstacle or not?
In Islamic jurisprudence, a decisive solution has not been found to determine
the scope of the implementation of the principle of correctness, and the opinions
of distinguished jurists are scattered. Some believe in the implementation of the
principle of correctness in assuming doubt about the parties' legal capacity,
and some are against this opinion. Generally, from an Iranian legal point of
view, if the parties' legal capacities are unknown, the transaction should be
invalidated. Lawyers believe that the principle of correctness does not apply
in the assumption that there is doubt about the legal capacities of the parties;
Because that principle applies in a case where the suspicion of corruption is not
related to the main elements of the contract, and the doubt in the competence
of the parties to the transaction (as a pillar of the contract) prevents the
implementation of the principle of integrity.

From this point of view, it can be concluded that basically, the smart contract
is invalid due to the legal capacity of the parties remaining unknown, and it is
not possible to implement the principle of correctness in it.
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45. A smart contract is a computer program or a protocol that is designed to automatically execute specific
actions such as VA transfer between participants without the direct involvement of a third party when
certain conditions are met.
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51. Uniform Regulation Virtual Currency Business Act, July 2017 (URVCBA)

52. (URVCBA Article2): A person may not engage in virtual-currency business activity, or hold itself out
as being able to engage in virtual-currency business activity, with or on behalf of a resident unless the
person is: (1) licensed in this state by the department under Section 202; (2) licensed in another state to
conduct virtual-currency business activity by a state with which this state has a reciprocity agreement
and has qualified under Section 203; (3) registered with the department and operating in compliance
with Section 207; or (4) exempt from licensure or registration under this [act] by Section 103(b) or (c).
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61. Financial Action Task Group (FATF)

62. G20

63. FATF, FATF Report to G20 Finance Ministers and Central Bank Governors (Paris: Financial Action
Task Group, 2018), 7.

64. Improving the transparency and availability of beneficial ownership information remains a high
priority. Through the FATF mutual evaluation process to-date, few countries have demonstrated
that information is available to competent authorities on the beneficial owner of legal persons and
arrangements, or that these persons and arrangements are prevented from being misused.

65. UK Jurisdiction Taskforce, Legal Statement on Cryptoasset and Smart Contracts (London: The
LawTech Delivery Panel, 2019), 8.

66. English law does not struggle with the concept of anonymous or pseudonymous parties contracting;
nor with the notion that a contract can be formed between individuals by virtue of them each having
agreed to subscribe to a set of rules (as happens, for example, in a club).
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