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This study aims to explore how IoT technologies can enhance the
efficiency, transparency, and flexibility of supply chains in startup
businesses, addressing the potential benefits and challenges. A qualitative
research methodology was adopted, utilizing semi-structured interviews
with 22 participants from various startup companies engaged in supply
chain operations. Data analysis was performed using thematic analysis to
identify key themes and concepts. The research findings indicate that 10T
technologies significantly contribute to improving supply chain efficiency,
transparency, and flexibility. Furthermore, the integration of loT with
blockchain technology enhances trust and security within supply chains.
However, data security and privacy concerns were identified as major
challenges. The study concludes that IoT technologies hold substantial
potential to provide competitive advantages to startup businesses in their
supply chain operations. Effective management of security and privacy
challenges is crucial for maximizing the benefits of I0T integration.
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Introduction

In the present era, we have witnessed significant technological advancements in the field of
Information and Communication Technologies (ICT), particularly the Internet of Things (IoT). These
developments have transformed not only how humans communicate with each other but also how
businesses manage and utilize processes and supply chains. 10T, which involves connecting various
devices and systems to the Internet for data collection and exchange, has created immense potential for
improving efficiency and effectiveness in supply chains (Akbari & Hopkins, 2022).

In recent years, the integration of IoT technologies in supply chain management has garnered
considerable attention. 10T, a concept that emerged in 1999, has revolutionized various industries,
including supply chain operations (Haddud et al., 2017). The benefits and challenges associated with
integrating 1oT into supply chains have been widely studied, highlighting its impact on enhancing
efficiency and visibility (Haddud et al., 2017). The use of IoT in supply chain management involves
addressing issues such as the bullwhip effect and adopting intelligent information collaboration models
(Jiang, 2019). Moreover, the combination of 10T with blockchain technology has promised improvements
in traceability and ensuring food safety measures in supply chains (Iftekhar & Cui, 2021; Kaur et al.,
2022).

The adoption of IoT in supply chain management is crucial for optimizing business processes and
increasing sustainability. By connecting physical devices to digital environments, loT facilitates
transparency and data integration in the supply chain (Akbari & Hopkins, 2022). The role of IoT in
improving supply chain collaboration and operational excellence has been emphasized, leading to better
performance and cost reductions (Cui et al., 2020). Additionally, data-driven frameworks enabled by 10T
have been developed to measure supply chain performance and sustainability, emphasizing the importance
of key performance indicators (KPIs) (Yadav et al., 2020).

The convergence of loT with other technologies, such as blockchain, has enhanced supply chain
operations by ensuring greater trust and transparency (Al-Rakhami & AllMashari, 2021). Furthermore,
10T has played a significant role in improving the scalability and traceability of supply chains, especially
in the food industry (Maulana et al., 2021; Rupasena et al., 2021). The application of 10T in green supply
chains, supported by artificial intelligence, has paved the way for implementing sustainable practices in
various industries (Ghahremani-Nahr et al., 2021). As industries strive to secure their supply chains and
mitigate risks, 10T technologies play a crucial role in enhancing security and resilience (Kieras et al.,
2021). The impact of 10T on supply chain management performance has been profound, compelling
organizations to adapt to the evolving information-driven production environment (Almalki, 2022).
Additionally, IoT capabilities in integrating green practices and optimizing logistics have been pivotal in
industries such as pharmaceuticals (Aliahmadi et al., 2022). Moreover, the ability to collect accurate and
up-to-date data from any part of the supply chain has created new opportunities for better resource
management, cost reduction, and increased customer satisfaction. However, the successful
implementation and integration of 10T technologies in supply chains have not been without challenges.
These challenges include security issues, the need for significant initial investments, and resistance to
change within organizations (Rejeb et al., 2019; Shahzad et al., 2020; Tu, 2018).

Therefore, the main issue of this research is to examine how I0T is integrated into supply chains
and its impact on the performance and sustainability of businesses, especially startups. In this regard, this
study seeks to gain a better understanding of the opportunities and limitations arising from the use of loT



to improve processes and address existing challenges in supply chains (Kumar & Shoghli, 2018).
Additionally, this research explores the role of digital technologies, including 10T, in achieving supply
chain sustainability in emerging economies. Sustainability, encompassing economic, environmental, and
social aspects, has been identified as an important and challenging goal in supply chain management
(Akbari & Hopkins, 2022). Research has shown that effective integration of digital technologies can help
businesses achieve their sustainability goals. Furthermore, one of the key aspects of this research is to
examine the effects of 10T on enhancing the resilience and robustness of supply chains against crises and
risks. In a world characterized by rapid and unpredictable changes, the ability to quickly recover from
disruptions and maintain effective operations is of utmost importance (Kieras et al., 2021). Hence, this
study aimed to investigate the role of IoT technologies in optimizing supply chain management for startups
and identifying related challenges and opportunities.

Methods and Materials

In this qualitative study, to better understand the role of 10T technologies in optimizing the supply
chain of startups, data collection was conducted through semi-structured interviews, and data analysis was
performed using qualitative content analysis. This included identifying, coding, and categorizing key
themes and patterns within the collected data. The interviews were designed to gain deeper insights into
the experiences, perspectives, and challenges that participants face in using loT technologies in their
supply chains.

Participants in this study were selected from managers and employees of startups in the supply
chain domain. Given the importance of individual experience and knowledge in 10T technologies,
participants were chosen based on criteria such as relevant work experience, innovation in using 10T in
the supply chain, and diverse perspectives on this topic. Purposeful sampling was employed to ensure that
participants had varied experiences and viewpoints regarding the use of 10T in their startups. The sample
size was determined to be 22 participants after reaching theoretical saturation.

The interviews were structured based on a semi-structured guide, including various questions
about how loT technologies are used to optimize the supply chain, challenges, opportunities, and
successful experiences. This flexible structure allowed for open and extensive responses, while inviting
participants to share their personal views and experiences. Each interview lasted between 45 to 60 minutes
and was recorded with participants' consent.

The collected data from the interviews were first transcribed and then analyzed using content
analysis. This method involved identifying, coding, and categorizing themes and patterns within the data.

Findings

In this study, 22 participants were interviewed, who were demographically diverse. Among the
participants, 12 (54.5%) were male and 10 (45.5%) were female. In terms of age, participants were divided
into different age groups: 6 (27.2%) were aged 25-34, 8 (36.4%) were aged 35-44, and 8 (36.4%) were
over 45 years old. Regarding work experience in I0T technology, 9 (40.9%) had less than 5 years, 7
(31.8%) had 5-10 years, and 6 (27.3%) had more than 10 years of experience.
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Table 1

Final Coding Results of Research Interviews

Main Theme

Sub-theme

Concepts

loT Technologies

Supply Chain
Optimization
Challenges and
Barriers

Market Opportunities

Impact on
Organizational
Structure

Applications of loT
in SC

Technology
Challenges

Innovative
Opportunities

Integration of
Advanced Tech

Inventory
Management

Supplier Relations

Environmental
Sustainability

Legal and Regulatory
Issues

Need for Technical
Knowledge
Organizational
Resistance
Financing
Budget
Customization
Demand

New
Expansion
Organizational
Culture Change

and

Market

Organizational

Accurate cargo tracking, automated temperature control, early fault detection,
digital warehouse management

Data and information security, synchronization with existing technologies, need
for initial investment, interaction with legacy systems

Logistics route optimization, operational cost reduction, increased customer
satisfaction, improved supply chain efficiency

Al and machine learning, big data analytics, automation and robotics,
blockchain for enhanced security

Omnichannel strategies, high accuracy demand forecasting, reduced delivery
time, optimized warehouse management

Long-term collaboration strategies, electronic data exchange, cost and quality
optimization, increased supply chain flexibility

Carbon footprint reduction, efficient resource utilization, recycling and
reprocessing, improved social sustainability

Compliance with data protection laws, international trade restrictions,
adherence to industry standards and safety, customs and tariffs barriers
Updating employee skills, access to educational resources, hiring technology
specialists, continuous technical knowledge updating

Organizational culture changes, change management and leadership,
restructuring organizational frameworks, integrating diverse work cultures
Access to sufficient capital, investment risk management, effective financial
resource allocation, return on investment

Product customization based on customer needs, flexible production, improved
supply chain management, creating added value for customers

Market analysis and consumer preferences, new market entry strategies,
leveraging international opportunities, digitization for global access
Increased change acceptance, promoting innovation culture,
resistance to change, creating motivation and innovation support

managing

New departments for innovation and technology, facilitating inter-departmental

Structure communication, strengthening organizational flexibility, reconsidering
traditional roles

Knowledge Creating knowledge management systems, promoting knowledge sharing,

Management improving organizational learning processes, creating knowledge databases

In this study, five main themes were identified, each comprising sub-themes and related concepts.
These themes represent the impact of 10T technologies on optimizing the supply chain in startups.

IoT Technologies: The first theme, applications of 10T in supply chains, includes concepts such
as accurate cargo tracking and automated temperature control. One participant noted, "Using loT in cargo
tracking allowed us to know the exact time and location of our goods at any moment.” The sub-theme of
technology challenges addresses issues such as data security and implementation costs.

Supply Chain Optimization: In the second theme, inventory management is highlighted as an
opportunity to reduce costs and increase forecasting accuracy. Supplier relations and environmental
sustainability are other important sub-themes that point to improved collaboration and reduced
environmental impacts.

Challenges and Barriers: The third theme, challenges and barriers, focuses on legal and
regulatory issues. One respondent stated, "Compliance with data protection laws was one of our biggest
challenges."” The need for technical knowledge and organizational resistance are other sub-themes in this
section.



Market Opportunities: In the fourth theme, customization demand and new market expansion
are identified as key opportunities. Better interaction with customers is also emphasized, which helps
increase customer satisfaction and loyalty.

Impact on Organizational Structure: The fifth theme highlights changes in organizational
culture and flexibility. Knowledge management is introduced as one of the main ways to strengthen
innovation in organizations.

Discussion and Conclusion

This study examined the role of IoT technologies in optimizing the supply chain of startups. The
results showed that using 10T can significantly increase the efficiency, transparency, and flexibility of
supply chains. Additionally, integrating 10T with technologies like blockchain can enhance trust and
security in supply chains. The study also emphasized the importance of ensuring data security and privacy
in 10T systems. The results indicated that using 10T can significantly enhance efficiency, transparency,
and flexibility in supply chains, aligning with previous research findings (Akbari & Hopkins, 2022; Jiang,
2019).

One of the most important findings of this research was the positive impact of 10T on supply chain
sustainability. Specifically, 10T technologies help reduce resource consumption and increase operational
efficiency, which aligns with the findings of Akbari and Hopkins (2022). Additionally, 10T capabilities in
enhancing supply chain collaboration through improved data accuracy and increased traceability and
monitoring corroborate the findings of Cui et al. (2020) (Akbari & Hopkins, 2022; Cui et al., 2020).

Among the challenges identified in this research were issues related to data security and privacy,
which were significant concerns among participants. These results align with previous research
highlighting the importance of ensuring security and data protection in 10T systems (Al-Rakhami & All
Mashari, 2021; Cvetkovi¢ et al., 2020).

Furthermore, the findings indicated that combining IoT with other technologies like blockchain
can enhance transparency and trust in supply chains, consistent with the results from Kaur et al. (2022).
Blockchain's ability to provide transparency and security of information makes it a valuable tool for
improving risk management and increasing supply chain resilience against potential threats (Kaur et al.,
2022). Finally, the findings of this study demonstrated that using loT can help achieve sustainability goals,
especially when combined with Al technologies to enhance analytical and predictive capabilities
(Ghahremani-Nahr et al., 2021). These results highlight the importance of effectively integrating digital
technologies in supply chains and confirm their role in improving business performance and sustainability.

The results of this study showed that 10T technologies have the potential to enhance supply chain
performance and help startups gain a competitive advantage in today's market. However, to maximize the
benefits of these technologies, challenges related to security and privacy need to be effectively managed.

One of the main limitations of this research is the geographical scope of the study, which may not
cover all aspects of the impact of 10T on global supply chains. Additionally, the focus on startups may
hinder a comprehensive understanding of how 10T is used in larger and more experienced companies.
Future research should consider conducting studies at the international level to clarify the different cultural
and economic impacts on the use and integration of 10T in supply chains. Additionally, further studies on
how to manage security and privacy challenges in using 10T can help provide operational solutions.
Startups should focus on strategies for effectively integrating loT technologies, including developing
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robust security infrastructures and forming strategic partnerships with technology providers. Moreover,
investing in employee training and skill development for optimal utilization of these technologies can help
increase productivity and competitiveness.
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