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Today, the Internet is considered the best tool for speed and price. These advantages
have caused a significant part of communication and information to be stored and
transmitted in this space. However, the open nature of the network has paved the way
for various people to enter so that they can quickly check data and control people
without a warrant from a judicial authority. These concerns at the world level have
caused increasing measures to be established in the laws of countries and international
documents to prevent this and protect people's privacy. Law enforcement, network
service providers or other people can violate this privacy. During the proceedings,
judicial authorities and bailiffs may attempt to violate this privacy under the pretext of
discovering a crime and finding a reason, so it is necessary to anticipate the
mechanisms required in this field. With these explanations, the main question of this
research is to what extent will the general rules of criminal procedure regarding
protecting the privacy of information and communications in cyberspace be responsive
to how the prosecution authorities deal with the investigation? This research
investigates the current situation and expresses the gaps using library sources and
looking at international laws and documents. According to the findings of the study,
there is a high possibility of information and communication privacy violations by the
investigating authorities in the judicial process, and despite the provision of defensible
measures in the computer crimes law and the electronic commerce law, there are still
deficiencies in some areas; Therefore, it is suggested to adopt measures such as using
artificial intelligence and biometrics in this regard.
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1. crime control model

2. fair trial

3. the right of privacy

4. procedure justice

5. Nordic conference of jurists on the right to respect for privacy-1976
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1. Reductionism

2. Coherentism

3. European Court of Human Rights
4. Data Protection Act

5. Information Privacy Act
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1. Universal Declaration of Human Rights

2. International Convention on the Elimination of All Forms of Racial Discrimination

3. Convention for the Protection of Human Rights and Fundamental Freedoms

4. International Conference on Human Rights or Tehran Declaration

5. American Convention on Human Rights

6. Convention for the Protection of Individuals with regard to Automatic Processing of Personal Data
7. Cairo Declaration on Human Rights in Islam
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1. EU Data Protection Directiv

2. EU Directive on the protection of natural persons against processing Personal data and free circulation of data

3. DIRECTIVE 2006/24/EC on the retention of data generated or processed in connection with the provision of publicly available electronic
communications services or of public communications networks

4. United Nations Declaration of Human Rights (revision in 2013)

5. REGULATION (EU) 2016/679 OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL of 27 April 2016 on the protection of
natural persons with regard to the processing of personal data and on the free movement of such data, and repealing Directive 95/46/EC
(General Data Protection Regulation)
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1. privacy-enhancing technologies (PET)

2. Anonymizing

3. Discovery and collection

4. Preservation

5. Filtering

6. Providing information to the court

7. UNCITRAL Model Law on Electronic Commerce with Guide Enactment 1996
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