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I-Terrorism

2-International Legal Instruments to Counterterrorism, U.N. Action to Counterterrorism,
http://www.un.org/terrorism/instruments.shtml (last visited Aug. 21, 2012).

3-General principles of international law

4- The UN Comprehensive Convention on International Terrorism

5-Tthe United Nations Security Council (UNSC) in Resolutions 1368 and 1373

6-Also See Dorothy Dennings, A View of Cyberterrorism Five Years Later, in Redings in Internet Security: Hacking,
Counterhacking, and Society (K. Himma ed., 2006), cited in Eneken Tikk, Comprehensive Legal Approach to Cyber Security, 35
Dissertations Juridical Universities Taruensis 22 (2011).
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Stuart H. Starr; 2009; 18, 34 (Christian jaus ¢l buil s (i st pls]

I- Cited in Simona R. Soare, Joe Burton Smart Cities, Cyber Warfare and Social Disorder, [UNDATED)].
2 .
- lbid.
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Shima D. )i & 4 gmle da G sdo 3 YooY Jli s sdeldl a5 55l SIYs Oltizes

b Ll ozl S35 IS 05, w5l kead Yer0 Jle 5 5 (Keene; 2011; pp 359, 364-65

I~ Also See. Kenneth Geers, Cyber Weapons Convention 26 Computer L. & Sec. Rev. 547 (2010). Also, Gabriel Weimann,
Cyberterrorism: How Real Is the Threat? U.S. Inst. of Peace, Dec. 2004, at 1, 11.

2- Simple-Unstructured

3- Advanced-Structured:

4- Complex-Coordinated3.

5- Basic Hacking tools

¢~ Cryptography
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I- Tigers of Tamil Eelam

- Nick Ellsmore, Cyber-Terrorism in Australia: The Risk to Business and A Plan to Prepare 7 (2002).
- Black market for a sum of $1,000 to $5,000 USD.

- “Field-Terrorists,”

- “Pure cyberterrorism

- The “G-Force Pakistan” group (sympathizers of Al-Qaeda)
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I Smart Cities

2_ Cited in Simona R. Soare, Joe Burton Smart Cities, Cyber Warfare and Social Disorder, [UNDATED].
3- bid.
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I- Cosmopolitans

2- Statista.2020

3- British Standards Institute. (2014) PAS 181 Smart city framework. Available from: https://www.bsigroup.com/en-GB/smart-
cities/Smart-Cities-Standards-and-Publication/PAS-181-smart-cities-framework/ [Accessed 28th August 2020].

“-Ibid
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2. ISO Standards
3. ICT (EC 2020)
4. Jus Ad Bellum
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- UN Counter-Terrorism Implementation Task Force (CTITF) Working Group on Countering the Use of the Internet for Terrorist
Purposes.

2- U.N .Counter-Terrorism Implementation Task Force , Report on Countering the Use of the Internet For Terrorist Purposes 3 (Feb.
2009), available at http:// www.un.org/en/terrorism/ctitf/pdfs/ctitf_internet_wg_2009_report.pdf.
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- THE WALL CASE
2. Legal Consequences of Construction of a Wall in Occupied Palestinian Territory, Advisory Opinion, 2004 1.C.J 136, 128 (July
9) [hereinafter Wall Case]. This conclusion can be considered an example of “unhelpful caution in using the judicial tools at its
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Solpeal Lo dote Mo 5ot O) esle gadge 53 Hadl o Ssim 55 sliame S 53 L
S eSals Ml Olgs Slad o STl g5 A b LS e Sl s g e pls 4 sl
ARl 53 S DLl BB s skl cMam S S bl e ldis sla Sl 6y

Jolo LT il aSl s 510 35 s OF il 3 s 51 gls G Jlee] sl 56 Jasl 5 e
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disposal and a reluctance to pronounce clearly on matters of contemporary importance.” Id.; see David McKeever, The
Contribution of the International Court of Justice to the Law on the Use of Force: Missed Opportunities or Unrealistic
Expectations? 78 NORDIC J. INT’L L. 361, 396 (2009).

1- Judge Kooijmans and Judge Simma
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I- Steenberghe

2- Also see; Military and Paramilitary Activities in and Against Nicaragua, Judgment, 1986 1.C.J 14, 1 195 (June 27). It follows that
supply of software and “other support” by the host-state will not constitute an “armed attack” itself, however this would make a
country a state-sponsor of terror, allowing the victim-state to resort to self-defense (possibly preemptively) against it.

3- Osama bin Laden
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I~ United States Diplomatic and Consular Staff in Tehran (U.S. v. Iran), Judgment, 1980 1.C.J. 3, 1157, 91 (May 24).
2- Qil Platforms (Iran v. U.S.), Judgment, 2003 I.C.J. 161, 1 72 (Nov. 6).

3- Legality of the Threat or Use of nuclear weapons, Advisory Opinion, 1996 1.C.J. 226, 1 35 (July 8).

4. Needle Pick Theory
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(ol anw s b aSl cad Kanss 6l LS & somle s S g8 &S 55 Olell L
L 0T bsion 515 Olal Sl Loyl gn 53 0 miin 3150 Uit sl S ar STl sl a5 SIS
b mle sl s ool (3 nils b (S0 S0l edms sledins 31 68 o Lol 3l bl Sl eslind
s (ol adlie b S s el Bl bos e il by Sl sl (1S s
5 Sheslen sla €l ol alad Gl a sdete (6 ule SN SIS ol (§ule w3
(e i35 03 WSl 3 B ) a5 e Al S e s 5SS Sy Dl
s K els s S dlbdis e 5l gl a0 peme 4 ol (Seo) S i Jsa> () 5
« (Bradley K. Ashley; 2003; 34).:b 5L w55 055 Oler bau s

(s S L3 53 55 5l el oS el ppl g B sl g, sl e i L 05 e 5558
S ol G5B 5 e 0T anils 5 ales g5 0o Sl Sde gLl Sl oy
i ol ph a5 SN (G SO a4 L 3 alem o 0 (58 03I (gl
o 4l ) ey B das o o3l 58 Jles] dem S ol Sl alolSl gls G oSyl sl
(5555 el Gl b U s pd oslinal S e alam il 53 35 5l glis G 5l 5 edd sk 5 plox]
Tarcisio Gazzini; )..as plomil 1) e oy adad (gl p3Y (5,68 DLl Wl o5l Lad s
(2006; pp 319, 331

Blodos Glac e calam 3 85 58 )Ll (5 xSl Ml Olgs (26 sla S andd
Oil Platforms (Iran v. U.S.), 2003 1.C.J. )ail azls’ (a5 rams Conle) Al 5 0
LIS il oo a5 g 0T 511, ol 5 4S5 slesl dacdss 51 sl slaws (161, 7164 Nov. 6
SosS ety s 1) Als s 5l ples G s L palle S S wlide 53 o5 5 SBlex LS50

'~ Antonio Cassese

2_ Niaz A. Shah, Self-Defence, Anticipatory Self-Defence and Pre-Emption: International Law’s Response to Terrorism, 12 J.
Conflict & Security L. 95, 107 (2007), citing Antonio Cassese, The International Community’s “Legal” Response to Terrorism, 38
INT’L & COMP. L. Q. 589, 596 (1989)

3- cumulative in character

4- Szabo notes that, although the Security Council has been reluctant to accept the needle-prick theory, the Council became less
willing to condemn it in the 1980s (particularly in relation to Israeli self-defense wars). See Kinga Tibori Szabo, Anticipatory Action

in Self-Defence: Essence and Limits Uuder International Law 215 (2011).
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! See Peter M. Cullen, The Role of Targeted Killing in the Campaign against Terror, 48 JOINT FORCE Q. 22 (2008); Mary Ellen
O’Connell, Defining Armed Conflict, 13 J. CONFLICT & SECURITY L. 393, 400 (2008); Kenneth Anderson, Targeted Killing in
U.S. Counterterrorism Strategy and Law 11 (May 11, 2009) (unpublished working paper of the Series on Counterterrorism and
American Statutory Law Project with the Brookings Institution, the Georgetown University Law Center, and the Hoover Institution)
(on file with author).

2-Jjus in Bello
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I-Also See Gabor Rona, Interesting Times for International Humanitarian Law: Challenges from the “War on Terror”, in Terrorism
and Human Rights 154, (Magnus Ranstorp & Paul Wilkinson eds., 2008).

207. Neta C. Crawford, Just War Theory and the U.S. Counterterror War, 1 PERSPECTIVES ON POL. 5, 20 (2003).

2. Prosecutor v. Kordi¢ & Cerkez, Case No. IT-95-14/2-A, Appeals Chamber Judgment, 9 341 (Int’l Crim. Trib. for the Former
Yugoslavia Dec. 17, 2004); See also Prosecutor v. Marti¢, Case No. IT-95-11-T, Judgment, § 41 n.60 (Int’l Crim. Trib. for the
Former Yugoslavia June 12, 2007).

3-Also U.N. Secretary-General, A More Secure World: Our Shared Responsibility: Report of the High Level Panel on Threats,
Challenges, and Change, 1 164(b), U.N. Doc A/59/565 (Dec. 2, 2004).

4- Protocol Additional to the Geneva Conventions of 12 August 1949, and Relating to the Protection of Victims of Non-International
Armed Conflicts, art. 4(2)(d), June 10, 1977, 1125 U.N.T.S. 17513 [hereinafter Protocol I1].

5- U.N. Secretary-General, Report of the Secretary-General on the Establishment of a Special Court for Sierra Leone, art. 3(d), U.N.
Doc. $/2000/915 (Oct. 4, 2000).
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ST U5 has o elil 51 s b plnil (Susan W. Brenner; 2006; pp 453, 458)..<,

I~ See U.N. Secretary-General, supra note 217, at art. 3(c); Rome Statute of the International Criminal Court, art. 8, 2187 U.N.T.S.
90, July 17, 1998,available at http://www1.umn.edu/humanrts/instree/Rome_Statute_ICC/Rome_ICC_toc.html. Note that
negotiations on including “terrorism” as an international crime under the Rome Statute have been underway for more than a decade.
2- Emanuela-Chiara Gillard, The Complementary Nature of Human Rights Law, International Humanitarian Law and Refugee Law,
in Terrorism and International Law: Challenges and Responses 50 (2002), available at http://www.iihl.org/iihl/ Album/terrorism-
law.pdf.
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I~ See ICAQ, Protocol Supplementary to the Convention for the Suppression of Unlawful Seizure of Aircraft.
2- Nuclear Terrorism Convention, at art. 4(2).

3- Convention on the Suppression of Unlawful Acts Relating to International Civil Aviation, at art. 6(2).
4-Jus in Bello.
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