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Abstract
Objective: The purpose of current research is to identify technical risks and threats to copyright

protection of information resources in the systems examined in order to prevent the infringement
of the rights of creators of information resources by identifying technical risks.

Methodology: Current research is applied, and a qualitative approach was used to collect needed
data. In the qualitative approach, according to the purpose and problem of the research, methods
of documentary analysis, thematic analysis and Fuzzy Delphi were used. 11 specialists and
experts participated in the Delphi panel and 6 experts for interview; and 7 information systems in
the National Library were selected as research community. In data analysis, MAXQDA and
Tableau software were used.

Findings: Using the thematic analysis method, 17 indicators were obtained in 8 components
related to technological threats to copyright protection in the systems studied. Following
confirmation and finalization of the checklist using the Fuzzy Delphi method, 16 indicators in 7
components related to technical risks were approved by experts.

Deliberate employee sabotage, weak server resources, miscellaneous malware such as viruses,
worms, etc., not having back up the main program, not having a mirror website (network security);
Loss of equipment and infrastructure support (such as inability to develop software or loss of
software support team); The weakness of DRM in duplication and long-term protection of works,
the lack of DRM software in the systems, Lack of updated systems and problems in the
construction of storage space (technical infrastructure); Use of clear watermark (copy control);
URL tampering (digital protection); Not using authentication for all content sections and pages
(authentication); Not define the copyright policy in the digitization process (rights metadata);
Lack of quality control of digital content and lack of attention to the stages of digital object
preparation (digitalization process) are among the effective technical threats in the studied
systems. After identifying the indicators, in May 2023, the systems were evaluated from the
perspective of technical risks to protect the copyright of information sources. The studied systems
were placed in two groups, digital and bibliographic, according to the type of activity, their
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structure and function. The Digital Library system, Iranian Newspaper System (SANA) and
Iranian Scientific Publications System are included in the digital category. Other systems, i.e.,
National libraries network, National document center network, Iran Publications database,
Manuscript database are included in the bibliographic category. Bibliographic systems only
provide bibliographic information and are considered a type of database. In general, the findings
showed that none of the 16 technical risk indicators have been observed in the studied systems.
Conclusion: Paying attention to technical considerations to protect the copyright of information
sources in the systems can be described as the basis of the development and expansion of the
systems in the libraries.
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(Farid, Warraich & Iftikhar, 2023, p. 9-10).
S cbabols 3 (LSS ies (6,505 Employee sabotage is often security threats to which are
exposed information systems resources. As already
mentioned insiders are persons that are the best familiar
with system resources, performances and capabilities, so
they are also familiar with information system areas
where they can cause the most damage. If this is
connected with unsatisfied employees there exists a real
danger of sabotage actions from existing or former
employee. Although the proportion of employee
sabotage in total information system security threats is
lower then the portion of fraud and theft, the
consequences of this threat can be substantial (Geric &
Hutinski, 2007, p. 53).
S 5D Cariel s The network security for a library would need to
disallow access to the IS from unauthorised users, while
simultaneously ensuring full access to legitimate users
(Ismail & Zainab, 2011, p. 50).
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