Presenting a Comprehensive
Framework of Effective
Features in Fake News
Detection: a Systematic Review

Elham Mazaheri

PhD Candidate in Information Technology Management;
Department of Management; Faculty of Economics and
Administrative Sciences; Ferdowsi University of Mashhad;
Mashhad, Iran Email: e. mazaheri@mail.um.ac.ir

Mohammad Mehraeen*

PhD in Management Information Systems; Professor;
Department of Management; Faculty of Economics and
Administrative Sciences; Ferdowsi University of Mashhad;
Mashhad, Iran Email: Mehraeen@um.ac.ir

Mostafa Kazemi

PhD in Industrial Engineering; Professor; Department of
Management; Faculty of Economics and Administrative Sciences;
Ferdowsi University of Mashhad; Mashhad, Iran;

Email: kazemi@um.ac.ir

Kamaledin Ghiasi Shirazi
PhD in Computer Engineering; Assistant Professor; Department
of Computer Engineering; Faculty of Engineering; Ferdowsi

University of Mashhad; Mashhad, Iran Email: k.ghiasi@um.ac.ir Iramiimlournal of

Information
Processing and

_ Management
Received: 24, Aug. 2023 Accepted: 15, Nov. 2023

Abstract: Over recent years, with the rapid development and increasing
popularity of social media, we have seen a massive growth in the volume
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and variety of fake news. This phenomenon has profound effects on (IranDoc)
individuals and society. Verification is a widely used method to counter ISSN 2251-8223

the negative effects of fake news. But this method is not efficient when eISSN 2251-8231
analyzing huge amount of data. Therefore, advanced machine learning Indexed by SCOPUS, ISC, & LISTA
models and feature-based approaches are used to automatically identify Vol. 39 | No. 2 | pp. 477-502
fake news. At the same time, the large number of models and the Winter 2024

heterogeneity of features used in the literature often create limitations https://doi.org/10.22034/jipm.2023.70908
for researchers trying to improve model performance. For this reason,
in the present study a comprehensive framework of the features used
in the detection of fake news is presented with a systematic review
method. In order to carry out this systematic review, using the guide
provided by Okoli and Schabram, all studies conducted in the field
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of fake news using related keywords were taken from ScienceDirect, Springer, Emerald, IEEE,
ACM, Wiley, Sage databases, JSTOR, Taylor and WOS and finally 72 related articles were
analyzed. As a result of the analysis of related articles, the features were placed in two main
categories of news content and news context. News content includes linguistic and semantic
features, visual features and style-based features. The news context also includes features
based on user, post and network. The obtained results showed that the most used features in
detecting fake news are features based on user profile, features of statistical stylistic, writing
pattern and readability. Due to the high variety of available features, it is suggested that a wide
evaluation of features, models and their performance in multiple data sets should be done and
in this way the performance of different models and feature sets should be compared in order
to find the best combination of features in different conditions to be determined.
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