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Abstract: When it comes to information security (IS), human behavior
is a factor that should not be underestimated. Information Security
Awareness (ISA) programs are in place as a preventative measure,
but data security breaches still exist, and banks hold valuable personal
and financial information that makes them a target for cybercriminals.
Based on this, the aim of the present study is to investigate the effect of
moral disengagement and organizational culture on behaviors related
to information security awareness, taking into account the mediating
role of cognitive- effective variables of ISA (knowledge and attitude) and
security culture of employees of Saderat and Mellat banks. The current
research is applied in terms of its purpose, and in terms of data collection
it is descriptive and correlational and is based on the structural equation
model. The statistical population of the research was the employees of
Mellat and Saderat Bank branches in Tehran. In this regard, the sample
size was estimated to be 430 people. In this study, descriptive analysis
method with SPSS software and partial least squares (PLS) approach
with Smart PLS software were used for data analysis. Because the
use of the partial least squares approach as a method of evaluating
relationships between variables related to human behavior in the field of
information security has been the most common approach in quantitative
studies. The findings of the research confirmed the relationships of
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the model and the path analysis results showed the influence of the variable “moral
disengagement” on the variables of “information security awareness behaviors” (first
hypothesis), “information security awareness knowledge” (second hypothesis) and
“information security awareness attitude” (third hypothesis) is significantly negative. Also, the
effect of the variable “information security awareness knowledge” on “information security
awareness behaviors” (fourth hypothesis), the effect of the “information security awareness
attitude” variable on “information security awareness behaviors” (fifth hypothesis), the effect
of the “organizational culture” variable” on the variables of “information security awareness
behaviors” and “organizational security culture” (sixth and seventh hypotheses) and the effect
of the “organizational security culture” variable on “information security awareness behaviors”
(eighth hypothesis) is positive and significant.

Keywords: Moral Disengagement, Organizational Culture, Security Culture, Information
Security Awareness Behaviors, Cognitive-Emotional Variables, Employees of Banks, Bank
Mellat, Bank Saderat



Ak, S o
LISy
AP
NN

Moo a5y | ool 2 535
Ol 2l Sledof (553U 9 Pl olSingsy
(51051 1)

FYOV-ATTY (gb) bLs
TYO1-ATYY (g 51) LLs
SCOPUS g dSC (LISTA ;5 4slos

jipm.irandoc.ac.ir

EY1-toY oo | Y sl | ¥R 5,90
VE+Y Qb))
https://doi.org/10.22034/jipm.2023.709000

toy

a9 IS S o Wl sy
5 AT b b o Ssbdy 3 Sloile
e Sl

o 9 Olyolo eSSl dlliae 8540

souw\w,w;ﬁf_mu,\wuj,l{ Sz
‘Q‘j_‘ td‘;@i é))} cl:.: Kisls
Toorajghahremani@gmail.com Ll JJT"‘."‘,

¢l glad (65 paly o e (6,875 (g gmeiils L5y oy b
Ol 0l s e g5 Jle oKl
Fa.Farnia99@sndu.ac.ir

ool 0351 05Ty 355 555 V0 e 4y 5ol 51 s VEX[YNA s ipdy VEN /YT sedls

Ceal (Hale DL HLsdy 0555 o SLedbl Cial [l Cmen 89 100
Sl el 5 (2T slaasl 5 .os F 0 S s | 0T a4
el a5 3l yn Lal 6ol 5wy 4,8ty oISl S Ol e
Sl 5 pase s SLeMbI gyl LacSSL 55,05 55> 5 Olizen SLeMbI
S e S 6wl Ole e Codn 4 1) La0T a7 s (giad 3
Bon p s (N (S5l g 3 s Bl img o eld
38 A 53 L oledbl coal 51 (ABTL bas o sla s, 1 Slosle
el a5 (5,50 5 i1s) el il s ke omilin
(Dada BLad 5l ol iagh Coul Ce 5 Ol yslo slaeSSL oS L8
5 o g (Lmosls (55573,8 o pomi lai 51 9 54 b0 o gmn (63,518
ol ol e (5l L sladbslan Jie 1 503 gt Socan £ 405
O e 55 Syl 5 e (slaeSSL cas OLS ) ¢ Lias s (olaT
aalllan ol 53 Ay 85,5 oy 5 Y a0 g e by ol 3 s
35595 3SPSS I8l 5 L (o 5 o hg) 5l Lesls Jdows (sl
o ¢l ol oslinnl Smart PLS 51 531p 5 s (PLS) (55 Slns o JSl
Llyy (i) ) Olea (S Sla e Jlo 5, 55 5l eslinul 457
o Adsle (OLedbl el o s 53 Ol HLidy L o e (sls puiie (s



aLBion

Y &l Y4 5,99 1Y Ol D!

4_?%:33.33_‘.4'..\_:.’_‘15bd..\_».L.b)cui_A}jiLgucél{.g_w\e:j_!‘f‘fo_‘;l_dl.}u):sj_iuj
BT Lo,y gla e o ( NS S5l o0 e (6 ,1AS 56 48 513 OLES e Jdows
S 5 (p33 4 3) (LMl Cal S (AT iilan (U e 3) 1 Ledbl il
A e 3 e l jlsline 5 (e (g 4 ) (LMl el I aBTT
a3 sl 4 3) 1 Ledbl el 51 (ABT (sLasls s 1leMbl Eoal 51 26T
G(r_?v.:g: as 2) (leMbl El TA\?T slasls ) o leMbl cl TA\?T u,'”uj_i'n
$8a i 5 (el el 5 aBT (la sy sla it 1 1 Slojlw Ko b e 3T
sk s iole sl ozl Kia by ine 3T 5 (osin b sLaans 3) bl ol
Wl JlaLinn 5 Ete (ot b 3) (DLeMl ool I 88T

el 3 BT (Ll ¢ ntal <K 5 ¢ glo o Kt 5 ¢ SN 5 55 o Lo 3lgunnls”
Syl @STL s oS LaeSSL LS, ¢ wlua] o li gla e (Ledb

Aodds .
A n SNl Cal 55 daj b LacSSL a8 ol ans oS 51 i
()l o ooy Sler Lioee &S 55 LaeSSL L(Baskerville, Spagnoletti & Kim 2014)
Los ol 55 Slles plawl a8 IS as i ls s o i Il 55 S pns
Goldstein,) 4 juss Sl 3 p\.t_»Jj_bg)as}_:Jj_@,}éjs«Sw\ =Bl o ke
g5 sl = el Slaal Hbe Ol 30 sl (J> e 3 .(Chernobai & Benaroch 2011
@lodsl b ) sba cami 55 (Norton & Walker 2014) & 5-is oo < smuzms (5513 e 5 p 2
oA s o1l i 45T (Oldas g ool Ly Lo e LSl Cotal Ol b b 5
Pricewaterhouse Coopers) & s o 4 dg (i sb o Ol 1wl w5 OLeMbl C il
33 SVl Cal (o i 3, 5 43 (6 peitme Slilwy sla i1 uly ol 45 .(2014
O3k VO ozt SLeMbl E 364 cas gas (gl 23,05 352 5 Sl a5 LaeSiL
2558 ol ey 53 (5SS Sl sl 55 o 3855 (b0l s (SSSL L
S ;5 vomen (Fassihi & Bergman 2019) A& iz —slair| glaaS s 51 S s
Yoras ;\ﬁdﬁuc\sﬁduﬁpr_@u»ﬁ;)}_ﬁﬁ\)buuﬂw
S e e S il sl 158 edote VL6, K8 4 gy 0313 3,55,
osba 48T ST 51 0 s s 3t )8 680 Loy a8 (gladnl- L bLs )l s 3

1. The Federal Deposit Insurance Corporation (FDIC)

tot



$00

gy
9O
o

Q‘_’&Mb‘ Wby Sl e SO ol (AT b fad 0 S U ¢ Jlojle Kb B g SN égw‘g}ﬂi eI

03,5 STy 1y iyl 03 03,5 La | FDIC (6 it FFv v I gl sLaosls dslas
Ol e U abilae ol o Sledbl sl (glas > S e 05500 51 .(Davidson 2016) 5 o
.(Hsu, Backhouse & Silva 2014) <—.| — s 0 5> o

Sl 5 cad sad (61 ) 2505 3 5 LBl il il 31 (g1 1 a5l 5L STl o i
dsle Ol Sty a8 dsas o 0t La iy S Lol 6 s o s 3le s s AT
Ernst & Young Global Limited 2019; NCtv.) 5 55 455 8 ol 3b duls a8 ol (g pdo T
Ml el Eosl g g5 el o3l 2 U g o3l sla,l, Loyl yan 0l 187 .(2019
5 ool g St 53 I8 528 (Lol &1 Jg s e L Sle t5 55 o
Siponen & Vance 2010;) -—sll (sLaosls L of an -l Cwel&us A gy g okl
O an Hlastl ja 1y (6 b slacus b Ul 5 o 5T blis ,Lsb, (Stanton et al. 2005
(Guo 2013) s 5 ¢STL 4 bl ) w6l o > )l T e
Gl 3l (oS 5L el e (sLmosls 5, dile ()13 eMST 5 o 3un (sLs sl
w58 a3 Jyb s (Warkentin & Willison 2009) <l 1 0l OS5 bst
'Ll el gl adast dle Kty sLad 257l gy b LaeSSl
plad o 03 ) SLeMbl el (slajly 5550 55 5Tel ! 31kl &S 48 (iles S
Hone)das ials | Sledbl Coial ag b g 1o 500 5 Sosl g U S oo slow| O 058
S e e te |y ol el Ll I OLedbl el gla i s (& Eloff 2002
Iy mrasl  LacsSl es 0! 51 .(Warkentin & Willison 2009) A 5 5o g5 4 Ll
(Kajzer et al. 2014) 1S’ o |, " SLeMbl Cal 51 AT 2133l ol

Olejlw Oliin, 84S 545 0 a8 (Il Ol siets SVl Eal I a&T
LMl ol 51 2 &T (Siponen 2000, 31) (ki o8T 54 5 el Cy  galo |
Csl aslysle slas,sT s s (Goodhue & Straub 1991) &l u.\_hu; il oS
L arl g JS o L SLedbl el o gladidgs 35 5 55 Ol )8 487 g o0
Cg Lol lw v g cadl i Lu ISA sLaasl 5 .(Baskerville, Spagnoletti & Kim 2014)
Cisllae Cga LagT 5l o g 5 SleMbl Cial Ol b aiey 55 0SS 55 50T

— (Johnson 2006) 1,8 s 1,5 (5,15 0 g 3 s LMl il (sla —felas L

1. information security policy (ISP) 2. information security awareness (ISA)
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