Encyclopedia of Economic Law Journal

Homepage: https://lawecon.um.ac.ir

Research Article
Vol. 30, No. 24, Fall-Winter 2023 , p. 63-78

Unsolicited Commercial Message (Spam): Prohibited or Permitted?

M. Bakhtiarvand®* © S.M.H Ghabooli Dorafshan?

1- Associate Professor, Department of Private Law and Intellectual Property Law, University of Qom, Qom, Iran.
(*- Corresponding Author Email: m.bakhtiarvand@gom.ac.ir)

2- Associate Professor, Department of Islamic Jurisprudence and Principles of Islamic Law, Ferdowsi University
of Mashhad, Mashhad, Iran.

Received: 8 November 2023 How to cite this article:

Revised: 18 December 2023 Bakhtiarvand, M; Ghabooli Dorafshan, S.M.H. (2023). Unsolicited Commercial
Accepted: 15 February 2024 Message (Spam): Prohibited or Permitted?. Encyclopedia of Economic Law Journal,
Auvailable Online: 15 February 30(24): 63-78.

2024

(In Persian with English abstract)

https://doi.org/10.22067/economlaw.2024.85568.1331

1- INTRODUCTION

Unsolicited commercial messages (spam) are sent electronically and in bulk, without the consent of the
recipient, through tools such as e-mail or SMS. Apart from the advantages for advertisers, spam can violate the
privacy of internet and mobile phone users and cause economic losses and widespread dissatisfaction of consumers
and even merchants. This, along with the possibility of disrupting the functioning of systems such as e-mail and
SMS, may lead to mistrust of e-commerce and digital economy. The results of this descriptive-analytical article
show that some countries allow the sending of spam even without the consent of the recipient, and their subsequent
opposition is considered an obstacle to sending, which is called the opt-out method. Other countries require the
prior consent of the recipient that it is known as the opt-in method. The two mentioned methods are applied through
three legislative approaches namely with tolerance, intermediate and hard, which are divided and named according
to the way of dealing with spam senders and remedies and sanctions. The position of Iranian law regarding the
prohibition or permission of sending spam is not very clear.

Two turning points can be seen in the history of sending spam: The first message that was considered as spam
was a message that was sent by Gary Tuerk, a sales representative of a digital equipment company, in 1978 to 393
Arpant employees. The mentioned company was looking for the development of its market and invited interested
consumers to the unveiling ceremony of a new product, and for this purpose, it sent an advertising message to
Arpant users. 16 years later, in 1994, two attorneys from the state of Arizona advertised their immigration
consulting service by spamming almost every Usenet discussion group. This message was mainly met with
negative reactions from users, because it was not related to the target discussion groups. As the newest
phenomenon in this field, we can mention sending spam through artificial intelligence, by which artificial
intelligence systems can be used to strengthen activities that include sending different types of spam.

So far, many legislative efforts have been made to deal with spam, and countries have either declared spam
to be free and give the recipient the right to object to this (opt-out method) or the prior consent of the recipient
considered necessary for sending spam (opt-in method). In order to implement the above two methods, three
legislative approaches have been formed, which include the soft approach, intermediate and hard Approach. At the
same time, legal measures have not had a significant effect in reducing spam. The reason for this should be mainly
found in the global nature of the problem, the lack of international measures and the lack of awareness of the users
about the problem. Although Bill Gates promised in 2004 that spam would be eradicated within two years, this
promise was never fulfilled. With the emergence of new technologies, new and dangerous methods of sending
spam have been formed, which affect the world wide web and social networks and cause the emergency situation in
this field to continue.
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2- PURPOSE

The main purpse of this article is to answer the folloing question: "What is the appropriate legislative method for
Iran in dealing with unwanted commercial electronic messages?". Therefore, the authors attempt to find the best slution
to the problems associated with Spam in Iran. In order to answer this question first, an adequate imagination of the
problem should be provided; so to get familiar with the subject, we will explain the concept of spam and then its history
will be mentioned. Then, in order to find the best solution for Iranian law, the existing legal approaches in dealing with
spam are examined and analyzed.

3- METHODOLOGY

The authors have adopted a descriptive-analytical method through which different legal approaches towards spam
are described and analysed.

4- FINDINGS

The most precise definition of spam is a definition that includes several requirements, including the requirement that
it must be an impersonal message in which the identity and circumstances of the recipient are not of importance, a
message that has been sent to many other recipients, the recipient has not given the permission to send the message, and
in some cases, the message contains an unrealistic prize or reward for the recipient. Some authors have described the
basic features of spam as follows: a- unsolicited by the recipient; b- having a commercial nature; And c- sent in bulk.
Therefore, according to the authors, the following definition of spam can be appropriate: "bulk electronic commercial
advertising message that is sent to the recipients without their request”. Obviously, this article focuses on messages that
have commercial content and are considered commercial spam.

Many governments and a large part of the international community believe that it is not possible to deal effectively
with spam without establishing a law and providing remedies and sanctions of proper implementation. As a result, many
countries have passed anti-spam laws, which, of course, have followed different patterns for their implementation; In
this way, for example, criminal sanctions, filing of civil lawsuits by governments or the right to file private lawsuits for
individuals or Internet service providers are foreseen.

Despite this, some commonalities can be seen in the anti-spam laws; Most of the laws consider spam as illegal when
it hides the sender's identity, uses a third party's domain name illegally, or provides misleading information in the
subject of the email. In general, these rules adopt either an opt-out method, in which the recipient can opt out of
receiving further messages, or an opt-in method that requires prior consent of the recipient. Many of the aforementioned
laws require senders to introduce themselves clearly and precisely.

Depending on the way each of the above methods are implenented, we can divide the major legislative approaches
in dealing with spam into three categories. First. The soft approach (with tolerance) of the United States; Second. the
intermediate approach of the European Union; and the third The hard approach that is followed in countries like
Australia and South Korea.

5- CONCLUSION

Sending spam is an attractive and effective way to advertise the goods and services of economic enterprises and
even to express different thoughts and opinions and sometimes, it is a tool for committing computer crimes. The main
feature of such messages is their bulk sending without the prior consent of consumers, which are often used to advertise
commercial products. Regardless of the content of the unwanted electronic message, sending it leads to various losses
such as wasting time and property and offending the recipient and violating his privacy. This type of advertising reduces
trust in information and communication technologies and is considered an obstacle to the development of e-commerce.
After the spread of sending spam and the increase of users' dissatisfaction, the countries of the world tried to deal with it
and the result of their efforts are two methods of opt-out and opt-in, which can be seen in the form of three main
approaches soft (with tolerance), intermediate and hard (strict). In the meantime, the United States of America, where
according to statistics, the most commercial advertising messages are sent, has passed a special law and has established
the principle of freedom to send spam by adopting a soft approach. The aforementioned law, under certain conditions,
allows advertisers to send promotional e-mails to users, and at the same time, obliges them to provide the possibility of
declaring their unwillingness to receive these messages. On the other hand, the European Union has adopted an
intermediate approach and has declared that sending spam is prohibited except in the case of the prior consent of the
recipient or the existence of a previous relationship. Countries such as Australia and South Korea have also banned the
sending of unwanted commercial messages and have provided sanctions for violating such ruling, which is considered
strict and severe compared to other countries. In Iranian law, according to Article 55 of the Electronic Commerce Act,
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suppliers are required to provide arrangements for consumers to decide whether or not to receive commercial
advertisements. Due to the lack of mention of the time of provision of the aforementioned measures, it is not clear
whether the Iranian legislator chose the principle of freedom to send spam or, like the European Union, preferred the
interests of users over the interests of economic enterprises and the possibility of sending messages to people who
wanted to receive them. Indeed, there are scattered and relatively diverse regulations and procedures in the country in
dealing with spam, which undoubtedly cannot be as effective as the law approved by the parliament. For this reason,
there is a need to enact laws or special provisions in the country in the field of spam. In drafting such law or provisions,
it is necessary to clearly state the concept of spam and to prohibit sending it without the prior consent of consumers.
Also, it is necessary to establish a specialized institution for the implementation of the law and to provide appropriate
civil and criminal remedies and sanctions for the obligations specified in the law.

Keywords: Spam, Commercial Advertisements, Unsolicited Commercial Message, Opt-in Method, Opt-out
Method.
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! The Intermediate Approach.
2 E.Privacy Directive.

3 DIRECTIVE 2009/136/EC OF THE EUROPEAN
PARLIAMENT AND OF THE COUNCIL of
25 November 2009.
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5 Damage

6 https://focus.namirial.global/gdpr-privacy-spam-
emails/ (last visited: 10/17/2023).

7 Cassazione Civile sez. I n. 3311/17.

8 https://sentenze.laleggepertutti.it/sentenza/cassazione-
civile-n-3311-del-08-02-2017 (last visited:
11/13/2023).

® The Hard Approach.
10 Spam Act of 2003.
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LEst interdite la prospection directe au moyen dun
automate d'appel, d'un télécopieur ou d'un courrier
électronique utilisant, sous quelque forme que ce soit,
les coordonnées d'une personne physique qui n'a pas
exprimé son consentement préalable & recevoir des
prospections directes par ce moyen.

2REGULATION (EU) 2016/679 OF THE EUROPEAN
PARLIAMENT AND OF THE COUNCIL of 27 April
2016 on the protection of natural persons with regard to
the processing of personal data and on the free
movement of such data, and repealing Directive
95/46/EC (General Data Protection Regulation).

3 Effective Judicial Remedy.

4 https://gdprhub.eu/index.php?title=LG_Heidelberg_-
4 S_1/21 (last visited: 11/14/2023).
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