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architecture of cybersecurity governance in defense organizations, with a
balanced approach between management and technical aspects. It
considers cybersecurity not only as a set of new techniques and tools
from a technical and engineering perspective but also addresses it from a
management perspective.

Methodology: This is a combined research method (qualitative and
quantitative), where the qualitative phase involves content analysis, and
the quantitative phase is based on the findings of the qualitative phase
and is conducted using questionnaire tools. The findings are then
integrated into a cohesive framework.

Findings: In today's world, and consequently in organizations, assets and
resources are transforming towards becoming cyber assets. Governments
and organizations are well aware of the increasing role and importance of
these assets and are making significant efforts in this regard. On the other
hand, cyber threats are pervasive, growing, and real. Recent incidents in
our country have highlighted the significance of cyber conflicts between
countries and governments. This issue is even more important and serious
in defense organizations.

Originality: Ultimately, a framework for the architecture of cybersecurity
governance in defense organizations is proposed. This framework enables
these organizations to achieve organizational security in cyberspace
through a comprehensive, structured, proactive approach that goes beyond
limited management, technical, and restricted perspectives. It aims to
drive convergence and systematic integration in order to address the
existing lack of harmony.
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A=)

CCSCSC8

COBIT 5 DSS02. 05, DSS03. 04
ISO/IEC 27001: 2013 A. 16.1.5
NIST SP 800-53 Rev. 4 CP-10, IR-4,
IR-8

A=Y

COBIT 5 BAI05. 07

ISA 62443-2-14.4.3. 4

NIST SP 800-53 Rev. 4 CP-2, IR-4, IR-
8

Y-Y

COBIT 5 BAIO7. 08

NIST SP 800-53 Rev. 4 CP-2, IR-4, IR-
8

A=Y
COBIT 5 EDMO03. 02
Y-y
COBIT 5 MEAO03. 02

¥ov
NIST SP 800-53 Rev. 4 CP-2, IR-4

A=)

COBIT 5 BAIO1. 10

CCSCSC 18

ISA 62443-2-1: 2009 4.3.4.5. 1

ISO/IEC 27001: 2013 A. 16.1.5

NIST SP 800-53 Rev. 4 CP-2, CP-10, IR-4, IR-

8

A=Y

ISA 62443-2-1: 20094.3.4.5.2,4.3.4.5. 3,
4.3.4.5.4

ISO/IEC 27001: 2013 A.6.1.1,A. 16.1. 1
NIST SP 800-53 Rev. 4 CP-2, CP-3, IR-3, IR-8
Y-y

ISA 62443-2-1: 2009 4. 3.4.5.5
ISO/IEC 27001: 2013 A.6.1.3,A. 16.1. 2
NIST SP 800-53 Rev. 4 AU-6, IR-6, IR-8

AP=Y
ASA 62443-2-1

ISA 62443-2-1: 2009 4. 3.4.5.5
NIST SP 800-53 Rev. 4 CP-2, IR-4, IR-8

A=Y

COBIT 5 DSS02. 07

ISA 62443-2-1: 20094.3.4.5.6,4.3.4.5. 7,
4.3.4.5.8

ISA 62443-3-3: 2013 SR 6. 1

ISO/IEC 27001: 2013 A. 12.4.1, A. 12. 4. 3,
A.16.1.5

NIST SP 800-53 Rev. 4 AU-6, CA-7, IR-4, IR-
5, PE-6, SI-4

A=Y

ISA 62443-2-1: 2009 4.3.4.5.6,4.3.4.5. 7
4.3.

ISO/IEC 27001: 2013 A. 1
NIST SP 800-53 Rev. 4 CP-2, |

4.5.8
6.1.6
R-4

§i=5¢
ISA 62443-3-3: 2013 SR 2. 8, SR 2. 9, SR 2.
10,SR2.11,SR2.12,SR 3.9,SR 6. 1
ISO/IEC 27001: 2013 A. 16. 1. 7

NIST SP 800-53 Rev. 4 AU-7, IR-4

for
ISA 62443-2-1: 2009 4. 3. 4.5. 6
ISO/IEC 27001: 2013 A. 16. 1. 4
NIST SP 800-53 Rev. 4 CP-2, IR-4, IR-5, IR-8

N=%

ISA 62443-2-1: 2009 4. 3. 4. 5. 6

ISA 62443-3-3: 2013 SR 5.1, SR 5.2,SR 5. 4
ISO/IEC 27001: 2013 A. 16.1.5

NIST SP 800-53 Rev. 4 IR-4

Y-¥

ISA 62443-2-1: 2009 4.3.4.5.6,4.3.4.5.10
ISO/IEC 27001: 2013 A. 12.2.1,A. 16.1.5
NIST SP 800-53 Rev. 4 IR-4

S
ISO/IEC 27001: 2013 A. 12.6. 1
NIST SP 800-53 Rev. 4 CA-7, RA-3, RA-5

N-0

COBIT 5 BAIO1. 13

ISA 62443-2-1: 2009 4.3.4.5.10,4.4.3. 4
ISO/IEC 27001: 2013 A. 16.1. 6

NIST SP 800-53 Rev. 4 CP-2, IR-4, IR-8

Y-0
NIST SP 800-53 Rev. 4 CP-2, IR-4, IR-8

A=)

COBIT 5 DSS03. 01

ISA 62443-2-1: 2009 4. 4. 3.3

NIST SP 800-53 Rev. 4 AC-4, CA-3, CM-2, SI-4

ISA 62443-2-1: 2009 4. 3.4.5.6,4.3.4. 5.

3.4.
, SR 2.
1,SR
, A 16.
, IR-4, SI

ISA 62443-3-3: 2013SR 2.8, SR 2.9
SR2.11,SR2.12,SR 3.9, SR 6.
ISO/IEC 27001: 2013 A. 16.1. 1

NIST SP 800-53 Rev. 4 AU-6, CA-7

Y-

ISA 62443-3-3: 2013 SR 6. 1

NIST SP 800-53 Rev. 4 AU-6, CA-7, IR-4, IR-5,
IR-8, SI-4

Agal
COBIT 5 APO12. 06
NIST SP 800-53 Rev. 4 CP-2, IR-4, RA-3, SI -4

b=

COBIT 5 APO12. 06

ISA 62443-2-1: 2009 4. 2. 3. 10

NIST SP 800-53 Rev. 4 IR-4, IR-5, IR-8

=\

CCS CSC 14, 16

COBIT 5 DSS05. 07

ISA 62443-3-3: 2013 SR 6. 2

NIST SP 800-53 Rev. 4 AC-2, AU-12, CA-7,
CM-3, SC-5, SC-7, SI-4

X-¥
ISA 62443-2-1: 2009 4.3.3.3.8

NIST SP 800-53 Rev. 4 CA-7, PE-3, PE-6, PE-
20

Yoy
ISA 62443-3-3: 2013 SR 6. 2

ISO/IEC 27001: 2013 A. 12. 4.1

NIST SP 800-53 Rev. 4 AC-2, AU-12, AU-13,
CA-7, CM-10, CM-11

£-v
CCSCSC5

COBIT 5 DSS05. 01

ISA 62443-2-1:20094.3.4.3.8
ISA 62443-3-3: 2013 SR 3.2
ISO/IEC 27001: 2013 A. 12. 2.1
NIST SP 800-53 Rev. 4 SI-3

0H-Y

ISA 62443-3-3: 2013 SR 2. 4

ISO/IEC 27001: 2013 A. 12.5. 1

NIST SP 800-53 Rev. 4 SC-18, SI-4. SC-44

£-Y
COBIT 5 APOO07. 06

ISO/IEC 27001: 2013 A. 14.2.7,A. 15. 2. 1
NIST SP 800-53 Rev. 4 CA-7, PS-7, SA-4, SA-
9, SI-4

Y-y

NIST SP 800-53 Rev. 4 AU-12, CA-7, CM-3,
CM-8, PE-3, PE-6, PE-20, SI-4

A=Y

COBIT 5 BAI03. 10

ISA 62443-2-1:20094.2.3.1,4.2.3.7
ISO/IEC 27001: 2013 A. 12.6. 1

NIST SP 800-53 Rev. 4 RA-5

A=Y

CCSCSC5

COBIT 5 DSS05. 01

ISA 62443-2-1:20094.4.3. 1
ISO/IEC 27001: 2013 A.6.1. 1

1)
CCSCSC 16

COBIT 5 DSS05. 04, DSS06. 03
ISA 62443-2-1: 2009 4. 3.3.5. 1
R1.3,SR1.4,SR1.5SR1.7,SR1.8,SR1.9
9.22,A.9.24A9.3.1,A0942A04.3
NIST SP 800-53 Rev. 4 AC-2, IA Family
A

COBIT 5 DSS01. 04, DSS05. 05
ISA 62443-2-1:20094.3.3.3.2,4.3.3.3.8
ISO/IEC 27001: 2013 A. 11.1.1,A. 11.1.2,A. 11. 1. 4,A. 11.1.6, A. 11. 2.3
NIST SP 800-53 Rev. 4 PE-2, PE-3, PE-4, PE-5, PE-6, PE-9

Yo

COBIT 5 APO13. 01, DSS01. 04, DSS05. 03

ISA 62443-2-1: 2009 4. 3. 3. 6. 6

ISA 62443-3-3: 2013 SR 1. 13, SR 2.6

ISO/IEC 27001: 2013 A.6.2.2,A. 13.1.1,A. 13.2.1

NIST SP 800-53 Rev. 4 AC- 17, AC-19, AC-20

fo)

CCSCSC 12,15

ISA 62443-2-1: 2009 4.3.3.7. 3

ISA 62443-3-3: 2013 SR 2. 1

ISO/IEC 27001: 2013 A.6.1.2,A.9.1.2,A.9.2.3,A.9.4.1,A. 9. 4.4
NIST SP 800-53 Rev. 4 AC-2, AC-3, AC-5, AC-6, AC-16

a0

ISA 62443-2-1:20094.3.3. 4

ISA 62443-3-3: 2013 SR 3.1, SR 3. 8

ISO/IEC 27001: 2013 A. 13.1.1,A. 13.1.3,A. 13. 2. 1

NIST SP 800-53 Rev. 4 AC-4, SC-7

V.Y

CCSCSC9

COBIT 5 APO07. 03, BAIO0S. 07

ISA 62443-2-1: 2009 4. 3. 2. 4.2

ISO/IEC 27001: 2013 A. 7.2.2

NIST SP 800-53 Rev. 4 AT-2, PM-13

R

CCSCSC9

COBIT 5 APOOQ7. 02, DSS06. 03

ISA 62443-2-1:20094.3.2.4.2,4.3.2. 4.3

ISO/IEC 27001: 2013 A.6.1.1,A. 7.2.2

NIST SP 800-53 Rev. 4 AT-3, PM-13

Y.y

CCSCSC9

COBIT 5 APOQ7. 03, APO10. 04, APO10. 05

ISA 62443-2-1: 2009 4.3.2.4.2

ISO/IEC 27001: 2013 A.6.1.1,A. 7.2.2

NIST SP 800-53 Rev. 4 PS-7, SA-9

f.y

CCSCSC9

COBIT 5 APOQ7. 03

ISA 62443-2-1: 2009 4.3.2.4.2

LJISO/IEC 27001: 2013 A.6.1.1,A. 7.2.2

NIST SP 800-53 Rev. 4 AT-3, PM-13

a.y

CCSCSC9

COBIT 5 APOQ7. 03

ISA 62443-2-1: 2009 4.3.2.4.2

ISO/IEC 27001: 2013 A.6.1. 1, A. 7.2. 2,

NIST SP 800-53 Rev. 4 AT-3, PM-13

V¥

CCSCSC 17

COBIT 5 APOOL1. 06, BAIO2. 01, BAIOG. 01, DSS06. 06

ISA 62443-3-3: 2013 SR 3.4,SR 4.1

ISO/IEC 27001: 2013 A.8.2.3

NIST SP 800-53 Rev. 4 SC-28

Y.y

CCSCSsC 17

COBIT 5 APOO1. 06, DSS06. 06

ISA 62443-3-3: 2013 SR 3.1,SR 3.8,SR 4. 1,SR 4.2

ISO/IEC 27001: 2013 A.8.2.3,A. 13.1.1,A. 13.2.1, A 13.2.3,A. 14.1.2 A 14.1.3
NIST SP 800-53 Rev. 4 SC-8

A

COBIT 5 BAI09. 03

ISA 62443-2-1:20094.4.3.3.3.9,4.3.4.4.1

ISA 62443-3-3: 2013 SR 4. 2

ISO/IEC 27001: 2013 A.8.2.3,A.8.3.1,A.8.3.2,A.8.3.3, A 11. 2.7
NIST SP 800-53 Rev. 4 CM-8, MP-6, PE-16

¥

COBIT 5 APO13. 01

ISA 62443-3-3: 2013 SR 7.1,SR 7. 2

ISO/IEC 27001: 2013 A. 12.3. 1

NIST SP 800-53 Rev. 4 AU-4, CP-2, SC-5

oy

CCscsC 17

COBIT 5 APOO01. 06

ISA 62443-3-3: 2013 SR 5. 2

ISA 62443-3-3: 2013SR 1.1,SR 1.2, S
ISO/IEC 27001: 2013 A. 9. 2. 1, A.

ISO/IEC 27001: 2013 A.6.1.2,A.7.1.1,A. 7.1.2,A.7.3.1,A.8.2.2,A.8.2.3,A.9.1.1, A.9.1.2, A 9. 2.
3,A9.41,A9.44A9.45A 13 1.3 A 13.2.1,A/13.2.3,A 13.2.4,A 14 1.2,A. 14.1.3

NIST SP 800-53 Rev. 4 AC-4, AC-5, AC-6, PE-19, PS-3, PS-6, SC-7, SC-8, SC-13, SC-31, SI-4

Py

ISA 62443-3-3: 2013 SR 3.1, SR 3.3,SR 3. 4,SR 3.8

ISO/IEC 27001: 2013 A. 12.2.1,A. 12.5.1,A. 14.1.2,A. 14.1.3
NIST SP 800-53 Rev. 4 SI-7

vy

COBIT 5 BAIO7. 04
ISO/IEC 27001: 2013 A. 12.1. 4
NIST SP 800-53 Rev. 4 CM-2

§=9

CCSCsC1

COBIT 5 BAI09. 01, BAI09. 02

ISA 62443-2-1:2009 4. 2. 3. 4

ISA 62443-3-3: 2013 SR 7. 8

ISO/IEC 27001: 2013 A.8.1.1,A.8.1. 2
NIST SP 800-53 Rev. 4 CM-8

=N

CCSCSC 2

COBIT 5 BAI09. 01, BAI09. 02, BAI09. 05
ISA 62443-2-1:2009 4. 2. 3. 4

ISA 62443-3-3: 2013 SR 7. 8

ISO/IEC 27001: 2013 A.8.1.1,A. 8.1.2
NIST SP 800-53 Rev. 4 CM-8

AS)
CCSCSC1

COBIT 5 DSS05. 02

ISA 62443-2-1:2009 4. 2.3. 4

ISO/IEC 27001: 2013 A. 13.2. 1

NIST SP 800-53 Rev. 4 AC-4, CA-3, CA-9, PL-8

o
COBIT 5 APO02. 02

ISO/IEC 27001: 2013 A. 11. 2. 6
NIST SP 800-53 Rev. 4 AC-20, SA-9

[

COBIT 5 APOQ3. 03, APOO03. 04, BAI09. 02
ISA 62443-2-1:2009 4. 2. 3. 6

ISO/IEC 27001: 2013 A. 8.2. 1

NIST SP 800-53 Rev. 4 CP-2, RA-2, SA-14

7-)

COBIT 5 APOQ1. 02, DSS06. 03

ISA 62443-2-1: 2009 4.3.2.3.3

ISO/IEC 27001: 2013 A. 6. 1.1

NIST SP 800-53 Rev. 4 CP-2, PS-7, PM-11

ALY
COBIT 5 APOO08. 04, APO08. 05, APO10. 03, APO10. 04, APO10. 05
ISO/IEC 27001: 2013 A. 15.1. 3, A. 15.2.1,A. 15.2. 2

NIST SP 800-53 Rev. 4 CP-2, SA-12

XY
COBIT 5 APO02. 01, APO02. 06, APO03. 01
ISA 62443-2-1:20094.2.2.1,4.2.3. 6
NIST SP 800-53 Rev. 4 PM-11, SA-14

R
ISO/IEC 27001: 2013 A. 11.2.2,A. 11.2.3,A. 12. 1. 3
NIST SP 800-53 Rev. 4 CP-8, PE-9, PE-11, PM-8, SA-14

Ry
COBIT 5 APO01. 03, EDMO01. 01, EDMO01. 02

ISA 62443-2-1: 2009 4. 3. 2. 6

ISO/IEC 27001: 2013 A.5.1. 1

NIST SP 800-53 Rev. 4 -1 controls from all families

Y-¥

COBIT 5 APO13. 12

ISA 62443-2-1: 2009 4.3.2.3.3
ISO/IEC 27001: 2013 A.6.1.1,A. 7.2. 1
NIST SP 800-53 Rev. 4 PM-1, PS-7

Yo¥

COBIT 5 MEAQ3. 01, MEAOQ3. 04

ISA 62443-2-1:2009 4. 4.3.7

ISO/IEC 27001: 2013 A. 18. 1

NIST SP 800-53 Rev. 4 -1 controls from all families (except PM-1)

o
.
o
o

COBIT 5 D

ISA 62443-2-1: 2009 4.2.3.1,4.2.3.3,4.2.3.8,4.2.3.9,4. 2.
4.3.2.4.3,4.3.

NIST SP 800-53 Rev. 4 PM-9, PM 1

SS

Noo

I

CCSCsC4

COBIT 5 APO12. 01, APO12. 02, APO12. 03, APO12. 04

ISA 62443-2-1: 2009 4.2.3,4.2.3.7,4.2.3.9,4.2.3.12

ISO/IEC 27001: 2013 A. 12.6.1, A. 18.2. 3

NIST SP 800-53 Rev. 4 CA-2, CA-7, CA-8, RA-3, RA-5, SA-5, SA-11,
SI-2, Sl-4, SI-5

Yof
ISA 62443-2-1:20094.2.3,4.2.3.9,4.2.3.12
ISO/IEC 27001: 2013 A. 6.1. 4

NIST SP 800-53 Rev. 4 PM-15, PM-16, SI-5

yo¥

COBIT 5 APO12. 01, APO12. 02, APO12. 03, APO12. 04
ISA 62443-2-1:20094.2.3,4.2.3.9,4.2.3.12

NIST SP 800-53 Rev. 4 RA-3, SI-5, PM-12, PM-16
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NIST SP 800-53 Rev. 4 CA-2, CA-7, PM-14

X-v
ISA 62443-2-1: 2009 4. 4. 3. 2

ISO/IEC 27001: 2013 A. 18. 1. 4

NIST SP 800-53 Rev. 4 CA-2, CA-7, PM-14, SI-
4

-y
COBIT 5 APO13. 02

ISA 62443-2-1: 2009 4. 4. 3. 2

ISA 62443-3-3: 2013 SR 3. 3

ISO/IEC 27001: 2013 A. 14. 2.8

NIST SP 800-53 Rev. 4 CA-2, CA-7, PE-3, PM-
14, S1-3, SI-4

55
COBIT 5 APO11. 06, DSS04. 05 ISA 62443-2-
1:20094.4.3.4

ISO/IEC 27001: 2013 A. 16. 1.6

NIST SP 800-53 Rev. 4, CA-2, CA-7, PL-2, RA-
5, SI-4, PM-14

AP 4

CCSCSC 3, 10

COBIT 5 BAI10. 01, BAI10. 02, BAIL0. 03, BAI10. 05

ISA 62443-2-1: 2009 4. 3.4.3.2,4.3.4.3.3

ISA 62443-3-3: 2013 SR 7. 6

ISO/IEC 27001: 2013 A. 12. 1.2, A. 12.5. 1, A. 12.6. 2, A. 14. 2.2, A. 14. 2.3, A. 14. 2. 4
NIST SP 800-53 Rev. 4 CM-2, CM-3, CM-4, CM-5, CM-6, CM-7, CM-9, SA-10
Y_¥

COBIT 5 APO13. 01

ISA 62443-2-1: 2009 4. 3. 4. 3. 3

ISO/IEC 27001: 2013 A. 6. 1.5, A. 14. 1. 1, A. 14. 2. 1, A. 14. 2.5

NIST SP 800-53 Rev. 4 SA-3, SA-4, SA-8, SA-10, SA-11, SA-12, SA-15, SA-17, PL-8
Y.¥

COBIT 5 BAI06. 01, BAIOL. 06

ISA 62443-2-1: 2009 4. 3.4.3.2,4.3.4.3.3

ISA 62443-3-3: 2013 SR 7. 6

ISO/IEC 27001: 2013 A. 12. 1.2, A. 12.5. 1, A. 12.6. 2, A. 14. 2.2, A. 14. 2.3, A. 14. 2. 4
NIST SP 800-53 Rev. 4 CM-3, CM-4, SA-10

f_¥

COBIT 5 APO13. 01

ISA 62443-2-1: 2009 4. 3. 4. 3.9

ISA 62443-3-3: 2013 SR 7. 3, SR 7. 4

ISO/IEC 27001: 2013 A. 12. 3.1, A. 17. 1. 2A. 17. 1. 3, A. 18. 1. 3

NIST SP 800-53 Rev. 4 CP-4, CP-6, CP-9

a-¥

COBIT 5 DSS01. 04, DSS05. 05

ISA 62443-2-1: 2009 4. 3.3.3.14.3.3.3.2,4.3.3.3.3,4.3.3.3.5,4.3.3.3.6
ISO/IEC 27001: 2013 A. 11. 1. 4, A. 11. 2.1, A. 11. 2. 2, A. 11. 2. 3

NIST SP 800-53 Rev. 4 PE-10, PE-12, PE-13, PE-14, PE-15, PE-18

7-¥

COBIT 5 BAI09. 03

ISA 62443-2-1: 2009 4. 3. 4. 4. 4

ISA 62443-3-3: 2013 SR 4. 2

ISO/IEC 27001: 2013 A. 8.2.3,A.8.3.1,A. 8.3.2, A. 11.2. 7

NIST SP 800-53 Rev. 4 MP-6

V-¥

COBIT 5 APO11. 06, DSS04. 05

ISA 62443-2-1: 2009 4. 4.3.1,4.4.3.2,4.4.3.3,4.4.3.4,4.4.3.5,4.4.3.6,4.4.3.7,4.4.3.8
NIST SP 800-53 Rev. 4 CA-2, CA-7, CP-2, IR-8, PL-2, PM-

A

1.

ISO/IEC 27001: 2013 A. 16.
NIST SP 800-53 Rev. 4 AC-21, CA-7, SI-
q
COBIT 5 DSS04. 03
ISA 62443-2-1:20094.3.2.5.3,4.3.4.5. 1
ISO/IEC 27001: 2013 A. 16.1. 1, A. 17.1.1,A. 17.1. 2
NIST SP 800-53 Rev. 4 CP-2, IR-8
Voo¥
ISA 62443-2-1: 2009 4.3.2.5.7,4.3.4.5. 11
ISA 62443-3-3: 2013 SR 3. 3
ISO/IEC 27001: 2013 A. 17.1.3
NIST SP 800-53 Rev. 4 CP-4, IR-3, PM-14
V)-F
COBIT 5 APOO07. 01, APOQ7. 02, APOOQ7. 03, APOO07. 04, APOQ7. 05
ISA 62443-2-1: 2009 4.3.3.2.1,4.3.3.2.2,4.3.3.2.3
ISO/IEC 27001: 2013 A.7.1.1,A. 7.3.1,A. 8. 1.4
NIST SP 800-53 Rev. 4 PS Family
YY-F
ISO/IEC 27001: 2013 A. 12.6.1, A. 18.2. 2
NIST SP 800-53 Rev. 4 RA-3, RA-5, SI-2
Yoo
COBIT 5 BAI09. 03
ISA 62443-2-1: 2009 4.3.3.3. 7
ISO/IEC 27001: 2013 A. 11.1. 2, A. 11. 2. 4, A. 11. 2.5
NIST SP 800-53 Rev. 4 MA-2, MA-3, MA-5
Yoo
COBIT 5 DSS05. 04
ISA 62443-2-1:20094.3.3.6.5,4.3.3.6.6,4.3.3.6.7,4.4.4.6.8
ISO/IEC 27001: 2013 A. 11. 2.4, A. 15.1.1,A. 15. 2.1
NIST SP 800-53 Rev. 4 MA-4
(R
CCSsCsC 14
COBIT 5 APO11. 04
,4.4.2.1,4.4.2.2,4.4.2. 4
,SR2.10,SR 2.11,SR 2. 12
2.4.3,A.12.4.4 A 12.7.1
SP 800-53 Rev. 4 AU Family
Y7
COBIT 5 DSS05. 02, APO13. 01
ISA 62443-3-3: 2013 SR 2. 3
ISO/IEC 27001: 2013 A. 8.2.2,A.8.2.3,A.8.3.1,A.8.3.3,A. 11. 2.9
NIST SP 800-53 Rev. 4 MP-2, MP-4, MP-5, MP-7

6
¥
6
4
¥

ISA 62443-2-1: 2009 4.3.3.3.9,4.3.3.5.8,4.3. 4. 4.7
ISA 62443-3-3: 2013SR 2.8, SR 2. 9

ISO/IEC 27001: 2013 A. 12.4.1,A. 12.4. 2, A. 1

NIST

Y.
COBIT 5 DSS05. 02

ISA 62443-2-1:20094.3.3.5.1,4.3.3.5.2,4.3.3.5.3,4.3.3.5.4,4.3.3.5.5,4.3.3.5.6,4.3.3.5. 7,4. 3.

3.5.8,4.3.3.6.1,4.3.3.6.2,4.3.3.6.3,4.3.3.6.4,4.3.3.6.5,4.3.3.6.6,4.3.3.6.7,4.3.3.6.8,4. 3. 3.
6.9,4.3.3.7.1,4.3.3.7.2,4.3.3.7.3,4.3.3.7. 4

ISA 62443-3-3: 2013SR1.1,SR1.2,SR1.3,SR1.4,SR1.5,SR1.6,SR1.7,SR1.8,SR1.9,SR1.10, SR 1.
11,SR1.12,SR1.13,SR2.1,SR2.2,SR2.3,SR 2.4,SR 2.5,SR 2.6,SR 2. 7

ISO/IEC 27001: 2013 A. 9.1.2

NIST SP 800-53 Rev. 4 AC-3, CM-7

AR

CCscsc7

COBIT 5 DSS05. 02, APO13. 01

ISA 62443-3-3: 2013 SR 3.1, SR 3.5,SR 3.8,SR 4.1,SR 4. 3,SR5.1,SR5.2,SR5.3,SR7.1,SR 7.6
ISO/IEC 27001: 2013 A. 13.1.1,A. 13. 2.1

NIST SP 800-53 Rev. 4 AC-4, AC-17, AC-18, CP-8, SC-7

¥
COBIT 5 DSS04. 02

ISA 62443-2-1: 2009 4.2.3,4.2.3.9,4.2.3. 12

NIST SP 800-53 Rev. 4 RA-2, RA-3, PM-9, PM-11, SA-14

¥
COBIT 5 APO12. 02

ISO/IEC 27001: 2013 A. 12. 6. 1

NIST SP 800-53 Rev. 4 RA-2, RA-3, PM-16

-8
COBIT 5 APO12. 04, APO12. 05, APO13. 02, BAIO2. 03, BAIO4. 02
ISA 62443-2-1: 2009 4. 3. 4.2
NIST SP 800-53 Rev. 4 PM-9

Y-

COBIT 5 APO12. 06

ISA 62443-2-1: 2009 4. 3. 2. 6.5
NIST SP 800-53 Rev. 4 PM-9

o
NIST SP 800-53 Rev. 4 PM-8, PM-9, PM-11, SA-14




Yoo :’f’f}uﬁ xﬁfo‘;‘n.dn’i oﬁ)j.};‘ﬂlﬂf‘_’,};j’,ﬁ}k aolilas

o




ros A 5 Lol L /. ot s ol CopaTlo 5 laso o525l <)/

spleslu 1o (5 b Coal CuaS o (giluesky 6l 69,5 Cozilr S Gieshy cnl 5o
5 o5 St 53 45 0, wl)) pelx olfns o ozl cal 53 A sk oS ) el
2l gn aglosles 5 Sl 03505 3ol 5 4385 L po ol pslay 1y sl 53 (o
sl el 5 03505 Blowd Ll ool Slojlo s zsbans 1o w9z Sl ol ol
Gl Sl (adi Caz 50 S Slles anTd g ol p5Y Slles slao laibil
oo £ o loile 1o (6 mble CowSle 4y Slaws Sl oS 5 a5 asled ool
(g &z oanl Gl o ool iy (hmghy ol aalol g JolSG (gl 99,5 oo ol 00 5 0
otz sl o s b 05 a3l 6 pmles Cuptel (s lane 5 il g5l oo
by 9 (b))l rmle Sual ol Sl 1 Glojlo cnl (2o Glojler SG )3 onel Canwny
2938 w9yl ] (segm dad g 3503

108

&)k rol g el anld o1, b oS (B 2t (eled l pol> alie pBaiun i LG o
Ayl ]y Gleyad g Sas S wails,

&lw

Sl S azs gileand 5 siledae (1 FAF) deo SljLaSit g oo vgond) )b @
A RAYA PR cledb] (o 5li5 g ko

ollesl ol us o, IS, o loo ), ppdlio (spmle sl0 5 K> (\YWAD) LS pli0 s @
(&) e plol olRiils

35S (6l adlay (60 paly ai AYAF/VITA (jgiS Jule yo widlyy Je glyss @

O Sy plizo plio (gou jodds EX L slocaulaw (\YAY) . Jole e widlyy lojls @
9ES (6 b W8l 55 e 10 S ol 5 (ol (053 g

asslay 55 e il G eilS (gle sy (g0l wiw (VYY) L Jole e aidlay lojle @
35S Sl

1ol eiS drewgi oty o &) doliys yo ol pd adly (AVYAY) L Jele e 08lay losls @
3ES (6 b aiblay 55 5

S (6 ol audlay 35 el (ol Sluag (VYA L Jele ye aislay flejl @

W 0jg bl Mo luollooliwo ‘;J[o/y"[o.c/b}ztwd OYAY) L ele e widlyy ol @
D9aS 6yl By 55 e I8 e (Sl Sl b ablis jshite



YOV IFeF ol FFE Lo )9 5,95 o ollis (55 5 pale dolilias

Ol Ol 5 Olnl 53 b D508 oy YD) Gl 5l sl 5 Slalllas 285 @
olelp! ]

ol sglwe slog e )0 Spmle oK sloyille o) (VAT Lo s pl35 @
(O plol galzr olRils gyl gls (Lo (il (prago

2 e stawsd Sl 0 loysiS sl pleto] igpale iz OYAY) Sl (S5 @
L6 oledlbl Jobs 5 adgs (slad Comal uely 10) 55 ST (o 50

Ol ledb] ool Co e pincew (silwosly slaial, (VYY) Sgae (Al @
Selyy DMl (5 )5k8 35 50) 985 DMl Jols lad coial Jle slypt als o
(S50

oz i o pollii jgol jo MG 5 Uyin] K> i gpmle K> (\YAQ) 5lgol (ynls @
ool (51398 alome (sla g 58 0 ol Slalllas 185 1018 ST (b Al

A 3l s (mla) silme slad Cujele 5 2lsn g3y VYA psS e b @
S 5 (Bjse] deho (ol Sy Sgmane daz i oanl )3 lse (5555 b,
(=B 5 5ld 5 pole gy oan] 55 e (slds Lo

o 5 sy Dol 4 5l slapd sl (lojle St (VYA2) Lz jo2 oSS @
Ol gl ol 45 csane sl gl jhaz 03l ¢(g s il Lo

(SO loailoles dnngs 5 sl sl be,T 3 dlio (VY34 g eiisil ( ST s> @
Olr! b il sl s

2 Gymbo 6lad (3,56 sy (VTAD) el o )lis Dol slos LS pli8 Lo @
MV OND ¢ 095 Coctof dolilad dgimn oo 0,505, b iels 05, ol sloadse

AT (Koo b el latagsy Coglao) odlul lygd dome slagiaghy 55,0 @
Ol el pl dS ol sazite VLT e (6l (551 i

Wiyl 10|50 gy S 0 (sl (5135 eI (VAN 5ils) (g4 Sane @
(g S sl g pole 09,5 —(55lne (sLAS

sLad sliagiy I8 np st 0 silee 51a8 e (VTN 5o, (soge done @
(ny S LS 5 pole 09,5 -5 lne

. Fischerkeller, M. P., Goldman, E. O., & Harknett, R. J. (2022). Cyber
persistence theory: Redefining national security in cyberspace. Oxford
University Press.

Trim, P., & Lee, Y. I. (2022). Strategic cyber security management. Taylor &
Francis.



roA A 5 Lol L /. ot s ol CopaTlo 5 laso o525l <)/

Siegel, C. A., & Sweeney, M. (2020). Cyber strategy: risk-driven security and
resiliency. CRC Press.

Martellini, M. (2019). Cyber Arms Security in Cyberspace.

Jocelyn O. Padallan. (2020)," Cyber Security ", Canada, Arcler Press. Brook S.
E. Schoenfield. (2020)," Secrets of a Cyber Security Architect”, NEWYORK,
Taylor & Francis Group

Kohnke, A., Sigler, K., & Shoemaker, D. (2017). Implementing cybersecurity:
A guide to the national institute of standards and technology risk management
framework. CRC Press.

Kohnke, A., Sigler, K., & Shoemaker, D. (2017). Implementing cybersecurity:
A guide to the national institute of standards and technology risk management
framework. CRC Press.

Index, G. C., & Profiles, C. (2017). International Telecommunication Union
(ITU). URL: https: /lwww. itu. int/epublications/publication/global-
cybersecurityindex-2020/en/(nara 3sepuens: 24. 06. 2021).

Connell, M. , & Vogler, S. (2017). Russia's approach to cyber warfare (1rev).
No. DOP-2016-U-014231-1Rev (Center for Naval Analyses Arlington United
States, 2017), https: //apps. dtic. mil/dtic/tr/fulltext/u2/1019062. pdf.

Kohnke, A., Sigler, K., & Shoemaker, D. (2017). Implementing cybersecurity:
A guide to the national institute of standards and technology risk management
framework. CRC Press.

Fred Schreier, (2015), On Cyberwarfare, DCAF HORIZON 2015 WORKING
PAPER No. 7.

Singer, P. W., & Friedman, A. (2014). Cybersecurity: What everyone needs to
know. oup usa.

Andress, J. , & Winterfeld, S. (2013). Cyber warfare: techniques, tactics and
tools for security practitioners. Elsevier.

Krepinevich, A. F. (2012). Cyber warfare. Center for Strategic and Budgetary
Assessments.

House of Commons Defence Committee. (2012)," Defence and Cyber-
Security"”, London, House of Commons.

Geers, K. (2011). Strategic cyber security. Kenneth Geers.
DEFENSEDEPARTMENT CYBER EFFORTS (2011), "DOD Faces
Challenges In Its Cyber Activities" , United States ,United States Government
Accountability Office.

Colbaugh, R., & Glass, K. (2011, July). Proactive defense for evolving cyber
threats. In Proceedings of 2011 IEEE International Conference on Intelligence
and Security Informatics (pp. 125-130). IEEE.

Richardson, J. (2011). Stuxnet as cyberwarfare: applying the law of war to the
virtual battlefield. J. Marshall J. Computer & Info. L., 29, 1.

Borah, C. K. (2015). Cyber war: the next threat to national security and what to
do about it? by Richard A. Clarke and Robert K. Knake.

Libicki, M. C. (2009). Cyberdeterrence and cyberwar. RAND corporation.



YOR IFeY jul FFoyloss 19 699 o oollii 355 5 pple dolilas

Billo, C. , & Chang, W. (2004). Cyber warfare. An Analysis of the means and
motivations of selected nation states. Dartmouth, ISTS.

United states, arcyberthe next bottlefield(2018). Us. Army cyber, command.
Hall, J. S. (2002). Reconsidering the connection between capacity and
governance. Public Organization Review, 2, 23-43.

Rhodes, R. A. W. (1996). The new governance: governing without government.
Political studies, 44(4), 652-667.

Pierre, J., & Peters, B. G. (2000). Governance, the state and public policy.
Rajab, M., & Eydgahi, A. (2019). Evaluating the explanatory power of
theoretical frameworks on intention to comply with information security
policies in higher education. Computers & Security, 80, 211-223.

Pettai, V., & llling, E. (2004). Governance and good governance. Journal of
Humanities and Social Sciences, 8(4), 347-351.

Hufty, M. (2011). Investigating policy processes: the governance analytical
framework (GAF). Research for sustainable development: Foundations,
experiences, and perspectives, 403-424.

Bevir, M. (2012). Governance: A very short introduction. OUP Oxford.



