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Objective: The main goal of this research is to present the model of
cyber resilience of defense systems and its sub-goals are to explain the
cyber threats of defense systems, and to explain the dimensions,
components and indicators of cyber resilience of defense systems.
Method: The current research is categorized as descriptive/analytical
research with an exploratory perspective. Data collection was done using
the grounded theory method and interview tool, and the questionnaire
tool was used to determine the importance of the indicators and select
the final indicators. In order to check the significance of the relationship
between dimensions, components and indicators, factor analysis method
and Smart P.L.S. software was used. The statistical population of the
research includes 30 experts in this field and the sample population is
considered as a whole number.

Findings: The cyber resilience model of defense systems was presented
in the dimensions of supervision and leadership with 4 components and
21 indicators, control dimension with 4 components and 16 indicators,
process and operation dimension with 3 main components and 17
indicators. The factor loading coefficients for the three mentioned
dimensions were obtained as 0.921, 0.917 and 0.926, respectively, which
is a sign of the high importance of these factors in increasing cyber
resilience.

Conclusion: Cyber resilience of defense systems includes measures that
defense organizations must take to resist cyber incidents and recover
quickly after interruptions. Therefore, in order to be able to resist attacks,
incidents or cyber threats, defense systems must be resilient in the three
dimensions of supervision and leadership, control and automation, as
well as the dimension of process and operations.
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