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ABSTRACT

International crimes in the human fields
have the nature of violating the international
standards of human rights and humanitarian
rights which the international community
is unanimous about them. This violation
by ignoring the international standards
in the cyberspace will cause a threat to
international cyber peace and security. The
threat created in the mentioned areas with
cyber war crime and cyber crime against
humanity will be imaginable. This article,
with an analytical-descriptive approach, aims
to state that according to Article 7 of the
Statute of the International Criminal Court,
in case of violation of humanitarian rights,
crimes against humanity can be committed
in cyber space. Also, according to Article
8 of the aforementioned reference statute,
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in case of violation of human rights, a war crime will appear in the
cyber environment of countries and in the international arena. Finally,
considering the existence of individual criminal responsibility inferred
from Article 23 of the Statute of the Court, as well as the necessity of
impunity for crimes committed in the international law system, it will
be possible and possible to deal with crimes committed without any
immunity in the International Criminal Court.
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Extended Abstract]

Humanization, or in other words, placing humans at the center of international law,
is an inevitable process. This process will lead to the improvement of the quality
level of human rights and humanitarian rights - as part of the state-oriented general
international law-. Among the cases in which these two sectors face serious violations
is the issue of cyber crimes. These crimes lack a single definition, however, they can be
attributed to operations that lead to Skimming, disruption, negation, degradation and
destruction of information in computers and their networks. This category of crimes is
so-called severe and can be associated with the death of people or physical destruction
of property. The main question of the research is whether, considering the emergence of
armed cyber conflicts at the international level, international cyber crimes, cyber crimes
against humanity and cyber war crimes have the ability to occur? In this research,
by explaining the nature and protective principles of the law of armed conflict, cyber
war crime and its examples, cyber crime against humanity and its cases, as well as
the criminal liability of international cyber crimes, to examine the jurisdiction of the
International Criminal Court in the humanitarian fields of international law )with the
violation of humanitarian rights for crimes against humanity in cyber as well as with
the violation of human rights in cyber war crimes) in dealing with international cyber
crimes.

Research studies show that as long as the explicit rule of the law of armed conflict
does not regulate cyber activities, the Martens Clause should be taken into account as
determining its effect in international criminal law (4th Hague Convention of 1949,
Geneva Conventions of 1949 and Additional Protocol 1). In the absence of treaty
regulations, individuals are protected by the principles of international law resulting
from international customs, humanitarian regulations, and the requirements of public
conscience. Martens clause is a reflection of customary international law and has
various capabilities and capacities in international criminal law. Also, another result of
the research was that if the government dominates an organized group of hackers who
infiltrate and cause significant physical damage to the cyber infrastructure of another
government, this armed conflict will be of an "international” nature. Also, since two
key criteria for the realization of an international armed conflict are the intensity of
hostile operations and the participation of an organized armed group, cyber operations
alone have the potential to cross the threshold of international armed conflict. In the law
of armed conflict, there are several principles of protection. These principles include
the principle of separation (prohibition of targeting civilians and therefore not using a
weapon that is not capable of distinguishing between military and civilian targets), the
principle of prohibition of unnecessary suffering and the principle of military necessity
(reciprocal measures preclude the prohibition of retaliatory measures and obligations It
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does not result from the protection of human rights and humanitarian rights).

Research studies show that according to Rule 92 of Tallinn, a cyber attack is an
offensive or defensive cyber operation that causes injury or death of persons or causes
damage or destruction of objects in the form of international and non-international
armed conflicts, and according to the opinion of the preparatory committee of the draft
statute, the criteria of extent, Being organized and against civilians is one of its main
elements. According to Tallinn Rule 89 regarding cyber espionage, a member of the
armed forces who commits such a crime in enemy-controlled territory loses the right
to be a prisoner of war and may, if captured, before rejoining the armed forces to
which they belong. He is treated as a spy. This rule is only applied to cyber espionage
conducted in the context of an international armed conflict.

Another concept investigated in this research is cybercrime against humanity.
According to Article 7 of the Statute of the International Criminal Court, in case of
violation of humanitarian rights, crimes against humanity can be committed in cyber
space. The difference between this crime and the war crime is that it is not assigned
to the time of war, and its inclusion also extends to the time of peace. In establishing
the hostile intent, the crime committed is not limited to total or partial destruction of
the target, and it will not be a condition for the occurrence of the crime, and the crime
referred to in paragraph 1 of Article 7 of the Rome Statute is limited to an illegal cyber
attack and even independent of war crimes. Crime against humanity in cyberspace
includes attacks that lead to a human crime, such as the death of patients in a medical
center due to hacking or disabling medical equipment, or even occur on networks and
systems related to transportation that cause collisions. Airplanes or trains have collided,
or these types of attacks have disrupted water supply services, or caused dams to open
and their water to flow. Finally, examples of crimes against humanity can include a)
attacks against persons and b) attacks against objects.

Onsidering the existence of records of violations of international peace and security
in the international community and the sterility of the international community's reaction
(impunity), the establishment of the International Criminal Court and the establishment
of individual criminal responsibility have provided the ineffectiveness of judicial
immunity at the international level. The limits and gaps of this responsibility, at the
international level, with the existing standards in terms of the criminality or illegality of
the committed acts, in proportion to the level of disturbance in the international public
order, in the form of issuing resolutions, conventions and recommendations, with the
aim of restoring the previous situation that follows Disturbance in international peace
and security is defined as a result of international conflicts. Due to the necessity of
limiting the effects of these conflicts and the requirement to restore international order,
it is necessary to pay great attention to cyber human rights and cyber humanitarian
rights.
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