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Abstract

Prevention of security breaches today depends on understanding the concepts
and examples of cyber security breaches And Examining measures by
governments to adopt preventive criminal policy is appropriate. This is a
relatively new but important issue Why so; The most important component in
expressing the desired governance of countries Ability to deal with cyber
security breaches. And since, according to the evidence, the cyberspace is the
target of complex security-violating actions by individuals and even
governments, has involved those involved both in the domestic arena and in the
international arena With the application of efficient and effective approaches
and guidelines of active and comprehensive preventive criminal policy Seek to
find a suitable solution for a cyber security breach From this point of view, this
article follows descriptive-analytical method Reading the preventive
approaches of Iran's cyber security violations in laws and documents Upstream
and its review in international cyber documents .It seems that despite the fact
that the governing systems and international decision makers In laws and
agreements and conventions that are somewhat scattered Several cyber security
approaches have been proposed and implemented in order to prevent cyber
security violations; However, Iran's criminal policy despite efforts to strengthen
the security foundations of cyber encounters and aligning with global measures
and taking advantage of current knowledge and approving numerous
regulations, It lacked the necessary differentiation bases And so far, it has not
succeeded in adopting a centralized and efficient criminal policy for the
prevention of cyber security violations.
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27 Fire Walls

28 Intrusion Detection System(IDS)

2 Unsolicited Commercial Mail(UCM) or Spam
30 Proxy

31 Filtering

32 Anonymizers

3 Encryption

3 Verification or Authentication Technologies
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" Big-Data
" Machin Type Communication (MYC)
™ Smartness
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™ Monitoring Measures
™ Data Mining
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