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Abstract

trade secrets law protect all types of information and innovations without
considering the need for a specific quality such as the originality or novelty of
the information and without any prior review. This protection, without
granting exclusive rights to the owner of the secrets, is done only against three
actions, namely improper disclosure, possession and use. The subject of this
article is to study the limits of protection of secrets against improper
disclosure: What is meant by improper disclosure and how and by what
criteria can a distinction be made between proper and improper disclosure? To
this end, by studying and inferring into the laws and jurisprudence of different
countries, especially the EU directive on trade secrets (2016) and US law, first,
different hypotheses of disclosure of trade secrets, are categorized in five
categories of disclosure to competitors, mandatory disclosures, disclosure to
Foreign states, disclosure to the public and disclosing as a Whistleblower. then
the criteria and conditions for recognizing proper and improper disclosures are
explained separately in each case. Criteria that, if adhered to, could protect the
public policy and the private interests in a balanced way.
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1. Trade secrets

2. Principles of equity

3. Lawful secrets of guilds

4. Bottomley, Sean, “The Origins of Trade Secrecy Law in England, 1600-1851”, The
Journal of Legal History, Vol. 38, Issue: 3, (2017), pp. 256-262.
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6. Laws of confidentiality

7. Proprietary information

8. Sandeen, Sharon, “The Evolution of Trade Secret Law and Why Courts Commit
Error When They Do Not Follow the Uniform Trade Secrets Act”, Hamline Law
Review, Vol. 33, (2010), pp. 498-502.

9. Secret know-how, technological know-how

10. Business secrets

11. Professional secrecy
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1. Confidential information

2. Les secrets de fabrique

3. Agreement on Trade-Related Aspects of Intellectual Property Rights (TRIPS)

4. Undisclosed information

5. European Commission, “Impact Assessment Accompanying the document
proposal for a Directive of the European Parliament and of the Council on the
protection of undisclosed know-how and business information (trade secrets) against
their unlawful acquisition, use and disclosure”, (2013), pp. 107-109. https://eur-
lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:52013SC0471.

6. Trade secrets

7. Uniform Trade Secrets Act 1979 with 1985 Amendments

fan 5 03lizal (5l 5 e goad (Il IS dote 5l 5 (Sl puraS” o &S 53 1AVA Jla s S 046 ol A
el ol S| OT Seale dizm VAAD Jlo s .l slgiiy LbYLI


https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:52013SC0471
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:52013SC0471

8 | bl | slome b SLEl 5l 53 ol )l ) cyle

U o T JSeltonze 058 g o 51 ST 5 Ml el s il 43 S &y 50
olisladl 5 5515 51 Calem 55 gyl 4ol feadly s 5 (¥R 03le) oy 5 dslici] g
)‘ﬂ‘j\f_ﬁb}SJl{)bQYﬁg'ﬁ.Jd-TLS)\:-S‘(&)W)\ﬁ\))lf)@&‘.&w\j
(Y osle) Wlas 8 ka3 55 (6lond Ll el G a8 (81 1y sprlie o Lol 8 (o (s
Sl G 5 53 35 VWAY O game S5 2SU1 S ylows 0 956 90 03le 5 Ol 5 s s
2 e =3l LB Gl sla sl b i a1 pgelie B Ll 3 (S 28U (6l
.C,.w‘a.};

Tl Mz b 33 5 (IS Guans &K 3 (ol (sline 53 (g5l !
S eSSl l 5 (5 s 5 ol J g3 cla SNl 5 b 4y el Sl s
(U3l 5 Rk sl s e e Sla ) s (Ol s Sy i o)l L
(DA ¢l 5 Calem 5 Bl on ol Sl Bgim csp0nl 3 T LI L
Sgdoes OT 31 Colam 06,50 STl (slad gin [ Kos O 5 53,8 15 sleal 5 50
W\:— )L;S:-‘ )b}bu\.@ﬁ L:.el,géb))\b\ GC_A“L‘;:- U':-‘ )"‘J" 2 ‘C_A.w:.v L;”l’. CJ»X.AM
Sl Lgl;t)“@,;;lQQ\,ﬁfsm.uu‘ww,wz.u)uu;ﬁf@;,\js
il Colem 5 315l Goetens ¢, ledbl gLl L

o g estel B i WT o8 ol OT g 1SS 5 Sy e ol oIS e 5
e o gos @le g 38U ) sba )l 1l OB W5 oo guast ilin o7 555 a5
5 G w0315 sbml Cgr (o SO SIb gladgie L 3550 5 SUS Ty
C)\.s:}.é_,.a le B &\Aml 9 9= ((pses cJLA.a 9 GLA 9 G’J“”’f\*‘
LSLACMJ‘\)DQ.LJJ&‘JEQ)‘}S)M))\}QL@?JJ}A‘MQ@&GC‘J}\

1. Directive (EU) 2016/943 of the European Parliament and of the Council of 8 June
2016 on the protection of undisclosed know-how and business information (trade
secrets) against their unlawful acquisition, use and disclosure.

2. Technical information

3. Business or commercial information
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2. Article 99 of the Italian Code of Industrial Property,

https://www.wipo.int/edocs/lexdocs/laws/en/it/it204en.pdf.
3. Improper means
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1. European Commission, Op. cit., p. 164.
2. Ibid, p. 164.
3. Implied obligation of confidentiality/ Fiduciary duty
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1. Sommer, Ueli, “Restrictive Covenants and Trade Secrets in Employment Law: An
International Survey: Switzerland”, (2010), pp. 12-14,
https://www.walderwyss.com/user_assets/publications/973.pdf.
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European Union Intellectual Property Office, “The Baseline of Trade Secrets
Litigation in the EU  Member  States”, 2018, p. 215.
https://op.europa.eu/en/publication-detail/-/publication/25fe67c7-bc82-11e8-99ee-

0laa75ed7lal/language-en.
3. Ibid, p. 63.
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2. Permitted Recipients

3. International Chamber of Commerce, “ICC model confidentiality agreement, ICC
Confidentiality Clause”, (2006),
http://www.bauerreis.com/wp-content/uploads/2020/01/1CC-Model-Confidentiality-
agreement.pdf.

4. Related Company
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1. Industry-wide custom of confidentiality

2. Moore v. Marty Gilman, Inc., U.S. District Court for the District of Massachusetts,
May 15, (1997),
https://law.justia.com/cases/federal/district-courts/FSupp/965/203/2138813/.

3. Young Design v. Teletronics, U.S. District Court for the Eastern District of
Virginia, 2001,

https://www.anylaw.com/case/young-design/fourth-circuit/07-19-
2002/LoJXPmYBTITomsSBIc24.

4. Bone, Robert G., “Secondary Liability for Trade Secret Misappropriation: A
Comment”, Santa Clara High Tech. L.J., Vol. 22, Iss. 3, (2005), P. 536.
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1. See : Canadian Directive on Automated Decision-Making,
https://www.tbs-sct.gc.ca/pol/doc-eng.aspx?id=32592&section=html,  Algorithmic
Accountability Act of 2019,

https://www.congress.gov/bill/116th-
congress/senatebill/1108/text?q=%7B%22search%22:%?22algorithmic+accountabilit
y%20+act%22%7D&r=1&s=2.

2. Open Data Institute, “The role of data in Al business models (report)”, Fri Apr 20,
2018,pp. 10-13. https://theodi.org/article/the-role-of-data-in-ai-business-models/.

3. European Commission, Op. cit., p. 161. European Union Intellectual Property
Office, Op. cit., pp. 331&337.

4. Directive (EU) 2016/943, Op.cit., para. 24.
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1. U.S. Code, Title 18, Part I, Chapter 90, §1835, Orders to preserve confidentiality,
https://www.law.cornell.edu/uscode/text/18/1835.

2. I’intérét général au sens le plus large

3. Les intéréts plus catégoriels

4. La Documentation francaise, Le droit de savoir, Rapport annuel de la Cour de
cassation 2010, Paris, 2011, pp. 257-263.
https://www.courdecassation.fr/IMG/pdf/Rapport_annuel_CC_2010.pdf.

5. Bull. crim. 2010, no 27, pourvoi no 09-86.363 (Ibid).
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1. United States Office of the National Counterintelligence Executive, “Foreign Spies
Stealing US Economic Secrets in Cyberspace: Report to Congress on Foreign
Economic Collection and Industrial Espionage”, 2009-2011, (2011), pp. iii & iv.
https://www.hsdl.org/?abstract&did=785681.

2. Burstein, Aaron J., “Trade Secrecy as an Instrument of National Security?
Rethinking the  Foundations of Economic  Espionage” , (2009),
p.17, https://ssrn.com/abstract=1462319.

3. US Congress, 114TH Congress 2d Session, Report 114-220, Defend Trade Secret
Act of 2016, p. 2.

4. European Commission, Op. cit., pp. 175-175.


https://www.hsdl.org/?search&exact=United+States.+Office+of+the+National+Counterintelligence+Executive&searchfield=publisher&collection=limited&submitted=Search&advanced=1&release=0
https://www.hsdl.org/?abstract&did=785681
https://ssrn.com/abstract=1462319
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1. Burstein, Aaron J., Op.cit., pp.5-6.

2. PricewaterhouseCoopers ,”The scale and impact of industrial espionage and theft
of trade secrets through cyber”, European Union, (2018), p. 24.
https://op.europa.eu/en/publication-detail/-/publication/4eae21b2-4547-11e9-a8ed-
0laa75ed71al/language-en.

3. Code pénal suisse du 21 décembre 1937 (Etat le ler juillet 2020),
https://fedlex.data.admin.ch/filestore/fedlex.data.admin.ch/eli/cc/54/757_781_799/2
0200701/fr/pdf-a/fedlex-data-admin-ch-eli-cc-54-757_781_799-20200701-fr-pdf-
a.pdf.

4. Crimes ou délits contre ’Etat et la défense nationale

5. Secret de fabrication ou d’affaires
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1. Reid, Melanie, “A Comparative Approach to Economic Espionage: Is Any Nation
Effectively Dealing With This Global Threat?”, Miami L. Rev., Vol. 70, N. 3, (2016),
pp. 772-76.
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1. Neuborne, Burt, “Limiting the Right to Buy Silence: A Hearer-Centered
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