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Internet (access) as a new fundamental right. Inflating the current rights
framework?

Paul De Hert and Dariusz Kloza

European Journal of Law and Technology, 3(3). (2012)
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£ BBC, Internet  access is a  fundamental right, 8 March

2010, http://news.bbc.co.uk/2/hi/8548190.stm.
& Arab Spring
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R. Stengel, Person of the Year Introduction, Time, 14 December
2011, http://www.time.com/time/specials/packages/article/0,28804,2101745 210
2139,00.ntml also G. Ziccardi, Resistance, Liberation Technology and Human
Rights in the Digital Age, Springer, 2013.
¥ J. Wortham, A Political Coming of Age for the Tech Industry, The New York
Times, 17 January 2012, http://www.nytimes.com/2012/01/18/technology/web-
wide-protest-over-two-antipiracy-bills.html
A D. Lee, Acta: Europe braced for protests over anti-piracy treaty, BBC, 6
February 2012, http://www.bbc.co.uk/news/technology-16906086; Irina Baraliuc,
Serge Gutwirth and Sari Depreeuw. Copyright enforcement in Europe after ACTA:
What now?, Netherlands Journal of Legal Philosophy, Vol 41(2), 2012, pp 99-104.
s Frank La Rue

+UN Human Rights Council, Report of the Special Rapporteur on the promotion

and protection of the right to freedom of opinion and expression, Frank La Rue, 6
May 2011,
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A/HRC/17/27, http://www2.ohchr.org/english/bodies/hrcouncil/docs/17session/A
.HRC.17.27_en.pdf.

v WUN Human Rights Council, Report ..., op. cit., p 22.

ywwUN Human Rights Council, [Resolution on the] promotion, protection and
enjoyment of human rights on the Internet, A/HRC/20/L.13, 29 June 2012, para

3, http://daccess-
ods.un.org/access.nsf/Get?Open&DS=A/HRC/20/L.13&Lang=E

wCf. http://irpcharter.org/campaign.
wCf. http://irpcharter.org/charter
ysAndrew Murray
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v A Murray, A Bill of Rights for the Internet,

2010, http://theitlawyer.blogspot.com/2010/10/bill-of-rights-for-internet.html
ywDe Hert and Prins

yABernal and Andrade
yaP. De Hert, A right to identity to face the information society, in: W.

Bruggeman, R. van Eert and A. van Veldhoven (eds.), What's in a name?
Identiteitsfraude en -diefstal, Maklu, 2012, pp 117-147; P. De Hert, A right to
identity to face the Internet of Things,
2007, http://portal.unesco.org/ci/fr/files/25857/12021328273de_Hert-
Paul.pdf/de%2BHert-Paul.pdf . J.E.J. Prins, Een recht op identiteit, Nederlands
Juristenblad, Vol 82(14), 2007, p 849. See critically S. Gutwirth, Beyond Identity?,
Identity in the Information Society, Vol 1(1), 2009, pp 122-
133, http://www.springerlink.com/content/j4396418218787pm/fulltext.pdf.

v.P. Bernal, A right to an online identity?, conference speech, Human Rights in
the Digital Era, Leeds, 16 September 2011, http://prezi.com/jdszwv0kppsd/a-right-
to-an-online-identity. N.N.G. Andrade, Right to Personal Identity. The Challenges
of Ambient Intelligence and the Need for a New Legal Conceptualization, in: S.
Gutwirth, Y. Poullet, P. De Hert et al. (eds.), Computers, Privacy and Data
Protection: an Element of Choice, Springer, 2011, p 89.

wCf. http://direitorio.fgv.br/civilrightsframeworkforinternet.
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European Commission, A Digital Agenda for Europe, COM(2010) 245 final/2,
Brussels, 26 August 2010, p 13,

http://eur-
lex.europa.eu/LexUriServ/LexUriServ.do?uri=COM:2010:0245:FIN:EN:PDF

vyCouncil of Europe, Internet Governance - Council of Europe Strategy 2012-2015,
Strasbourg, 15 March 2012, CM(2011)175 final.

vf Council of Europe, Declaration of the Committee of Ministers on Internet
governance principles, Strasbourg, 21 September
2011, https://wcd.coe.int/ViewDoc.jsp?id=1835773.

vaCouncil of Europe, Recommendation of the Committee of Ministers to member
states on the protection and promotion of the universality, integrity and openness
of the Internet , Strasbourg, 21 September 2011, CM/Rec(2011)8.

vsCf. para 8(b).
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vaB. Morgan and K. Yeung, An Introduction to Law and Regulation, Cambridge
University Press, 2007.
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¥.M. Odello and S. Cavandoli (eds.), Emerging areas of human rights in the 21st

century: the role of the universal declaration of human rights , Routledge, 2011, p
3.
¥Broensword and Goodwin

»R. Brownsword and M. Goodwin, Law and the Technologies of the Twenty-First

Century, Cambridge University Press, 2012, pp 225-245.
¥rOne can ask the question whether a right to identity can cover Internet interest in

the digital age, cf. section 5.
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http://www.europarl.europa.eu/sides/getDoc.do?type=T A&reference=P6-TA-
2006-0324&language=EN .
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v#J. Naughton, A Brief History of the Future: the origins of the Internet, Phoenix,

2000, p xii.
»WUN Human Rights Council, Report..., op. cit., p 22.

#\A. Murray, A Bill of Rights for the Internet, op. cit.
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vaCf. J. Bing, Building cyberspace: a brief history of Internet, in L.A. Bygrave and

J. Bing (eds.) Internet Governance..., op. cit., p 47.

£.L. Guernsey, Welcome to the World Wide Web. Passport, Please?, The New
York Times, 15 March
2001, http://www.nytimes.com/2001/03/15/technology/welcome-to-the-web-
passport-please.html .

sy For the history of the Internet, cf. e.g. J. Naughton, A Brief History of the
Future..., op. cit.; J. Goldsmith and T. Wu, Who Controls the Internet? Illusions of
a Borderless World, Oxford University Press, 2006; J. Bing, Building cyberspace:
a brief history of Internet, in L.A. Bygrave and J. Bing (eds.) Internet
Governance. op. cit. A short documentary video is worth attention too: M.
Bilgil, The History of the Internet, 2009, http://www.lonja.de/the-history-of-the-
internet.

£John Perry Barlow

£r'We explore... and you call us criminals. We seek after knowledge... and you
call us criminals. We exist without skin color, without nationality, without religious
bias... and you call us criminals." http://www.mithral.com/~beberg/manifesto.html.
s¥'Governments of the Industrial World ... | ask you of the past to leave us alone.
You are not welcome among us. You have no sovereignty where we
gather." https://projects.eff.org/~barlow/Declaration-Final.html.

£aGoldsmith and Wu argue that the creation of some of the borders in cyberspace
was a response to local demands as well as to cultural and linguistic differences.
Cf. further J. Goldsmith and T. Wu, Who Controls the Internet?, op. cit., ch 4.
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£+Cf. Loi n°2009-669 du 12 juin 2009 favorisant la diffusion et la protection de la

création sur internet (Loi Hadopi, France), Digital Economy Act 2010 (UK) and
the proposed Anti-Counterfeiting Trade Agreement (ACTA).

£vyUN Human Rights Council, Report..., op. cit., pp 9-26. One could also group
these restrictions as targeting either intermediaries or individuals (J. Goldmiths and
T. Wu, Who Controls the Internet, op. cit,, ch 5.) or classify them in three
categories: national firewalls, user-blocking and content-blocking (E.
Schweighofer, New Borders in Cyberspace, conference speech, Cyberspace 2009,
Brno).

£/Sergey Brin

sl. Katz, Web freedom faces greatest threat ever, warns Google's Sergey Brin,

Guardian, 15 April
2012, http://www.quardian.co.uk/technology/2012/apr/15/web-freedom-threat-
google-brin .

s-J.P. Sluijs, From Competition to Freedom of Expression: Introducing Art. 10

ECHR in the European Network Neutrality Debate, TILEC Discussion Paper No.
2011-040, p 6, http://ssrn.com/abstract=1927814. On 8 May 2012, the Netherlands
became the first country in Europe to implement net neutrality in the law. EDRI-
gram newsletter, Netherlands - First Country In Europe With Net Neutrality, 9 May
2012, http://www.edri.org/edrigram/number10.9/net-neutrality-law-netherlands .
Official version: https://zoek.officielebekendmakingen.nl/kst-32549-29.html.
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& Cf. Committee to Protect Journalists, 10 Most Censored Countries,

2012, http://www.cpj.org/reports/CPJ.Ten.Most.Censored.5.2.12.pdf;  Reporters
sans frontieres, Enemies of the Internet & Countries Under Surveillance, report for

2010:http://en.rsf.org/IMG/pdf/Internet_enemies.pdf, for
2011:http://12mars.rsf.org/i/Internet_Enemies.pdf, for
2012:http://en.rsf.org/IMG/pdf/rapport-internet2012_ang.pdf; OpenNet
Initiative, West Censoring East: The Use of Western Technologies by Middle East
Censors, 2010-

2011, http://opennet.net/sites/opennet.net/files/lONI_WestCensoringEast.pdf . In
2012, the British daily 'Guardian' took stock of the new battlegrounds for the
internet. Cf. http://www.guardian.co.uk/technology/series/battle-for-the-internet .
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avA. Segura-Serrano, Internet Regulation and the Role of International Law, Max

Planck Yearbook of United Nations Law, Vol 10, 2006, pp 264-270.
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http://www.du.edu/korbel/hrhw/volumes/2004/best-2004.pdf.
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S o cmal K b Kpd o 22 b gy Wb Y gkt 4 pla SIS L
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http://www.oii.ox.ac.uk/vis/?id=4e3c0200. For more statistics on the information

society in the EU, cf. e.g. Eurostat, Information
Society, http://epp.eurostat.ec.europa.eu/portal/page/portal/information_society/in
troduction ; European Commission, Digital Agenda Scoreboard

2011, http://ec.europa.eu/information_society/digital-
agenda/scoreboard/index_en.htm . Cf. also United Nations, Statistical Yearbook
2009, pp 128-139, http://unstats.un.org/unsd/syb/syb54/SYB54_Final.pdf;
International Telecommunication Union, Measuring the Information Society
2011, http://www.itu.int/ITU-D/ict/publications/idi/index.html.
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s0D. Rowland, 'Virtual world, real rights?: Human rights and the Internet, in: M.
Odello, S. Cavandoli (eds.), Emerging areas of human rights in the 21st century...,
op. cit., p 13.

o7 'In cooperation with the private sector, make available benefits of new

technologies, especially information and communications.'
Cf. http://www.un.org/millenniumgoals.
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http://mww.itu.int/dms_pub/itu-s/md/03/wsis/doc/S03-WSIS-DOC-0005!!PDF-

E.pdf .
sACf. A.P.M. Coomans (ed.). Justiciability of Economic and Social Rights -

Experiences from Domestic Systems, Intersentia, 2006.
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a1 The Constitution of Greece (as revised by the parliamentary resolution of 6
April 2001 of the Vlith Revisionary
Parliament), http://www.nis.gr/npimages/docs/Constitution_EN.pdf.

£ Translation unofficial from http://www.technollama.co.uk/costa-rican-court-
declares-the-internet-as-a-fundamental-right . Original Spanish text: 'En este
contexto de la sociedad de la informacion o del conocimiento, se impone a los
poderes publicos, en beneficio de los administrados, promover y garantizar, en
forma universal, el acceso a estas nuevas tecnologias.' Sala Constitucional De La
Corte Suprema De Justicia, Judgement of 30 July 2010, sentencia: 12790,
expediente: 09-013141-0007-CO.

#\]J. Gibson and Gr. Caldeira, The Legal Cultures of Europe, Law & Society
Review, Vol 30(1), 1996, pp 1-55.

#Rick Stengel
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sDelLong-Bas

#¢N.J. DeLong-Bas, The New Social Media and the Arab Spring, Oxford Islamic
Studies

Online, http://www.oxfordislamicstudies.com/Public/focus/essay0611 social _me
dia.html .

#0R. Stengel, Person of the Year..., op. cit.

ss\inton Cerf

#WV.G. Cerf, Internet Access Is Not a Human Right, New York Times, 4 January
2012, http://www.nytimes.com/2012/01/05/opinion/internet-access-is-not-a-
human-right.html .

#AS. Greer, The European Convention on Human Rights. Achievements, Problems

and Prospects, Cambridge University Press, 2006, p 2.
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#4J. Nickel, Making Sense of Human Rights: Philosophical Reflections on the

Universal Declaration of Human Rights, University of California Press, 1987; cited
in A Fagen, Human Rights, Internet Encyclopaedia of
Philosophy, http://www.iep.utm.edu/hum-rts.

¥-V.G. Cerf, Internet Access Is Not a Human Right, op. cit.
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yr F. Francioni, International Human Rights in an Environmental Horizon,
European Journal of International Law, Vol 21, No 1, 3 May 2010, pp 41-55.

vr Cf. e.g. Principle 1 of the 1972 Stockholm Declaration on the Human
Environment; Arts 16, 21 and 24 of the 1981 African Charter on Human and
People's Rights; Art 37 of the EU Charter of Fundamental Rights.

voCf. UN Economic and Social Council, General Comment No. 15. The right to
water (arts. 11 and 12 of the International Covenant on Economic, Social and
Cultural Rights), 20 January 2003,
E/C.12/2002/11, http://www.unhchr.ch/tbs/doc.nsf/0/a5458d1d1bbd713fc1256¢c
400389e94/$FILE/G0340229.pdf .

ys Centre on Housing Rights and Evictions, The human right to water and
sanitation: Legal Bases, Practical Rationale and Definition, 2008, p
6, http://www.wsscc.org/sites/default/files/publications/cohre legal_basis_for_rig
ht to_water and sanitation 2008.pdf .
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wCf. the 2006 UN Convention on the Rights of Persons with

Disabilities, http://www.un.org/disabilities/convention/conventionfull.shtml.

¥AP. De Hert and E. Mantovani, Specific Human Rights for Older Persons? The
inevitable colouring of Human Rights Law, European Human Rights Law Review,
Issue 4, 2010, pp 398-418; E. Mordini and P. De Hert (eds.), Ageing and
Invisibility, from Ambient Intelligence and Smart Environments, 10S PRESS,
2010; J. Williams, An international convention on the rights of older people? in M.
Odello, S. Cavandoli (eds.), Emerging areas of human rights in the 21st
century..., op. Cit., pp 128-148. Williams explicitly asks 'if children have special
protection, why not older people?'.

yBaxi

A-U. Baxi, Too many, or too few, Human Rights?, Human Rights Law Review, Vol
1(1), 2001, pp 1-10, cf. footnote 1.

MmDirective 95/46/EC of the European Parliament and of the Council of 24 October
1995 on the protection of individuals with regard to the processing of personal data
and on the free movement of such data.



http://www.un.org/disabilities/convention/conventionfull.shtml

BV oylad AF) Ly s s pole aslilad // AF

Elgil gy osls 51 cbliz uilsd 0 ab iass pde 5 Capegy oo wig L,
> 4 bge geu0d Oljgal 51 gobyax U ojlee (B y0 a5 (adlis 3l (gousie
U)‘ S | J)MA.A d?‘e 6[.@4;9.0.} B bu}\‘w | [ Lo LJ.;B)LSQ ).")S ‘5.@9..‘4}
B axg 0,90 1) ol ools cacla o Coenl clslos E32 90 o] sdon a5 Cow |
a5 5 5ol s oMl el 5 e 5 ook o lge ol cslesl el iy oilosls
g abgye o)lse Zule; redd gl ]y G)lnl 5 ladgine o PELDC e 4
3,591 dalg3 3929 4 (S ygisle aile o GBS Jolis « )l Jlos!

JORTCIN pACOWR RO IEK OOV O BN PV S UURPU SR O  ES
B> 5 e oy lidaen o lastis a5 " pols )| Bas 058 jga' JYaiwl jogas
Gyl 5l a5 Wigd oo logad pdl com el (S5eleiSS slad pin 005 e
Gsi onl e goiam gy ol 5l g S S 4 |y 055 slasaliT g asi ]
(ol b o Ll 9 (09,508 o 43 &8 52 (g0l cojg ol il oo g 51,
L BB wooly b b 0588 > 4 e g wboe S Syl g Lanlen
@ 5, Boa> (5 pdydlhanl JYar ! 8 3 1as o WMoy & od ogasme a5 250
a5 w2l =0y Sl 4 o slai 5o S TeR (g0 sakali (lgie
3 S oo cblis &6l 9 )5 51 ol Al gty S93S o Gsi> ezl
5590 A ¢ s oS o0 E9 70— o O3] i 3> L1, 095 G dald]
25 b s Sas B sy

AYCf. P. De Hert and S. Gutwirth, Data Protection in the Case Law of Strasbourg

and Luxemburg: Constitutionalisation in Action, in S. Gutwirth (ed.), Reinventing
Data Protection, Springer, 2009, pp 3-44.
ArJ. Harris, Enhancing Evolution. The Ethical Case for Making Better People,

Princeton University Press, 2007, p 76.
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A*UN Human Rights Committee, General comment No. 34. Article 19: Freedoms

of opinion and expression, CCPR/C/GC/34, 21 July 2011, p
4, http://www2.ohchr.org/english/bodies/hrc/docs/gc34.pdf.
AaJayawickrama

AsArt 10(1) ECHR permits for the states to require 'the licensing of broadcasting,

television or cinema enterprises'. This provision was determined in 1950s, when
the convention was drafted, by two factors: the state of the art in technology (i.e.
limited number of available frequencies) and the state's monopoly for broadcasting.
As the technology develops, the state's right to license the media companies is now
understood as a guarantee of liberty and pluralism of information in order to fulfil
public demand. M. Macovei, A guide to the implementation of Article 10 of the
European Convention on Human Rights, 2nded., Strasbourg, 2004, p
14, http://echr.coe.int/NR/rdonlyres/C3804E16-817B-46D5-A51F-
0AC1A8EOFB8D/0/DG2ENHRHANDO022004.pdf .

AvN. Jayawickramama, The Judicial Application of Human Rights Law: National,
Regional and International Jurisprudence, Cambridge University Press, 2001, pp
696-697.

MECHHR, Oztiirk v. Turkey, Judgement of 28 September 1999, Application No
22479/93, § 49.

AVan Dijk
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¢.P. van Dijk et al, Theory and Practice of the European Convention on Human
Rights, 4th ed., Intersentia, 2006, p 783.

) ECtHR, Factsheet - New Technologies, May
2011, http://www.echr.coe.int/NR/rdonlyres/CA9986C0-BF79-4E3D-9E36-
DCCF1B622B62/0/FICHES New technologies EN.pdf ; Council of

Europe, Internet: Case-law of the European Court of Human Rights, June
2011, http://www.echr.coe.int/NR/rdonlyres/E3B11782-7E42-418B-AC04-
A29BEDCO0400F/0/RAPPORT RECHERCHE Internet Freedom_Expression_E

N.pdf .
svJersild v. Denmark

ayECtHR, Jersild v. Denmark, Judgement of 23 September 1994, Application No
15890/89, § 31. The Strasbourg Court further explicitly considered the relation
between the means of communication and the scope of the protection by stating
that 'in considering the 'duties and responsibilities’ of a journalist, the potential
impact of the medium concerned is an important factor ... The audiovisual media
have means of conveying through images meanings which the print media are not
able to impart.'

a¥Oberschlick v. Austria

s0ECtHR, Oberschlick v. Austria, Judgement of 23 May 1991, Application No
11662/85, § 57.

asDe Haes and Gijsels v. Belgium

av ECtHR, De Haes and Gijsels v. Belgium, Judgement of 24 February 1997,

Application No 19983/92, § 48.
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a/Scarlet v. Sabam

a:Sabam v. Netlog

yECJ, Scarlet v. Sabam, Judgement of 24 November 2011, Case C-70/10.

y.ECJ, Sabam v. Netlog, Judgement of 16 February 2012, Case C-360/10.

y Rromusicae

yECJ, Productores de Musica de Espafia (Promusicae) v. Telefonica de Espafa

SAU, Judgement of 29 January 2008, Case C-275/06.
+ECJ, Scarlet v. Sabam, § 44; ECJ, Sabam v Netlog, § 42.



W oz ol @ SO plgie 0 i il dy (gus s

o) oS i Sy Mxe s 63T g0yl y ol i Kl gonigy
s 9,08 Jlazol a5 i 59 el 63131 U35 oo 05l ok 4y wilgi oo
SbLS )l 48,5090 s 4 Sl Koo ] g8l a5 amis (ol b ol o calogs o
S5l 5 Sl Sl oo I ples (a3 b 4 0B g5 ke gl
15 el o Yo | s | 800 Lo Lo 4y slaie Syl ol lee) € L
0% gy 95 3 13 S yenaliSol olS ols v o5 STa_ b 4185 S 4 SV 3,50
e ) S ikt Glaptnnn iz el po)) 2 (e (oo 15> 9o (G
cod aS gl 4 co gl cblas oS aes o Llais 358 (sdodig p cuils
29 Jol> gl 4 by e (galZlae sgax ad b wilgi oo el Gl s3] gy
5968 s 37 o )l (B 15 50 T s ol s0l3T gz Cal L

Soh Gk samiSs 3> aile byd g o g 398 Vogy ) el 4 byl
Lol lgiees g 9,5 Slel e g gl 030k pyioxe Gloj 12 50 Wl &S siin
B3> 0P )3 Bei (nl 95 Sgame 0o @l g &bl LYo S92y o 4 (S
A1 il e lacgagaza (IS 5ok Ltais B oo gnzme sl Wl b)) i
wibe (o> Llpd oS salsle ol (nl g Wigd Jrood oadioly 3590 1 g pdu Bod>
Sl ogs Dg8 a 05h 005 callae (091 9l 5 e LT 5 Sygp0 sy
lecosgase «d il ;o o cali e g0,b,0 9, Y JYa—wl b lailk valys

y-&ECJ, Scarlet v. Sabam, § 52.

+-ECJ, Sabam v. Netlog, § 50.

+-@. de Schutter, International Human Rights Law, Cambridge University Press,
2010, pp 257ff.

y-oid., p 323.

yCf. Art 19(3) ICCPR, Arts 8-11 ECHR and Art 52 CFR. Legality means
prescription by law of a certain quality; necessity and proportionality - proving
necessary in democratic society and limiting only to what is necessary for the
fulfilment of that aim; and legitimacy - serving a legitimate aim. With regard to
freedom of expression, these legitimate aims are: interests of national security,
territorial integrity or public safety; prevention of disorder or crime; protection of
health or morals; protection of the reputation or rights of others; preventing the
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disclosure of information received in confidence, and maintaining the authority and
impartiality of the judiciary.

yWJN Human Rights Council, Report..., op. cit. p 8.

yhessig and Resnick

yk. Lessig and P. Resnick, Zoning Speech on the Internet: A Legal and Technical
Model, Michigan Law Review, Vol 98(2), 1999. Cf. also Tribunal de grande
instance, Paris, Ligue contre le racisme et I'antisémitisme et Union des étudiants
juifs de France v Yahoo! Inc. et Société Yahoo! France (LICRA v. Yahoo!), 20
November 2000.



VOVl ez uolay 3> S5 lgre 4 ol 4 g s

4355 ol 63T 55 b o ylos SIS ihin Boim ! (1) ) ezl g plaa]
Goi oyl 510 )00 s iiS o cbliz L3 soges 3l ol S0 & le
ogdle 39,00 15 4 oyl 5590 50 ailins Cudgame slo)lne plos 5 wiiis ke
Wilgi oo i ity Goi ol po a5 285 L o ) pleuadse (lgise il
&> (ECHR & )l JS5g, ¥ axy) (ojgel G ool Lids o Slayl
S5 sl U5 8 kil 5> 5 ICCPR 18 ) Kin b ols 4o o5 i
(o8 5 eloxzrl golaidl Bgi g0 by Mallin Goemilyss 1Y (V) o)
oAl @35 31 555 155 n Gigior e oy B 55 iy o | 53 il
LMo L5 laosls i cbslin 5o 5 oo 3 5w 5> eylae o2l 5o s | e
oya> my> G S0y 0 Dbl )l g 4l | cblis oS 1> ol oy salss
oS slacolw leolaiwlas oS Yol a5g3 cpl lgi g0 00,5 o 1,8
pble sodigp 90 ,0 EJC Varw | 5 WTwss oo cble> 55 Jaesl g slos]
edlis e 8l o 9 50 Sou ild pin ((F 250 L oS alie)
Go5,15 1530 1 cawoy @pSP (0] (Godig 0 . Clld waler nazd glaesls
85 e L) TP Gla o 0T (ansets 5 asgame 5 lgims (a0 aiepllss oo )y
el S Tl sai Jw)l o] G,k 5l a0 S9iB s sl
o9 p N00T Gl & (—ase b slacols sl jie as Wilgs o [P (sla o]
@ bgs e Sledbl (o3l g aiepllas ) o aST LT oy SP (S

v would argue that internet use may also fall within Article 8 ECHR, the right

to family and private life, as email, Skype, Facebook and Twitter are now essential
tools of interaction between friends and family." A. Wagner, Is internet access a

human right?, Guardian, 11 January
2012, http://www.quardian.co.uk/law/2012/jan/11/is-internet-access-a-human-
right .

WECJ, Scarlet v. Sabam, 8§ 51.
WaArt 29 Working Party, Opinion 4/2007 on the concept of personal data, 20

June 2007, WP
136, http://ec.europa.eu/justice/policies/privacy/docs/wpdocs/2007/wpl36 en.pdf
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WECJ, Sabam v. Netlog, § 49.

»WN Human Rights Council, Report..., op. cit., pp 15, 22.

WA, Murray, A Bill of Rights for the Internet, op. cit.

y\Wlayer-Schonberger

wCf. V. Mayer-Schonberger, Delete - The Virtue of Forgetting in the Digital

Age; P. Bernal, A Right to Delete?, European Journal of Law and Technology, Vol
2(2), 2011, http://ejlt.org//article/view/75/147; B.-J. Koops, Forgetting Footprints,
Shunning Shadows. A Critical Analysis Of The 'Right To Be Forgotten' In Big Data
Practice, SCRIPTed, Vol 8(3), 2011, p 229, http://script-ed.org/?p=43. The
proposed General Data Protection Regulation provides in its Art 17 for the right to
be forgotten. Cf. European Commission, Proposal for a Regulation of the European
Parliament and of the Council on the protection of individuals with regard to the
processing of personal data and on the free movement of such data (General Data
Protection Regulation) , Brussels, 25 January 2012, COM(2012) 11 final.

ywUN Human Rights Council, Report..., op. cit. p 21, at 81. Cf. also M. Benatar
and K. Gombeer, Cyber Sanctions: Exploring a Blind Spot in the Current Legal
Debate, European Society of International Law, Conference Paper No
9/2011, http://ssrn.com/abstract=1989786.

y¥Fhe Strasbourg Court
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yw¥or more details see N. Mole and C. Harby, Human rights handbook, No. 3,
The right to a fair trial. A guide to the implementation of Article 6 of the European
Convention on Human Rights , Council of Europe,
2002, http://www.humanrights.coe.int/aware/GB/publi/materials/1093.pdf.
yAl-Skeini

wiNonetheless, the obligation under Article 2 to safeguard life entails that, even in
difficult security conditions, all reasonable steps must be taken to ensure that an
effective, independent investigation is conducted into alleged breaches of the right
to life." ECtHR, Al-Skeini et al. the UK, Judgemet of 7 July 2011, Application
55721/07, § 164. Cf. also further cases quoted therein.

yw$egura-Serrano

svA. Segura-Serrano, Internet Regulation..., op. cit., p 267.
wUUNESCO, Report of the Experts' Meeting on Cyberspace Law (1998), 22

February 1999,
CII/USP/ECY/99/01, http://unesdoc.unesco.org/images/0011/001163/116300e.pd
f.
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w¥he commitment ,,to bridge the digital divide' is reiterated a few times in the
text of the Declaration of Principles of the World Summit on the Information
Society, WSIS-03/GENEVA/DOC/4-E, Geneva, 12 December
2003, http://www.itu.int/wsis/docs/geneva/official/dop.html. This commitment is
reaffirmed, also on numerous occasions, by the Tunis Commitment of the WSIS,

Tunis, 18 November 2005, WSIS-05/TUNIS/DOC/7-
E, http://www.itu.int/wsis/docs2/tunis/off/7.html.

ywKirchmeier

wy F. Kirchmeier, The Right to Development - Where do we

stand?, http://library.fes.de/pdf-files/iez/global/50288.pdf.
wYN Human Rights Council, Report..., op. cit., p 19.



http://www.itu.int/wsis/docs/geneva/official/dop.html
http://www.itu.int/wsis/docs2/tunis/off/7.html
http://library.fes.de/pdf-files/iez/global/50288.pdf
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wFor further information on the concept of positive obligations, cf. e.g. A.

Mowbray, The Development of Positive Obligations Under the European
Convention on Human Rights by the European Court of Human Rights, Hart
Publishing, 2004.

yweNegative obligations require member States to refrain from action, positive to

take action. The Court has repeatedly stressed that the boundaries between the two
types 'do not lend themselves to precise definition." ECtHR, Gl v. Switzerland,
Judgement of 19 February 1996, Application No 23218/94, Dissenting Opinion of
Judge Martens, at 7.

wd.-F. Akandji-Kombe, Positive obligations under the European Convention on

Human Rights. A guide to the implementation of the European Convention on
Human Rights , Human Rights Handbooks, No. 7, Council of Europe, 2007, p
5, http://www.echr.coe.int/NR/rdonlyres/1B521F61-A636-43F5-AD56-
5F26D46A4F55/0/DG2ENHRHANDQ72007.pdf .

wE.g. Art 2 ECHR (right to life) or Art 8 ECHR (privacy). States are obliged to

‘protect’ and 'respect'. Art 6(3) requires the states to provide free legal assistance in
criminal cases.



http://www.echr.coe.int/NR/rdonlyres/1B521F61-A636-43F5-AD56-5F26D46A4F55/0/DG2ENHRHAND072007.pdf
http://www.echr.coe.int/NR/rdonlyres/1B521F61-A636-43F5-AD56-5F26D46A4F55/0/DG2ENHRHAND072007.pdf
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wECtHR, 'Belgian linguistic case’, Judgement of 23 July 1968, Applications No
1474/62, 1677/62, 1691/62, 1769/63, 1994/63 and 2126/64; cf. operative part, § 3.
wd.-F. Akandji-Kombe, Positive obligations..., op. cit., p 4.

wAppleby

y¥The case concerned a group of environmental activists who wanted to campaign
in a shopping centre that was a private property yet they were banned. Having
balanced Art 10 with the property rights, the Court did not find that the state failed
in any positive obligation to protect the applicants' freedom of expression as they
had had alternative means of communicating their views to the public.
ECtHR, Appleby et al. v. the UK, Judgement of 6 May 2003, Application No
44306/98, § 39.

yhOpez-Ostra

ywECtHR, L6pez Ostra v. Spain, Judgement of 9 December 1994, Application No
16798/90, § 51.

y¥yCouncil of Europe, Internet: Case-law of the European Court of Human
Rights, June 2011, p 27, http://www.echr.coe.int/NR/rdonlyres/E3B11782-7E42-
418B-AC04-

A29BEDCO0400F/0/RAPPORT RECHERCHE Internet Freedom_Expression E
N.pdf .



http://www.echr.coe.int/NR/rdonlyres/E3B11782-7E42-418B-AC04-A29BEDC0400F/0/RAPPORT_RECHERCHE_Internet_Freedom_Expression_EN.pdf
http://www.echr.coe.int/NR/rdonlyres/E3B11782-7E42-418B-AC04-A29BEDC0400F/0/RAPPORT_RECHERCHE_Internet_Freedom_Expression_EN.pdf
http://www.echr.coe.int/NR/rdonlyres/E3B11782-7E42-418B-AC04-A29BEDC0400F/0/RAPPORT_RECHERCHE_Internet_Freedom_Expression_EN.pdf
http://www.echr.coe.int/NR/rdonlyres/E3B11782-7E42-418B-AC04-A29BEDC0400F/0/RAPPORT_RECHERCHE_Internet_Freedom_Expression_EN.pdf
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yf¥.-F. Akandji-Kombe, Positive obligations..., op. cit., p 6.
y¥#. Leach, Positive Obligations from Strasbourg - Where do the Boundaries

Lie?, p 9, http://www.londonmet.ac.uk/londonmet/library/e38476_3.pdf.

y¥F he criterion underlying the distinction here appears to lie in the substance of the
action expected from the state. Substantial obligations are therefore those that
require the basic measures needed for full enjoyment of the rights guaranteed.
Procedural ones are those that call for the organisation of domestic procedures to
ensure better protection. J.-F. Akandji-Kombe, Positive obligations..., op. Cit., p
16.

ywECtHR, Jankovskis v. Lithuania, Application No 21575/08 lodged on 7 January

2008.



http://www.londonmet.ac.uk/londonmet/library/e38476_3.pdf
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yfkrom a technical viewpoint, the ECtHR applies a two-step test to determine

whether there is an unjustified interference with Art 10 ECHR. Firstly, the Court
will verify whether there was an interference with the right. Secondly, if so,
whether such interference was justified, i.e. if it fulfils these three criteria. If at least
one of them is not satisfied, the Court will find a violation of the right in question
has occurred. Cf. further A. Mowbray, Cases, Materials, and Commentary on the
European Convention on Human Rights, 3rd ed., Oxford University Press, 2006, p
20
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vBoulois
yo-ECtHR, Boulois v. Luxembourg, Application No 37575/04, Judgement
(Chamber) of 14 December 2010; Judgement (Grand Chamber) of 3 April 2012.
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yzgir Gindem

yECtHR, Ozgiir Giindem v. Turkey, Judgement of 16 March 2000, Application
no. 23144/93, §§ 43-46.

yevady Hale

yoBaroness [Brenda] Hale of Richmond, Beanstalk or Living Instrument? How

Tall Can the ECHR Grow?, Barnard's Inn Reading
2011, http://www.supremecourt.gov.uk/docs/speech 110616.pdf.



http://www.supremecourt.gov.uk/docs/speech_110616.pdf
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yaBolder
yoFor a historical overview of the concept of living instrument cf. e.g. G.

Letsas,The ECHR as a Living Instrument: Its Meaning and its
Legitimacy, http://ssrn.com/abstract=2021836.
ywECtHR, Golder v. the UK. Judgement of 21 February 1975, Application No

4451/70.
sokyrer

ywECtHR, Tyrer v. the UK, Judgement of 25 April 1978, Application No 5856/72,
§ 31.
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ysAirey
wECtHR, Airey v. Ireland, Judgement of 9 October 1979, Application No 6289/73.

y¢.-F. Akandji-Kombe, Positive obligations..., op. cit., p 6.
ywy'... ce droit implique la liberté d'accéder a ces services'. Conseil

constitutionnel, Décision n° 2009-580 DC du 10 juin 2009, §
12, http://www.conseil-constitutionnel.fr/decision/2009/2009580dc.htm.



http://www.conseil-constitutionnel.fr/decision/2009/2009580dc.htm
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ysi¥lurphy and Quinn
yal. Murphy, and G. Cuinn, Works in Progress: New Technologies and the
European Court of Human Rights, Human Rights Law Review, Vol 10(4), 2010,

pp 636-638.
wEIN Human Rights Council, Report..., op. cit., p 19.
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ywHere we simply mean that a general contribution from public authorities is
necessary in order to ensure the highest possible level of connectivity, regardless
of whether the Strasbourg Court actually recognises such a positive obligation.
ysirective 2002/22/EC of the European Parliament and of the Council of 7 March
2002 on universal service and users' rights relating to electronic communications
networks and services (Universal Service Directive).

vt 4(2) of the Universal Service Directive.

w.J. Huntley, N. McKerrel and S. Ashgar Universal Service, the Internet and the
Access Deficit, SCRIPTed Vol 1(2), 2004, p
301, http://www.law.ed.ac.uk/ahrc/script-ed/issue2/broadband.asp.



http://www.law.ed.ac.uk/ahrc/script-ed/issue2/broadband.asp
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wCf. European Commission, European Broadband: investing in digitally driven
growth, Brussels, 20 September 2010, COM(2010)
472, http://ec.europa.eu/information_society/activities/broadband/docs/bb_comm
unication.pdf , BEREC, Report on Universal Service - reflections for the future,
BoR (10) 35, June 2010, http://erg.eu.int/doc/berec/bor_10 35 US.pdf. The
Commission has been publishing data on the number of broadband lines in the
Member States gathered in the context of Communications Committee (COCOM)
since 2003. For the 2011 report, cf. http://ec.europa.eu/information_society/digital-
agenda/scoreboard/docs/pillar/cocom_broadband_july 2011.pdf .

wArt 70 of the Electronic Communications Act 2004.

ywArt 60c(2) of the Communications Market Act 2003.
wArt 52 of the Sustainable Economy Act 2011.
wo Examples include the National Broadband Plan (Narodowy Plan

Szerokopasmowy) and the Broadband Network of Eastern Poland ( Sie¢
Szerokopasmowa Polski Wschodniej).
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YEuropean Commission, A Digital Agenda for Europe, op. cit.
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