(agh oode dis)  IVFNAY Slio VE0) Dlesl 5 Ll o) Slad A 695 (5550 st Slalas

"B g0 bawgi 55 9 ik (il ol 9 O 59 90

Azl B 3995
(Ol 93) Olginsl doml g o oDl 5131 oKl ¢ o o Mol B gl (61 585 (g gomiiils
O e lgana!
"GIMD; 39050
Ol OlgholiOlgiol oKl sl 5 (g1l p ke 0dSils (3 si 03,8 Hlils
S$33995 lgo
Ol 1 Olgral (BKul 5 5) Olginal Al g oDl 5131 o315 « Jadl s Jasl sy 05,5 5Ll

oS>

ol ckins o ) Cy ot 4 g gld ol 45 Glods 5 CSpul 5 4y Consl b i
(S Rotly i Sis 40 .23,8 diely 5 SlasslS ) 4 o (S A Sl 0k
e (ol Mo Cols L0 Ly e 45 038 slowl 550 s sl pp Il kS
Cotol Co i Sy pi 45 Cosl 0id il Sy 0l s Sy ARsg o3 Sl S ]
5 A i s ) U e b s e by das 3 S (e
ol 03l el S g ool 0 o — w7 Sy G eolind b S K Ay o Moo
i 38 5 sl g Slas sl 4 (550 S (Saly I s 4 45
il Cotal o5 4 sy b ol U5 Ol 3 sl Sl OUSTpo 5 U
Jolss s plowil A3 el s Ao Lacys 45 LI Aijls g 355 5570 o
Il sl 5 s 5 laze] JlG (sl g plhiio] (A3 slodilole oyl 155
b (sl 00T 55 K0n i Mooy pelaes 55 ol gl g (Sl oK 5 LS
Ll oo S AP b (Gl S o ptan Gl 0 JJ’}"}” My dtales S
WET ATV

e sles il (gl CMa (555 e (5l g:,._.:.a/:d.\:ls RNILSIP)

S b 6L 53 g e g5 L i gy g3 (S ol Bl 50l Do b Wl Sl g sis bl e

A3 (Jlll o G i oo
Email: m.jalali@ase.ui.ac.ir Jstms 5 55
VE Sl Ty el B TR g VA 2l

DOI: 10.22059/JRELS.2022.316656.413 . © University of Tehran



\i‘\bt@tj}\.ﬁ&\ EJMQA;JJJ;‘_gjj"é}Z’lehA \V¢

dosde
6L¢MLAL¢4 40‘;&.& d’d; 6\.&0&'@: ‘L"’)}J"" eLhdule )\ CUJ 6‘;. LAA& éﬁl.w g;.:.w\
Sosbd Sl Oy 4 mmen (sl e Ol 5 aesly 5 el (SO I
O ke slaaia s C‘)U&al ol ssd o alis SO S Sl cuul L oledibl
» S (o @b awd Lor 4 Llg e o asd e el e glaally Uoojbs
ol b Loas S Jisus G 4 s, Ji- s (6550 is (Kaspersky.com)
LSJJJ‘ t_ﬁj..a.ﬂje‘):}) LJiJ..: c./\:.!}: LSLA"\“JJ'eﬁ‘:*:j:"} 65):‘ LSLAQ}L"'_):’,) DL Q.,\.;v
(Desaranaud, 2017: 13) Liaa

olpon S e Glales B abia 5 odd Sl Aulr i Cxe O s
dl\:._q%a(ﬂl.wle;ﬁﬂq%lwr;)ﬁhjwlgwbﬁ});Lgﬁ:;u“ casls
J.”JJQm.L.ZJ':éu.w\LgLZJJ\jLAJlS(al;‘J s el Sl s s b5 ) s DS
olpon & i ol Gl a1 Sl2e s Sl wls § 6 mle glad I sy aS0y]
S eslinal S3bay 5 edel iy (sl Sl ot (ilme 5 (Kb Slads oy S0
o3 63538 anb LY 5 LS il (o el sladidg a4 Laesls Sl sobs g
A Ul by s ens e gl Sl a3 5lsen (5350 (Mikko & Kisa, 2020: 353)
(Vasileiou, 2019: 6) el 0350 pdbusl Sl 5 55 (g3b

ws §ISs Ol chw 58S Ml slagaslas o acdgs Ml <o,
39 LAJJSJLS L}?b 4.’ Q_}«Slrﬁ CAG) Lﬁal 45 C_,...«:‘ a))‘ji J‘t'."‘?'. QL€.> )J b L;LLJ\U,:; ‘;:JL;)
ooy L 0 &S ol i8S Lol el eES wo e pl 4 mle glad sl S5
S b als e ks 13 g ule O G | (6551 ise S as Wl s (s
sl &S 08 BVAAY Jle Sl sl syl s glds w1 ol o i 4 e
S i bl ol s el G e s plal sy (S S bkt 4 (gl e
Sl o @ Ol5 o0 50l Gl &S Conl ol el G S e (b
SO, 3l S Sl 5 S oLl Olal s e Gl Calu 4 oSSkl
O+ %Y (Ls,ail) Sl 03 S 031 Sler 6,28 5 1, s J xS Sble Ol)l5e

1. Stuxnet



\vo Ldys bu g 6551 fou @ mbe Soel S g8 &)y 2

e S ol gmo J oS sbable & sg el b gl S 4 oS Sl
il Sl 5 Sl GIBIL Gl SBaa oy Sege Aas L1 ahes 3550 15 0T
ok Sl Glaelans Osls 13 s gl ol sba 5 ol a3y U1l el
Lol s Sl amny Ssbas am S1.OFY YAy (ls,cils) 55 0 ($ 5 ya0b 5 ke ol
sl Lol aas 5 Las SO opl Sl o bl 5 K eledmzec VLl (gla 58
b 0T gl sl Ol L5 852 Ol (ool (6 50 (Slaied 2ebyy o Slo 5 Jokes
Coster g 5 b ol o ol (265 ol 5 il ol 4 eyl s
31 0l oS

AERR wfiéﬁb&v‘m <=\>.L}\ ‘_;j)jlub'gm.édjfi; e (6l e
Ol o Syl 2 oS 3 4 by e BLL Sl5a ot S35 85 3 05als 4 S ma
0 Pl sbl 5 (LK F el el ) ol G 53 sl ) (g sam
53 S5 S el s s 5 TN Jle s s 0S8l e slac
ool "y Sl 4 S o T S Shal d s s b rf Sl s eV
Sl sl B OS5 iy 5 e b Jm L3 Vo) Jl S5l o) s e
o S 55 Y0 Jlo 3 3 038 03l 1y Sl g QWSS 5 G 5 Sk 55
L35 5558 nl UM, 5l & s Cansn B alad ol ] S5l G S 4 gl
e a Sl sl s sl Sl YWY JLL 555 s (Desaranaud, 2017: 16)
Sln o850 a8 dd plnil Ll 1 iy 5 Lol AT L3 Oler slaeS 3 o 5555
A S5 Ml OB g (S sy 38 5 i Sy OS5 ey 2
S i s ga 0L s el 53 (655 Sl 4 (5 mle OBl Sl sisly 35
a3 (b OV Al bl (650 Oded Cannd (1 Sge oS

O5SU =5 o Gombe Sl Su s o0 G b Loy )50 6 5050 55050
5 Sl SV Ol b sllie YV Jle sl st plasl Gl sl ey
N O VENGIU I W AP \‘UJ')P (_}uLf bug r((Q\J,la}'- o 16 slacsla g
Dy Sl & 651 i slaabl S opl 4 a5 L oS A8 e Ol dlis ol s

o 5 1y Slal ol bl odos S isu ool e oL Eel ) (ot foate L

1. Shamoon

2. Energetic bear

3. Gabrielle, Desarnaud (2017). “Cyber Attacks and Energy Infrastructures: Anticipating
Risks”. Etudes de I'Ifri, Ifri,1-60. https://www.ifri. org /en/publications/etudes —de —lifri/
cyber —attacks -and-energy —infrastructures —anticipating —risks

4. Gabrielle Desarnaud



\i‘\bt@tj}\.ﬁ&\ EJMQA;JJJ;‘_gjj"é}Z’lehA Al

Ol e 3 Slul (g omle Hem 3 a4 STl o3ls 13 s mle O
L oodayel ol 4Bl il O opl Somy 5 3l YoV e b s Ol (laten
s 5 s Sl e (8550 i 4 (6 mle S Sl Il BT e s
Sl el U s e S8 G55 glaes i L Sy o) addl o pis Sbelis
s slaysiS 6l 5 s ol dnled Clabbe ) ge slayslal 5 sbml o5l
Lol &3bosil il 3 Sty (S e DLl e S Ll el el 55 ol
33,5 e S5 i Ll B35 ol

53 Gl Coub Olye b Cilals o bsbiS BT ad,l wlid, S LboLL s
S S i i e 4 il s o8 A8 e Ol s el 550 G 183 i
S bl A W5 o ) i 1 ey (S mbe Alam 5 S omle Sl g sede
ool 5 e ol ol Sales (s Eom bl SOl 1 0T Jobb Slilbs 5 dax
Loy il slbalBls Ll badss 5 cul e dis = ¢l Ml
Obole 5 5L aibe allrir slaobosle o g Wl g5 oo SLlWBI oo caiS Laal (glasls
oS b oSl Sedbl gl sl Kos ol 5,8 15 Coles 550 douis o
SOl 5 baosls lacd s 5 W UK Sl il de L a5 5)L5s 1) 355 Sledbl al s
LS @JI@? Bt Bl 5 (g mle S PDals end 5 shen 1) (S5 I

Coal Lo s Db o olom 3550 §5b 50 03 e S8 s @ 55 55 Sl G
goary bl odd wd gl s Gl e sl (S50 S S S ol
plil a5 e i ol e Oler mhaw 53 8355 8 &S (Sombe SMlam 1
Ad dal g i ol ax gt (6l 5U3S Go b 5l (6 ke Dk 55 edul 53 5 S
5ot als IS o sbse Ol @ ol Lol w4 05S U Sl 4 a5 L s
ol 1 O a5 Wleded 5 DB, el ol wxdlSS OF 55053 o (g3daze VUi
et el U s Clr -5 e omle ol e Ik 5 e 505
s <=l>.-_llui~>'qo_il)'l Cbli= gl g i 4 g L5 S

Gl JBs @ s mle Sl Cu s Dy 0 o pa SIS 5 08 G ol o
badss Loy Mallon b Jls mlaw 3 Wi5 e ST ax oS s s 0l &
0303 Fasly Sy onl b= oo 5 Gas b 90,5 3l (6 mle Sl B )
gl b B e lassls 5 b slab 4 3 i L Saly B a4 S el

1. Konstantina G.Vasileiou
2. Cybersecurity in the Energy Sector A Holistic Approach



‘WY Ldys bu g 6551 fou @ mbe Soel S g8 &)y 2

LACJ)) G el )L:: 4QL€;~ BL) (_gﬂb M QL.QJAJ Q\Jiijb NS u‘:‘i\f“ﬁ o) 4>
d‘dﬂuw‘@'ﬁ44sa.l.uj).hJW‘&L&Q)WQMTJ}‘})‘&%#J}J&MM
12:::.;)3 C,w.«" u.{xu’ S OAS M\j} &LAQLi)} LACJ)LWJ- )l};b 4);} ‘Ju)‘}ﬂ D)j}
cla.wjbd‘;:jé?\bc]a.w).)%c@\jyudjzdsgubé\w}ewd@dm
sddplol Slidios b ol Gudod sl il il s S - e iy el ¢ hedln
J)).A k‘f@éwlw‘w}&\)é«)i &u)&bb s.j‘)‘ LMJ& QL«:.: \)LA"E

5,8 3l ax

$508) old3 s pdacl J¥a )
R R L e e g sl Sis A 3 S
el o3 S bl oLl gl cilis glaos s 03 1) ol oo b (Y o
sl s Sl Sler 4K Olpe 4 o mol ol 0ds LOT (S5 55 kS 5 5
RS JUL @i L LOFF YA ke bl 5 le) Sl SNl B o S
035 S5 35 5 Ok 63T el s s Bles 5 (LIl G olse 4 o5l
Ol Sl pae 5 gl o 51 (6osld ) (R3ELS ol (55,8 50l OT 51 eslizad
e comlie LISl 5 ols b sl g a5 wies 3350 o] gs 5 035 sdawind olUS]
Bl b ea o 51 OF ool wiijml U 5 i ples 51 LelS salind
SA C}lm plod g Slodudy Olge 4 i ! aSSlar LOFANVA i ealilt 5 olisy) KSla
ol a i ol 5 03,5 by 5 1y 50 i O 8 a5 48 S s 1) (6 0T
8 5 by glacdss b ool ol ¢l Saly o Conl ol atasls Sl (g5l
i SN i ol ade ) (omle DM U iy meb 4 o sat i OIS A
5P e s 5 053l Saels wdis S e onl S pdicen] Sl el
Olex 53 Gmle SBlem LSS0 5 OLSSSL slaws (l33l 5 mle 8350 slags,sbs

A dal gt antls p Lol w aslsl s a5 ol

Somlu 8592 Glag 9l 4y (55,8 GhS (Siuwlg Gl 3300
oSl 5 el «LS,.A)_e (ol (ol ol 5 el 31 Glades o
05 oSy s slasly 5 Jes e Slawie ol 3l V’p‘ ccj.la.w o 5 bayglsS
I o2 Lgl.a.k}\j L;L:" LthC,o—Lwﬁ) L;cl.as ajjja\ Jj?f;;‘ vl}u‘ Lgﬂl.m st



\i‘\bt@tj}\.ﬁ&\ EJMQA;JJJ;‘_gjj"é}Z’lehA \VA

Ol Sl ad  aes Ol sl 5 S gladilels 51 (65558 5 (66 Ooe g
el skeas a8 L1y 5 DLl (6558 Sl esliial L n a0 0 gladul B U RS
SlLdg Wsy e S84 J xS 5 Osmle gl Gaadlle 55 Dbkl ol 5 LS CuisS
Sl Slalem (DIag ol s alor 3l o3 S Lawlalu el e s | (glazal 20
sis S el (@51 Lise Sll s Saaaly ) ) avar Ko 5 L) Sl
g sdzdn o b3, ade JDE OB S8 e el e s el
g e bayplis el g Sled il o Seee (SOS  glasle s
Ly Gpllole ol besle g ol ade Ghge g ole = £S5 8
Sllacdss gm s 8 min Gl Old 5 s am e ke e 5ol SUS sl giS
8008 U sde Fos fS 1 s ple SMes Sl (S el Sls 52
B35 a 5wl O L Ls p3je (S5 cils oy ool ol Zol (5 e (slib
S aS Gl sl e 4 1 Ol ed (S5 sl 5o G s el (SU
LGl el &S il ol sl s s glay i8S ale el e
Mo daand el 035 b 5l g 5 0kt ol LajpiS ol Sl slacstle
Sonl 3 ey ToA e s g iyl S 3 Jls (sl bl S sl el
Ol S g 5l GL;.: o Gmle Gl S e Olex S S w4 s s,
S Ghdg LS ol e Ok 3 o slacole Ol dngs 53 5 38 el
)15 agmy 53 oS sbml o e siS Sl el g Gl S eShal e
5 Ol Sl ;55 Gl Cun b sdasolil SO WSkl s ns s
Sl el oMb 5 Of s G Jlo S Sl glakibole o 55 5 38 gl e s
33055 xSl 55 Ol w51 (ol & ISl s s Sk ehave 805 (6
Trautman ) 3,15 3 s> 5 Lao)f Sl e slacsle s w mle O Jlal 4S5 gas
(Sl DA Lys | B dende el 5 ole L3158 alul ; (& Ormerod, 2018: 798
23 A 1N L bay G oRilesl law g sddedalin (153 SILAg e
Sl 035y (Aops VY) alds o3 g YF L1800 YoV Jl ps dad ) 5 adds
wle Gombe DMl pl g da 5> anlas opl Wlul s (McAffee Report, 2020: 5)
McAffee ) conl azils ol do s A (Il pl Css dad 4 w‘s‘)}t‘.éjrk&‘jféq
Ltes (6550 8550 Sladllas b Lo e a8 (o508 5 e slaolL i (Report, 2020: 7

1. McAffee



V4 Ldys bu g 6551 fou @ mbe Soel S g8 &)y 2

3 Redpl Bl 5o ot Ay g ax a5 Vb el s 4 oS
S ol Ol ade 1 mle Ol bl by slacdss ) enl

Ol 9 S sles Sdhaa (LT g0 9 O S35 laas Gl 800 Y
2l s Gl e ol slagisld 5 s mle glad &S Slogis glacd b s wess
el 0dy3 S sl y 0T L o e (slagy sl 5 L cnl 4 gt (S sl ples ezl
(P ol pl 4 g el den Saly 5 Sl e sl s S nS
L3S s GoSaen s .l osls il jlas | (6 mle O e slias 5 (o>
3L ol J5e )5 CosSKu 5 o st sl S 5 5 Jgs OLS LS (6,855 slac e
1 b Sl SISl 4 analr slael Sl (gl ol Al ol Esl 3 e
5 oekSu 5 slass S (adkosley ade (G ule M sdalin Jl= s OS] wlinbe
Sl DOl (pl et V4 4558 Sy 555 5 ann s b lad e Sl glactla s
Shia b LaedeSpls 5 bobsle i ply (il dalpis 2als YeYY Jl s Yoz
L UsS sy Slides & anen Jos ol slind (il dals b 0pSles il
SLoleila 5 a)ls (il 3STe «Iss uites 0303 13 G cnl ilesls Sl 3 s
(Fire eye, 2020: 5) <l dal ot aslsl dad i) Sledbl cnils bt 4 Yl o o3 8
03,5 S sl U 4y 0Ll 5 armss o SSST by IS jalodmzac VUl S5ba,
ool ax SI (Fire eye, 2020: 5) ol o5 S e Sl oliis gbes e 5l (S
(ilis S STy Slidos 4 g 2nd Gl (6 mle SO 55003 ziw T b i
S 5 e e Ll gmle i b b Ss glasse oS ol ) Ll
5 bedss a8 )5 ol e VU (alal 55l rils bl 4 (551 o gbacstla
Sl O OLSS 10 5 OS50 sldes 3 al3dl i ol o3 gt ol
AUsal R 5 S sbeatle s 4 omle SBles e 25 e sl
ol Sl 5 ol s 5l cblis gl 1) bl 5 blas| Sllisl a6l e s
Hs el 5ot plnil B slaess ple 5 55 ol Gp ol il o
Sl 03555 o 5 Gell dals (e ol OLSS 0 5 (5l SOl sl o O S
el sl a3 s Hseb s a8 uldy s Ll oje ol slacsla g
I Sl DOlem 3la 5 o 03 S el Ol o5 Ol e Lot o S s
s Sl @8 IS Gler mhe 3 8 plagdocds Lol J s epse sl
5 oA 58 5 ol Slenl 5 3 Gl &S Olea,e 5 Ol aile glacdss



\i‘\bt@tj}\.ﬁ&\ EJL«&QA;JJJ;‘sjj"é}Z’lehA A

Sl e ol (S cailae 53 ol Sy s & ls S5 S e S
@los 1S 5 Lt Sl gla sl 5 s planil (6 ol O Olis = (58 5 i
S Ol Dl (65 sgar 558 & > s Juil el Slgn 805 (g 518 55
O O L QPO WOU AW 3 PR PR P Ry PR 3 B P [ JURC
oS s sl sl Lol w1y Sl 5 das plonil (S35 i e sl g
dhe mle OO 4 s Il Sl Blie 3 ol (See wa o 5 Jled
G palodmiec VLl e 5ulT 515 i 5538l (6551 i e ol s 5 Sl
e S Calds sl ade | edaie gomle OV (SISl S 4 5
5 Al 3 (551 Gt 4y (mle OV a ge Lay 528 0l S el Oler 53 s
Sl Somle slad Sllas dns bl il 5l Chlim sl 1 (blasl Sl
ol ciiS ol last 5 sl mdla b Slkee Ol Culla asle (s3b 5 (shlse stuSales
Lol plmil 4 dlas ol OISyl oS ol s ) 5 (Bailey, 2020: 240) 3505 55

(et QL@.?CE.U; OOl Gilssl el 555 a5 ol Ll

S50 GhAD da (5 yules cdlaa aladl 3 Lacsd ga Slaal Y
‘;wL“u.ud|M|.Y.\

il 3 Ca\;;_-jzlj_é\ ol (6 i Al Oy Dl laee sl (6l (lad
Taskanian, ) LS e 13 bl 5 edd et KU 4 g mle slad dwsa Olgr
5 oMbl 55 S e ol ax ST ol A a6 ks Al Lsn ol (2017: 339
jzlj.élS:L&;..u\;yL;lﬁbkg:m(;l.a«gﬁ);)ﬁ;ﬁ)l;aJ.i;JfLA)\S@ﬁQJ.:¢\>.L}I
J?)&m%é&cﬁmwbjjw‘)‘wﬁd\@WJ@u)w\o)_}&fudjé
03,5 sl bacdps Culi, Gl ) s Aoy 5 el odlS Lab pl 4 O pSles (2D
D3 0l 558 il B 3 oS Ll 5 K el dile slacdss oJle gl sl
sl 3ty OleysiS w by Sl gomle glas 3 b 516 diten (25 55 o)l gan Al
D3 b S 5550 e Glats Slals YoV s Jle 3l S 5t <SSl
ade ) Sblgl ;48 -l Ols e s (S el Yo ¥ Il ool 0L, 53 Cpamen A3 S
dad lacdys pl aSepl 0 pe L5 S lem dewyy S35 Ol el () s CAPH
S 3 bl ol 1K el s slest lanils | S jeledome VL) Sblasl s SIlss
St lesl 5 oI el O sl Sl slaesls & 6 pmlu 3 ,mws b a5 Ol 5l
dl}- J.«.S &LJ[}-) )rﬁ g)"\ CJL’br.:;‘ P Ju\cJ:..st ng‘)bjw Jl>=_i\ )}12“4.3 ‘-5.14}



A Ldys bu g 6551 fou @ mbe Soel S g8 &)y 2

s ol ek e sy g S 5 el el slaslg sas Soalen < CidSS
4 oekiSse e glaply ol lafeadl JLasl bes s A5 53 0Ll L3 S Lol (S el
E) U—i)j'b C,Jl.i‘ 93 a}ijd\.g 4L§_{JAT CA.SL_{\ u.i.,\..a: BE Q‘Jgja: e Lf‘[;- QKM:&D
2> Goster el DLl 530 53 Ole e B, 0T 53 & SV = Lilshey
jlﬁL;jjsld‘:,su.4S°J¢J§¢&l{ud,;wgﬂg@w\.x«ssbg\dw\—;ﬁQgﬁ
7 Ol s e i el e b cales a5 Ll 0Ll s adiag ()
él?_;) @ C))l.w?'- d.}; ))\_5 cJJ)lJ g..,u;.;) 6[.%)};«5 Ly ‘}.QM uﬂﬁr—@" ‘J’.’.) f.)j:: aJ.f.':S
oo bl e glacsle s 5 Slanl WG 5 sby Cueal s 4 oS Col 5=
wlsl (g riy Sda b ise ol 4 OOl sl 5 Jls s a8 cils Wl Ol 5 e o855

Al S b GRI  Jie nl  enly laclast a8 s s 5

Sobuaidl 3laal Y,
ez Sds o Foge (Tl (3L galaal Coanl glils 351 e Seal s 4
S Far Od el g ep G Aulr SLB O (i ) ol gl
A analy e b a5 gt Dl 5 Ol Glatnd b g Clis s e b e
L Sllp s tlr o g5 5 o5 o ade sl S 5 b il
Kumar etal, ) 5 55 o5ls 2als Wl 5 o el 33,8 Gl Wl 5 b bl ol LS o sl
Bl o plaws (551 e gl s o g omle Sl UL 5 5551 .(2017: 250
S i sl 5,8 s sl s gl Sl CB s gy 90 4 &S ol (galal
gl Ol Vs &8 coll bl cpl saasolis (65 5 gbeS a4 (gl O
{(Desaranaud, 2017: 25) <ol Sy 655 55 5 Jbe ¢ i

Sda b golatil Ll 03,551 Casay Bda 03l (8551 i 4 g mle O
Sy Wil e el 5 3y sl ss oladl Camas 5 il 055 55l
Soslie ob & ke Sl b dar 3 1y sagms el Gladdg o iy (solatl
OF & a5 ke 3losb o e 30 ol oy 5 sl (el s s S15L OLS
0> aidss (olasl Oy JEalS O YA i) 35 e OF Sl gl 5 Sae e SRalS
2 suloob cel M:da)\}ﬁ?sb I P T SPRA R E ™ 3, S s Cld—w
B Js Glaal iz 55 olatl glag o5 Eow 53 4SSl 35 o0 iz S

1. John Lee Ratcliffe
2. Christopher Asher Wray



\i‘\bt@tj}\.ﬁ&\ EJMQA;JJJ;‘_gjj"é}Z’lehA \AY

sl I OF 55508 3 b W3l LIS 511 35 sl (6550 S Al s S
LS o 53 el a8 slas 538 s 1 sles 1S sla Lol Al 5 e S
ARGV glaible 55 Sde 6l Ll gmle o 81 e gl ciuled sl
e A 53 5 &S bl Il Ol L Ol e il placdss 5 cdb s
= 3 el Lol (8 e iy IS Sl by slS pl 8 Je Lol ¢ ol
828 laslis s w5 ta el lnl Al (65588 03 ahsa (sles 1S

‘53‘,3&15._"5‘,..\:'@ C;a:\;u‘ a:.‘gﬁ‘,a Lacd g0 R PRI o
i s cle glacand  SSU ks s 55 i 4 mle Ol aSbuTl
Glr Sl il Bl ol ol @ Glons ax s w0 3L sl Ol cizas
Jmel s ek almil ) b 5 (659 ,0 SLIGH G5 i (Sl DA L 25k,
Cl»ﬂd‘j: ij%hme.,\;ﬂja ;.,\;g..: \.l:.j °"\i"\i gﬁ‘bé)j}fétf&]a‘”ﬁw)b
L essbos @lp oS ol cplccal pdyy 5 paseie ol el el L Sler coel
ax g O3k g 0,8 <=t>.;,l ey buwyg Sl s c\a.ﬂ 53 b sl danag ol
Ledss o8 Sl ad dalgs b 50 Malos cunl e 6500 & sl
slay o f\.b';:.w\ (I gladbeler sasl Aol5sl Lels s fl?u" Pl ckw s Ll e
)‘)Ja.mm g:,....u‘j..:L..u ijé\fm‘ri@d}uu& Uf-""}; w}ﬂ)WﬁbL&;&‘J;u
Bales st Wl SLII 55 Ml sl 53 @550 i pmle Sl 2l
9 )&h\) sz('_é.ﬁi Ju‘js‘jﬁ ‘LS)”J”‘ u,w 44 LS]‘%.L""" QM Cmﬁ.c_w ;)L.VJJ gfk'w\df

.-J\—-:’:'LJ. ‘_}>°“)
PRECREE R

s ol sl el 5 G350l Gols s s 53 65580 i 6l Sl el
dazl 38 ol 1) Ml 6 mble cal Ol ad J s (5l Sl sl 05k
ade Laidys 53l & ol placas] 5 baiag (g mle gl Slps 5 i sl
5 b Bl a aney SOT S S0 Ll sT e s 4 Lad 5 SuSS
3 F e Gl LIl 5 ol dasyslies dacdss 5l (b s Ml
S S e Al sl s ol ade i sladidg sl Bl | sy siS
Ol ol (G sper ol 3,0l Slalag Bhul ;s Eum ol 5l &S lsyuis



AY Ldys bu g 6551 fou @ mbe Soel S g8 &)y 2

g e vy aray sl gkl 5wl Gl (63 g Ol o b (g mle RS dal e
et Mollo Ok Sk Sl les S S omle e 55 0 & Ol A5l
(3P e sl R esia i plad (gl ol LB (6l 25V s
Oloys 5 g 639 il 50 (g mle 53 o5 Lda tL?:.;‘ B L;l«.;lj:.i.iﬁ olal sl
Sl O 5l (6,8 Gl s &S laausa | ol Oloys Sl e 6,8
] pﬁ[ Sbe OOl plil Sl ey oS Sl plaaypa Sl S Sl (as e el
Saot sbulpl ceai b s sladbele (5lopal 53 s 0p 2eS L OIS e odle
sl s G3A G g Smle DV Blie 3 el s Slagosle
e s mle SMax OGS S I ol al 15 0T L s e glaos s>
Slbly alle 4 ¢ L0 Shlast 5 03,208 Gla S 01 (5551 o slaalel
T B N e 0 I PR T P S PRYCENgN

53 bl 5l il RIB ) S Sl ol Sl sl bl e
SR 4 S 6,8 S S 5 s SR o les 1S las i es e e
5 sl St el cpl S Pl IS S e aleSa o gt
o2l 2l (Obama, 2015) dady s s 53 Cawed SIS ol (5l SO Ol 4 L crs
chli= gl SEKS 5 Konp Soygm 40 G551 Liow b dad e gla i den U ol 5L
(lize] frmls ol bl S ol s 5 e (mle OMex U3 53 6550 i
St sl Ml o 53 o 5 s e o s |5 sl s Lol
c]a—NJJvAJ&‘JcE.AJDVALAQTLSLAMUJ{)JJQA&;}M)M)‘J:B\)
Sl 03V a8 5l o SLI & Cand () 53 AL S 5 S5 sl LIS e Madlp
L el s C]a“ 03 Gl O bl (ol e g

Al sladiloles Saaal il 380 ¥ A L
Gl 3,8 13 a5 5500 LU assl (g5 5l i Jtls gladble asl (il 5l G s
Ll Cess (o ol At gladble sl Gl s coladble ol sl
L o3s S blad Al mla 3 by piS bwy bbb cnl Slaian sly gl s
5 St WS 5 3503 ke 5 5a Slasibela gy 5 4 o1 0155 o a5 eslind
S5A S Sileom! 4 ol I 53 Ll al izmes 25 Sl ) sl
bocmla,pis Jols o (gl glad glacand plo 5l i opl (g3lulir S SaS

oA a3 Somle e L Ol pl Adgs wile placdgs (g mbe O bt @ i



\i‘\bt@tj}\.ﬁ&\ EJMQA;JJJ;‘_gjj"é}Z’lehA \AL

bslinads g 5 5 sS (5 mlor (sldd xid] Comds L 15 S L SllS b ise s 511,
@adaze OS50 G b3l gomle SMem Jlast L6551 Lisn (S opl Sl e ss
Slis o e las o) a5 L mle lad slags,sls Sl eslinal Lol ol 55ay,
O Lot o sl sl Sl 5 sl Sopl 4 5,50 Lol p 405 8 sl 558
acad b das 51 S 20 Wl 2 s o el 2ls el e oS (50525 L Sk e
R 3 S eiola Lab pl 3 3 e Sl U s eslial OF slacs b 5 ote bl
L oablie gl ol bl 2ils ol pge nl 5 L3L 4l O 511 e5Y ol e e
o 3 a5l ecpl O3l (Y AYAY ik By ) S p OISl 6350 ol Sl
5 oA 3l pledble i &S Cd pl CiS Ol e Sl glaglole sl (il 53l
53 Ll on b g s 5T 0 5500 5 AT el e S sl Ll n 55050

L3 83T eIl o e (6 mle S J 28

peadis g alais) a8 (sla g il aladdiel ¥ LY
SS calacdss arste mle glas s Sl s gewss SO 5 Sl oyl
55,5 oplal edish e s 5 O3y atliil @ Olg e Se ol Gl S
53 ke 2l S sl bl s Ko pLalid g8 5l e S0l 658 0l Ygens
e blis 53 5538 (g pdbcanl J2aS 4 015 o ol lab 3 ol Slus 5l il
e slaabls 5o s Sl s Al Sedbl glacsle i 4 ool Gy 5l astls
3 655 i Sl gl el Sy 53 Y AT g B ) 35 (6,8 sl
Sl Al a5 skl LB SLl g0 il Llg e LBl S
slallar (5,5 aS0d Sl 3w gl ba S DUl il sl s Dl 5 Ol l8
bl Glaslas b uS o )8 pmeo Coal i 534S (6555 S e (g el Sl
53 lagls il i amee SIS S LIy sy sl ol op Seslu a5kl
53 de (Sl azils | OF blasl o tie)lS Sy ol &S 18 KK osyn e KSL
ol L o s sl U Sbll o (Desarnaud, 2017: 37) &S e eslized OF 51 ol
Slestl o 1y beS a5l gtied )l Sledbl Wls e Solea a8 dacsS s ols,ls
0o g Ol a3 oliie glacd s oS ola b, 5l s (SCoas 13 s S
Sl 53 55 e QLS8 a8 ol SLedbl sl eslinad cias o el 555 63, 4 055
B ol Sl s o1 53 Il St yrs b a8 OUSJS (pl s o 13 Lad]
5o 300 Glosl 3 dias e 13 LOT Ll s 1 0L, e e SleMbl 5 LS



VAo Ldys bu g 6551 fou @ mbe Soel S g8 &)y 2

5 LS bt 5o Sldlbl wnl mUas S e sl by cnl 6 Gaass il
ol eelzel Bl asl OLSLIS plisiaad Com 53 03,5 13 (6 b DS ASakes
Sl ol Bl e bl iaman 533 8 ) ol 3l SIS plusad 51 LS L oS
5l sl e sl Sl ey s S plasad 528 4 bl s Cpasd
5 Mer a Lol Wi Jb sl s o dil el ol b sjezes 5 Ll

sylsly Sl glacd ss L asles

il d) 9 (5] ) paSaALy g BLELE (jadl 68 Hugad N Y
d}xg“:rl?ﬁ\ﬁj}éﬂt&W\qﬁ6‘ﬁhdj)@‘f}&6dﬁbr€ﬁr‘v\é\
Sl wle Ll5 o il w0 ol s 535 55 1S 5 Slis il B
mpwﬂu)jﬁdlcfb;l;lﬁ\.;;;h)ﬂ&l:);djf\&ga\:lpbuﬂ
plomil S ay b dal g 3,55 5 OT L Ol jde 5 ol 3 b 5 238 il 135 5y
Coal Al Al Comge (G ml i oo LBl Ll e o ol ade (g oule O
LBl pll 4y o A CEM 23 SS Bl s S o 5 e el

5T s i ol ade AL

slalloas rlac ¥ .Y

55 olay Ko gleal 4 i el B es S @l s 1y lab e Sl 5 ole 5 S
o S e slab cnl 1 ls pe g 534Sl S (S5 e sl 55 5 Sl sledSas
bl @lir gy Sl S u plad s ciml s @K SuS L
G sy Ml Lalsy s il 50 s e s el edd e S Ll
Slasosls 2T 4 6 g Glailiann s e 4 javie LS el cpl wdl 5 ol
AP (5led) 3,8 o 5 o 1y aBlanw s S i) gs iy aSl (sls o a3,
Loy Cel Jhams Jpe e o dacd gy o dilaw 5 Jlas (g55le 5l eslanal vy
Slp ey glcs b 5l Glos mS il Jod ol sl sl ol e
i Colem 658 Gomle 5 G506 Slajlpl 5 Dl iae b ST Ll S V.al)_e lacdgs
s s bl b mle O 5 omle w3l 30 il Olojen
Sl S5e 6 ele e sla Kl

1. McLuhan



\i‘\bt@tj}\.ﬁ&\ EJMQA;JJJ;‘_gjj"é}Z’lehA A

O Sl Sl LB Gl e e 5 IS s e &S SLISI L 05

e 48 A S Jugte LB & A5 e 5 Sler el 53 s plail 5 (655
Dpmen Somlo slad a3l G551 i omle Sl S el Wlg e Ll
ol Gl Sals o 5 038 Jate b | Olgxr gla S plad sdon s (slaSs
acdss pled ol 5y0plil ol odos S Ml daslr (gl S i Sllag sl
35 03 el s Oode Sl e S0k s e S SO SR e
Ll 5o Llg oo Sl o Ml dnlr sl ) an cnl Ml sl (55K
S S ol b s s ),Ir\}u Sl lredales 5 basbodsl e wogomler 5o oS
0351 ) el odel Cowdds (Glazn b oo dile (g0 s jfi; Slae s>
53, 1 bagosls ) Ol culs andly gde b Ml slas,Kan L oS
SLLe K8 Loy ol Oie 5 Shane | 4 4zl Ml slsedales o5
(3P A Gl ol o8 s e Sy 5550 855 Sl LIS e wa ] iled
)l ))T;’\}H Ml stales SO sl 4 S0USG (Kes b el ss 5 A3L e o
o ol b Sl o w5 LoLS s (551 i 4 (g omle DM s pas
03,8 sl ) gl b o Malli OIS U0 o oS slie sl b o o 5l
Sosld mw Glacd oy Ay S o r b nsbss s Jellon Gsim &5
03,5 5 aa b Fas b lslma £ b pdir s 53 el 015G 338 e sl
el 0k S W) Tl laaly s il Sl ombe slajbeas asle Sl
5 Sledbl sk glacs b Osl I G s Cilus SOl (g mle glaslaa
0 o gee dlezel 2alS 850 L gLl 3Ll b ol 03500 pdbcanl Gaa L olbls
Slp opmad sl Gdss Conliw GBS ey by LOT OV game 5 Sleas
SeS Eou 3 Cudsdewe sl (Olbdx 5 SV pame g plicawsl Loy
Sl bz il aslil eue slcdls & ol Lo (g mle sl
eyt G a il SaS (wrlg ¢ mle Sllas js i) s cS e Cos i
(www.Microsoft.com) ol Ol)les Ol 5 Lol o oSl i b O 23S (6l s
S lois 05,8 laws YO Jlo 5o Lealy o5 @S b a6 slesaly Bl
B Lss oal 58 56 bl s T spule gy Jlo S0 b oS Jiee Lkl
Rl Gl S g S S gl S WS 0506 L Jeal st

1. Microsoft
2. Tallin Manual
3. Cyber Defense Center of Excellence



VAV Ldys bu g 6551 fou @ mbe Soel S g8 &)y 2

S s s Cl g G 68l S50 5 B sl (5 Jasl) s
Olge 4 bay3iS 5 3l sl 4 Jos oS el G52 Sz By 54,8 50
ks slags 1S 55 S, sy adlon Gsi S 55 Goim 5 e Sl 13
ol e lalns Gaim s cdse Wl Walloe s> LS e jole Lol
oy gias ol asds jsbay (8 0YA0 it s o) Sl sl e lileS el gias
Sl o2 55180 (6 b ol 5503 358 g Bl OF 51 gl 3218 3 il M
LS o sl o3 s (sl slel il slaslowia cnl [ peh OV avas it s o3
ol (Al Gilsw bl (OISO SB ol ge G sbml S5l | glesl LU B
Ladss S1as ke Glanes ol 5 s kb Gl s slapls 6,8 JSS
WS sphad S 4 s 4 S5S Sl S aS aal anil Oleebl dal
wils Gygmee L L K OLs b 5 (650l Glial 4 ey gl 1 aol LUl
(Macak, 2017: 817) L.l

Glalan Loy sl o8y b b ol Sl 300 (5 pmle el oy 3 cnl ol
Oler 558 Cuands a4 (35 i Gmle ol Cow s Glodales (56 5 Madlips
adls dal g Jls w1y Medleny cel 5 o 035l (gl il |5 sias OLL

oids @ syl OMlaa Cue gias bylige Halalyll Alalli Sualas Gagui ¥ LY L
S5

L (Sl el s mbe 5L L o slag s g0 ool 4 a5 L0350l
Glaolle 5 s (Sl ie 5 il 35S L e b oasd 5l 36 gla 2l s
30 ol Ben S ol sl 4 g sSonl shieay g 5 05 25 slaclad 4 Ml
ke JSI sl o (6 mle (slas ST 5 ane 5 A5l dwedeB 5 Sy 1, 5 6b s
Gl mlm bl sl laysiS ol slaans 53 onlil il ods (5l il
S Olejen (M AT il jgisg 5 i) Kzl o8 Madlery Sllales o sd5 g 5o
(el i SK5 glaair pled woass b s pSaes 5 e xlS B s ool
LU s a5l e Jpll 6,8 e IS8 50 0T L Lad e dels s Lalous anbyan,
2 S e S Ol Aol s Jsl e e a5 8 S e S s
Sheslinal 05 5 dwdlals jskian &S sl sl B 5 Jpol p Jerie el el S
(Wu, 1997: 663) LT oo ;54 LOT Ol 5 31 31 lace 5 & 0]



\i‘\bt@tj}\.ﬁ&\ EJMQA;JJJ;‘_gjj"é}Z’lehA \AA

BE Ja:flﬁi Ol et s el el L ORI PC S R RPNt PG
Ll o Sl ol Gl Ol jde sl 5 o (sk;u‘\ Sl 5 olsd s JJB
30T salizal 5 s oS das Oloel p3,0 41 5 63 g0 slasslsT S el
5l S Shs 5l meee 5o paed &S el L Ol el (B ) Sl
hale A YA i Ll 5 gls)) LSL el a0 B g sl elal s canels Lyl
Glp asie s s slajleis 5 il 3sd (el asie 5 Ole Lol s sl
Ol O ey Sl Gl e 5 (551 e s mle S L 50k,
5,055 )jiwl el sdalen cp 55 (653 s (6 mle slad 05 S LeodsBs 5 S
Sl e 5 o7 Al Wig o il el @ gomle DM Cos e
52 Gen @ pshe 1 e G Sl lodalas i ASL o3 opl OUSCEs >
e el Sl s (g 3l s 2ge0 el Sl sl > g mle ol 5B
Al (S5 e e mtly s g S ol e e

(Sl lad Sl 5 058l ka6 ule Slajla (gl sl s 55 055 4l
2 S s S Pl 0 S i Gl sdd Seen (5l
slad 4 by e slalen (Xiao, 2020: 349) ol 3 5i plla o 5,280 (5 pmle sl2d
O CEM 05 5 addle sy sl Wacds Ol s Ml C]a“ 05 Sl
b 3l @andS das s dsb s Slados et s bl ojlbdr i) s
Maurer, ) s,ls 513 olal d> 6 53 508 golal ol Oyl8 S slasls
(2020: 283
Col Wols iy S8 Odad 53 Ol 5 Sl 555 slag,sld &S age SE
Ao sl el Ll SR Ol mla 3 bagysld ol Sl eslinad 5555 45 eks S
ot O Ul Sl w8 Gl Sy ol sdn S e nl slagsssl 4 asls
AL Gl glad 5 il dasls S Sk Ol 8 el 1) (s O 5 Dl Sl (Gl s
Sl oYl Lgu;x_ggﬁ. G wjf ler 5 ol Wl pasd el
Oded s Saly ool ol oin S anaoly Lad cpl b aensaen S8 5 i oS i
N S IS (RT3 3 - OV JCH A PR S PPV g e
09 ydett vf;l:a.g PLT-Roe| WIS, (PN L] ‘_;’l}la;- AL Al e laoyl g ‘5,1)1:;-
baadss sads 5 ol o e odid Hseb s S0 ol 5550 Sler mhaw 53 ol



\AS Ldys bu g 6551 fou @ mbe Soel S g8 &)y 2

500 ey S mle glid gm wim cpl 5l edis S Esl gladlte 5 Jler sl s
S Ul Ol (S pger 5 ES eian IS Sls 55 sl 4 1 S gl
Saler 5 Sl a8 5 0L S5 b ablie alul OF (glaikaie 5 Jler slacal
S S e s dsge Sl s pallae e iile L5 Olindts 5 Oleslae S|
Lile glacdss a0l ) Lo syls 13 6 ule Ol st (5 ae 55 o)l e (o]
At b eslsen (ol (G551 B 5 e SlasES B S Olss 4 oS (60 sme Ol o
@ Sl iy Sl il s 4 ol ) i, Gomle OSk
sl e mhaw 53 (g mle OO OLSSL sl (I3l 5 6l 830 slagg sl
A8 e s 1y s golasl 5 wlew Glaal (D i SIS H1 5l sl gs 5 0dis S
S3Al e Gl el Cu s (gl g ol 5L (s i b pssbiss Gl e
g 3 Wl e s il s plnil Ml 5 s mla s Ll s
JB slas g gl (ol slasbele oyl (251wl SLll das pladl L1
Tl 03 Sl e 83 gl WS 5 Bl il sl 5 jaasie 5 slexeld
Olg 5o b3S Madlors oo b 56 58 el idss b 5 SLIGH L 5 el
W5 e Mol o 3 o1 oy e 45 5,8 3litl (5 ymbe SV b ssbss sl
Ll bedss Sl @550 e 4 gmle O Cus s sl Ghiale Ag
Ctal W55 e 3l5 SIL ims sl el 5 s o 53 1y SLIGSH
Ol 5 O5Sler &8 2y b &85 cias Wl 1y 55 gla) a8 (550 i mles
Slodul g5 oied Slez o 3 (6 mle O 131 dals Ssaiss 5 Sl oS
S gl el s g Il S g Sl i 0 S Ul il

S Al goass s Sk L (6 el 5 Dl 2ads e kL

g8l 1 )l 9 95 il
6233 5l e Jala 1y ragn 53 S files plad 5 351 55 sl (2)la5 45 LS e p3e] o8k
Jx s 6)'1-»*@'“ dposls Jam b (g5l ‘Ql,ip AR5 S5 lie 5L Gl e dlesl L sLasl ol

Blos S Culey JolS 5 sbas ok 5 e s ok pE ia 5 b oS s SLETL ool (e

c.tl.lm
Sl el G OTAY) (ol g Losdeam OLGT asl3l £ 208 ayle ¢ e 5 aible tast yL23) )

V-0 o Jsl 55l s Mo (S8 oo (gmn J 1S Lgl,:av.:m.,ﬂ
DOI: 20.1001.1.20088345.1393.8.1.4.0



\i‘\bt@tj}\.ﬁ&\ EJL«&QA;JJJ;‘sjj"é}Z’lehA V4

WOl el Goser Sai el s Mol i i 5l ule slad S (WW8A) il (g ian Y

D3 VP AIYY o P G led oDl ST il dalilas
(\ra4 ¢ \Y) http://www.rahyaftjournal.ir/article_105596.html

- bl sla ia gz dolidas s, 428 (6l glos bl sl e (\YAY) riecdy b 50 (G T

v+) https://jpas.ihu.ac.ir/article_200978.html :,s $\-#A - © &L () e plol pal ol il

QL]

5 pelzee dolihad (S Sl 165550 Anllan ¢ Wl Gsim bte 5l (gimle e L(ATAY) e (ol il F
(44 301 v) https://nashr.majles.ir/article_80.html :,5 A Y010V o ¥ &)l oty Sl 0308,

5 g 165 gn Olies o 5 Ol sl oDl (65500 (S mler 235 (5le e L(VFAY) 5155 Slabis das| tdoses cdigls O
VV=8A o AF 5 jlad (a2t gy Sl 3 ealy dolilias (53 poal; Sl 3

) DOI: 20.1001.1.10283102.1397.27.1.4.8

5 Sy Shpae n aST Lozl sl Sljhe s 8B el Jpoh (ITAY) piie os3Ll el fshee (ol
3 FYSAY (o Y Sled oms 5l Jlo ( posae G ta s b dolilad sl 153

(\¥44 ¢ \Y) https://gjpl.atu.ac.ir/article_254.html

OF Slad (osar dpi= hagp dolidas (ol Mol Gsim daws @K o (0¥99) i)l (giled ¥
DOI: 10.22054/ Q JPL.2017.7432 x\a-Y¥0 ,»

Galilad 05 Jonlls s 45 oS5 Uy Pl B e 51 (5l K 1F90) LA2S (e o £l e o A
(VFer o5, YoOttp:/iwww.spba.ir/article_40920.html -, YA-V o 0§l (o cli olellln
Clelles dolidai i)l Slysd Sl milr alee sled Glacail (TN Sl yghy s L G mils A
DOI: 10.22034/1SJ.2019.992381\ ¥V o oY & s ( Mot/ 10

2B (<

-Articles

10. Bailey, Christopher E (2020). “Offensive Cyberspace Operations :A Gray Area in
Congressional Oversight”. Boston University International Law Journal,Vol 38,Issue 2,
p240-285. https://www.bu.edu/ilj/archives/38-2/- (Accessed 20 February 2021).

11. Desarnaud, Gabrielle (2017). “Cyber Attacks and Energy Infrastructures: Anticipating
Risks”. Etudes de I'’Ifii, Ifri, p1-60. https ://www .ifri. org /en/publications/etudes —de —lifri
/ cyber —attacks -and-energy —infrastructures —anticipating —risks (Accessed 12 September
2020).

12. Macak, Kubo (2017). “From cyber Norms to Cyber Rules:Re engaging States as Law -
Makers”. Leiden Journal of International Law, Volume 30, Issue 4, p877-899 DOI:
10.1017/S0922156517000358.

13. Maurer, Tim (2020). “A Dose of Realism: The Contestation and Politics of Cyber
Norms”. Hague Journal on the Rule of Law, Volume 12, Issue 2, p283-305.
https://link.springer.com/article/10.1007/s40803-019-00129-8- (Accessed 10 July 2021).

14. Mikko, Rajavuori; Huhta, Kaisa (2020). “Digitalization of Security in the Energy Sector:
Evolution of Eu Law and Policy”. Journal of World Energy Law and and Business,Vol 13,
Issu 4, p353-367 DOI: 10.1093/jwelb/jwaa030.

15. Trautman, Lawrence J; Ormerod, Peter (2018). “Industrial Cyber Vulnerabilities: Lessons
from Stuxnet and the Internet of Things”. University of Miami Law Review,Vol 72, 761,
p761-826. https://repository.law.miami.edu/umlr/vol72/iss3/5/- (Accessed 10 August
2020).

16. Tsakanyan, V.T (2017). “The role of Cybersecurity in world politics”. Vestnik RUDN.
International Relations, Vol 17, No 2, p339-348 DOI: 10.22363/2313-0660-2017-17-2-
339-348.

17. Vasileiou, Konstantina G (2019). “Cyber Security in the Energy Sector”. a Holistic
Approach, University of Piraeus, Department of International &European Studies.


http://www.rahyaftjournal.ir/article_105596.html
http://www.rahyaftjournal.ir/article_105596.html
https://jpas.ihu.ac.ir/article_200978.html

‘4N Ldys bu g 6551 fou @ mbe Soel S g8 &)y 2

https://dione.lib.unipi.gr/xmlui/bitstream/handle/unipi/12412/Vasileiou_18012.pdf?sequenc
e=2&isAllowed=y — (Accessed 25 July 2020).

18. Venkatachary, Sampath Kumar; Prasad Jagdish; Samikannu Ravi (2017). “Economic
Impacts of Cyber Security in Energy Sector: A Review”. International Journal of Energy
Economics and Policy, Vol 7, Issue 5, p250-262.
https://econjournals.com/index.php/ijeep/article/view/5283- (Accessed 5 october 2020).

19. Wu, Timothy S (1997). “Cyberspace Sovereignty?- The Internet and the International
System”. Harvard Journal of Law & Technology, Vol.10, no 3, p648-666.
https://jolt.law.harvard.edu/volumes/volume-10-1- (Accessed 10 July 2020).

20. Xiao, Alex (2020). “Responding to Election Meddling in the Cyberspace: An
International Law Case Study on the Russian Interference in the 2016 Presidential
Election”. Duke Journal of Comparative & International Law, Vol 30, Number 2, p349-
378. https://scholarship.law.duke.edu/djcil/vol30/iss2/6/- (Accessed 8 September 2020).

- Documents

21. Cyber Security Predictions (2020). https://www.fireeye. com/ current —threats / annual —
threat -report. html

22. MCAffee Labs Threats Report, November (2020). https://www.mcafee.com /enterprise
/en -us [assets [reports Irp- quarterly -threats-nov-2020.pdf23.
https://www.kaspersky.com/resource-center/definitions/what-is-cyber-security

24. President Barack Obama, Remarks by the President at the National Cybersecurity
Communications Integration Center ,delivered 13 January (2015). Arlington, Virginia.
https://www.americanrhetoric.com/speeches/barackobama/barackobamanccic.htm

25. International Cybersecurity Norms: Part 2. https://www.Microsoft.com


https://www.fireeye.com/current-threats/annual-threat-report.html
https://www.fireeye.com/current-threats/annual-threat-report.html

Energy Law Studies, 2022,
8(1): 173-193, DOI: 10.22059/JRELS.2022.316656.413

The Necessity of Strengthening Cyber Security of
Energy Sector by State

Parviz Farshasaid
PhD Student in Public International Law ,Department of International law,
Isfahan (Khorasgan (Branch ,Islamic Azad.! Iniversity , Isfahan ,Iran
Mahmoud Jalali*
Associate Professor, Department of Law, University of Isfahan, Isfahan ,Iran
Mahnaz Goodarzi
Associate professor, Department of International relations, Isfahan
(Khorasgan) Branch ,Islamic Azad University , Isfahan ,Iran

Abstract

The important role of computer and the Internet and the services that these
technologies provide to humanity have made the energy sector dependent on
these new technologies. This dependence has led to risks for the energy
sector, the most important of which is directing cyber-attacks . In the present
study, a question has been raised, i.e., what is the need for states to
strengthen the cyber security of their energy sector and what measures
should be taken domestically and internationally? Using the descriptive-
analytical method, the question has been answered that due to the increasing
dependence of the energy sector on cyber technologies and the increasing
number of actors and perpetrators of cyber attacks in the world, States need
to strengthen their cyber security in their energy sector. What states can do at
the domestic level includes increasing the security of domestic systems,
recruiting reliable and specialized personnel, and developing clear and strict
rules for cyberspace. At the international level, drafting a binding
international treaty banning cyber-attacks on the energy sector is the most
important measure that they can adopt.

Keywords: Cyber Security, Energy Sector, Cyber Attacks, New
Technologies.

* Corresponding Author Email: m.jalali@ase.ui.ac.ir
Received: 6 February 2021, Accepted: 20 June 2022 © University of Tehran


https://orcid.org/0000-0003-4667-1275
https://orcid.org/0000-0001-5441-4012
https://orcid.org/0000-0003-2697-2492

193 Jalali et al.

Declaration of conflicting interests _ _
The authors declared no potential conflicts of interest with respect to the
research, authorship, and/or publication of this article.

Funding
The authors received no financial support for the research, authorship, and/or
publication of this article.

This article is an open-access article distributed under the
terms and conditions of the Creative Commons Attribution
(CC-BY) license.



