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Due to the widespread dependence of all human affairs on cyberspace and the
Internet, the risk of cyber attacks threatens international peace and security
more than ever. From time to time, some news is spread in the media and social
networks that a cyber attack has been carried out against a state. Still, due to
the complexities of cyberspace, it is difficult to determine the perpetrator of the
cyber attack. What can act as a strong barrier against the state’s violations of
the rules and principles of international law is the rules of the international
responsibility of the states. Currently, there are two standards of responsibility
for states against cyber attacks of Non-State Actors, one of which is the
standard of effective control, and the other is the standard of general control. In
this article, the advantages and disadvantages of these two standards for
determining the international responsibility of states for cyber attacks by Non-
State Actors are discussed. It is concluded that due to the special characteristics
of cyber technologies, these two standards are not appropriate to prove the
responsibility of states for Non-state actors’ cyber attacks. The standard of due
diligence must be considered by states because, based on the characteristics of
this standard, it seems easier to prove the international responsibility of states
against cyber attacks by Non-state Actors.

e-mail: parvizfarshasaid@yahoo.com

How to Cite:

Farshasaid, P., & Jalali, M. (2022). International Responsibility of States For Cyber Attacks of Non-State
Actors. Modern Technologies Law, 3(6), 173-184.

Published by University of Science and Culture  https://www.usc.ac.ir

Online ISSN: 2783-3836

WY


http://doi.org/10.22133/ijtcs.2022.145651
https://www.usc.ac.ir/
https://www.mtlj.usc.ac.ir/

https://www.mtlj.usc.ac.ir - (DY A&+ oy 5 slags sl G-

http://doi.org/10.22133/MTLJ.2023.367059.1136

‘fjjbj‘&dﬁ\_’ﬂ&ﬁu SMa- Ju)b Lac.JJ.su\Ulw C;:’_,L.M
T I sgems Fmalt 3 525

Ol el (&Kl 55) Slghasl dmly ¢ oDl ST olKE35 (g0 508 Mol G- (6555 (ol

Al clgienl lghnst olKisls B gi 05 S HLisls

ol NPARIRNIX
Sl 5 o Sl I 3 (3l 5 b sl g Sy Dl el 8328 plbeils Clow g Ul
45@‘)‘;;‘"'5)“;@}?;“‘(5)\"" 6‘.&@_} L&ML«)J)&)L}-‘ &@o@.\ﬁgj Ll &)\&ub&u\uﬁ :C.\QLL)D‘CL)L.I
o J»LG Qb_,.o.nu.a;ufm J.iLu 6L..a3 &L‘h;‘l{ﬁ’?f, C,J.Gd..v g;‘ﬁ el ‘\:3; rl;u\ L;“.b; ‘\:.LG ‘_;ﬂl.w HVeS VE VALY
Card
S JL3 s lacdgs 6l Cd s lme 93 Jol> Jl sl bacd s el S sas del 3 US Joe VEOA/Y /Y
5Ll 4 allie ) 53 .Sl IS J 8 jlns (6,505 5 S50 S slre (S a8 5503 590 g0 b Julse (6l
Ml Sl sts L3 5l Hlme 53 ol (6l Slas sl Lol (la S5y Clows a8 Gl ol (6, Sames Sl S
fbﬂfjbﬁudjbﬁuwbgﬁé\}n)@.Xil..-jg;_w:'vwl.'.aﬁj)ﬁ&wéﬁbawdu)bud‘p udjbwlmq}w
3,8 Lol (6wl S U3 53 e s el Cdsins S Glirs ol b Sty ol ol SRS s
ey 4 el A A7 e
Wl bl Hlms
J s Bk %

parvizfarshasaid@yahoo.com :4.bl|,

sl 8o

AVY-\AY

hitps://www.usc.acir  Saj s ole oKl 1,30
YVAF=YAY T (S Sl sl

W


http://doi.org/10.22133/ijtcs.2022.145651
https://www.usc.ac.ir/
https://www.mtlj.usc.ac.ir/

hﬁjaﬂb&bﬁéﬂb&)\»Ju)éhdjbuud|wu¢:j)L~J/J>\?JJ:Mu‘}

Andde

4 Shlud 03,5305 gl bidss S olKin 5 sdS ) el 03,8 sl Jladlip By sln b e S (5o S
2SS s 0K s 03 235 03l (= B D¥am (il Jole 935 yaselin din S o ealial i (slardhs 51 0L L3,
o bl 5 Sl ol dtly Ceall 5 ke sl pl @ i 558 Sl 5 el 45 (Gl @ (Sl i S Sl o oled
whaws &S dzes il plu g oolall ¢ cwliw CéL:a S JLis 4 dls 4 ol 55 (glas Ll glaggysls &S slacd s c&b
350 Sl s 4 (g b S 55155 (oL HLEST Aals 03 s0en s (s ol 0l S 5 o3l (g3l 0l b LT &
Xl 89> 53 (814 e Dl (SLa6 5318 (ShIs S etn L) 5S pli 5 sy (G ol Bote VLN dle e 5iS 2
e y2me 35 ey $5 51 5 Comins idw st S e 5 olKils B4 S s 35150 5l (60 Slom 5 odad Slaey s salad
Hodlom G5 S 035 (ala 2 31 (G o)l per M al (Mool e s 1 6 b SV oo oy )l 1S (6 e
el (§ iy a5 5 Lt gl (538 Jol 58 (6 rmlos DMazm I3 53 e g Ml gy Sl s Sy 5 ol 0353 4150 0T g2 0
M) Jhodlor Bsi 3 s oo plowil (Hsa nt Jolse Lo |y (5B o (Ml S sims 310138 Gl adss 2 1
St 203 ebedir GCSA B b S (b gbaplesle 3 (Ml o 53 1) LSS ) (les S b s b Jalse
Sl Sl K55 5038 3lom) 0ol (51 1) (SOSTae 5 s Gl conl ails o8 sty 5 Wiy sllas das JUS s byl (658
el 03 28 Syl 5l 352 Ol (0 o AFAY (s e (8 3) W o sletitr Gl (slarDln (6,550 Sk 51
5 OBl 835 53 (65l bl Ay ol o)l O L ablie (sl 5 S adibs wlo| dg cl ol 05 Sl dmels 355 00
S el G (S 4 (SO iz Dl sl (Sl i 500 &3 (6 mlos Ao oS ol alils JLis 4 55 pladidg Db
YR G 5 (Sol) ol anblsly oSS (B3 wlonw oo 5 omnlin (Slaay 55 36551 (51 L a3 o3 50 Mol 0SS
Jrms 8L 0o Ly el (Modlrer Sdjme (B plai sl (6l DM b 295y 03 MBI (2 5 550 5 0 Seten (YOV o
g (Boi 055 93 Jolodiga o5 0 e cpl 53 5500 st |y Wl STy (SsSa mbs 35 e (S mbo SV a3
Ol sy 53 OF 3 elital drr 350 o5 S50 U8 Slns S tila 0 25mpe (H3b Jelse 6l DM sl S
Il sl 53 S IS S Jlonn 535 T g 13 Jod Al 53 Y0 0V i 6y 5 VAAF 3 T SIS ddad 853 (5 Sols (el oy
by dlsow ol a0 el S gt 055 55 0l g2 b 1205 513 0l ke sl Al > ls (M Ml 05251444
330 el i (e belse (gl SO b 29)bss 53 slorme 53 0ol U (6l S by Conlo 425 L S 0l ol

B e (6,505 (Bai 55 b b S S el 15 513 (6wl ¥ Sty 534S 1y alad s St )13 (5

@J%ajébﬁés%%éﬁuaﬁp.\

5 S Sl polad & Col ol sl i) Sler 4S50 S 5 5 L aly SLDBT (65l puae L ) oSG g 03
‘&y)dbusduébb cb%bﬁj\jﬁd}fdhd)bb;bﬁc@)}}bwﬁéﬂduogjﬁ}j‘ .5%%‘}&6)}@0.3\4;]&:&4»3
e lacdgs ade Madlos OMas 5l i o 55eb dalioduds ol b bilatagly bagg p5ls ol a4 aed 5 aen (5 I3k 5 Oyl

ja.SJa&Lh)\j\ﬂujufn;‘uwjﬁ)ﬁﬁb@fL;Laé)jbt\ﬂadﬁw&)ﬂ@w&bcﬁwb)ﬁﬂ&wmﬁéw

1. Effective Control

2. Nicaragua case

3. Bosnia Genocide Case
4. Overall control

5. Tadi¢ case
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1. Phosphates in Morocco, Judgment (1938), P. C. I. J. Series A/B, No. 74,para 28
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1. Corfu Channel Case

2. Military and Paramilitary Activities in and against Nicaragua

3. Gabcikovo - Nagymaros

4. Rainbow Warrior

5. Rainbow Warrior Case, (NEW ZEALAND v. FRANCE),France-New Zealand Arbitration Tribunal. 30 April 1990

6. 1. C. J. Reports 1970, Case Concerning the Barcelona Traction, Light and Power Co (Belgium v. Spain) , order of 10 April 1961,para 33
7.1. C. J. Reports 1981 ,Case Concerning United States Diplomatic and Consular Staff in Tehran (United States of America v. Iran); Order, 12
V 81, International Court of Justice (ICJ), 12 May 1981,para 56
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1. Definition of Aggression, United Nations General Assembly Resolution 3314 (XXIX), 2319th plenary meeting, 14 December 1974,art 3

2. United Nations General Assembly Resolution 2625 (XXV) Declaration on Principles of International Law Concerning Friendly Relations
and Co-Operation among States in Accordance with the Charter of the United Nations ,Adopted at the 1883rd plenary meeting ,October 24,
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3. Draft articles on Responsibility of States for Internationally Wrongful Acts, 2001: Art 8
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1. I. C. J. Reports 1986, Military and Paramilitary Activities in and against Nicaragua (Nicaragua v. United States of America) (Merits),
Judgement of 27 June 1986,para 109

2. Ibid: 109

3. Ibid:277

4. prosecutor v. Tadic. Judgment. (Appeals chamber ICTY)15 July 1999,para 145

5.1. C. J. Reports 2007, Case Concerning Application of Convention on the Prevention and Punishment of the Crime of Genocide,(Bosnia and
Herzegovina v Serbia and Montenegro) Judgment of 26 of February 2007:para 115

6. 1. C. J. Reports 1986, Military and Paramilitary Activities in and against Nicaragua (Nicaragua v. United States of America) (Merits),
Judgement of 27 June 1986, ,Para 93&94
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