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Article Info Abstract

The most common strategy to prevent cybercrime in Iran is to refine content.
However, filtering is not consistent with criminological knowledge approaches and
contradicts the natural rights of citizens, including the right to liberty, equality and
Received: the right to security. The findings of this research show that the high use of filtering

Original Article

24-09-2022 results in "civil disobedience,” "society laziness in protecting morality,”
'ff_clelritzeodzzz "generalization of crime,” and "juvenile delinquency and victimization™. The

findings of this research show that the high use of filtering results in “civil
Keywords: disobedience," "society laziness in protecting morality," "generalization of crime,"”
Filtering and "juvenile delinquency and victimization". There are already some levels of

these unfavorable outcomes in Iran's cyberspace. The conclusion and theory of this

Fair Prevention article is that sustainable prevention of crime in cyberspace is realized when crime

Theoretical Prevention prevention is planned in a "right-wing paradigm" through "community measures"
Crime Generalization and with respect for individual rights and freedoms. Therefore, it is suggested that
Cultural Participation by moderating the policy of filtering in the current way, a participatory prevention

pattern is implemented so that citizens of cyberspace follow the issue of prevention

Participatory Prevention ) . N
as a right (the right to cultural participation).
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1. The General Data Protection Regulation (GDPR) (EU) 2016/679
2 (1) The protection of natural persons in relation to the processing of personal data is a fundamental right.
3 Processing shall be lawful only if and to the extent that at least one of the following applies:

(a) the data subject has given consent to the processing of his or her personal data for one or more specific purposes;

(b) processing is necessary for the performance of a contract to which the data subject is party or in order to take steps at the request of the data
subject prior to entering into a contract;

(c) processing is necessary for compliance with a legal obligation to which the controller is subject;

(d) processing is necessary in order to protect the vital interests of the data subject or of another natural person;
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(e) processing is necessary for the performance of a task carried out in the public interest or in the exercise of official authority vested in the
controller;
(f) processing is necessary for the purposes of the legitimate interests pursued by the controller or by a third party
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