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Information Warfare in Terms of the Principle of
Distinction between Combatants and Civilians
in the Armed Conflicts
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Principle of distinction between combatants and civilians, as
fundamental rule of humanitarian law, has a basic role in protection of
civilians against destructive effects of war. For continuation of this
ability, the principle of distinction is needed to comply with new
phenomena, which thanks to advances in technology, nowadays
appear in conflict areas.

As one of these phenomena, the information warfare, for its non-
kinetic nature and destructive effects, could create doubts about its
compatibility with the principle of the distinction, when one of
belligerent parties uses it against other.

This paper examines how the principle of distinction between
combatants and civilian can be implemented in this situation.

Keywords: Information Warfare, Principle of Distinction between
Combatants and Civilians, Computer Network Attack, Combatant,
Civilian, Military Object, Civilian Object, Direct Participation of
Civilians in Armed Conflict.
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