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Abstract

Militarization is perceived as the intentions of the military to
intervene and overcome civilian procedures. The tendency for
militarism generates from the military’s ambition to be dominant
over procedures not commonly perceived as military. It is
described as an effort “to make people accept and love war, and
see it as ‘normal’” (Lutz, 2009a, in Bickford, 2015) and is
usually associated with high military expenditures. On the other
hand, the emergence of cyberspace has opened new capacities
and paradigmatic frameworks for conceptualization of
sociopolitical phenomena. The present article is concerned with
the US use of Stuxnet against Iran’s nuclear facilities in 2010.
While being a cyber-tool in the US hostile foreign policy against
Iran, the attack is discussed in the related literature as an act of
cyber-war. This article argues that besides marking a cyber-tool
in the US foreign policy against Iran, the attack was part of a
long term militarization process in the US cyber strategy. Relying



on dual-spacization’s assumptions of physical-virtual reality and
using theory-testing process-tracing as the research method, this
article concludes that the militarization process whereby Stuxnet
was used as an alternative to kinetic attack on Iran, dual-spacized
the nature of war.
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Introduction

The US use of Stuxnet against Iran’s nuclear facilities is discussed
in literature from different aspects. Debates vary on how Stuxnet
marked the beginning of an era of changing the nature of war.
They range from Liff’s statement that Stuxnet was the “harbinger
of what is to come” to Finkelstein and Govern’s statements that
cyberwar, as practiced by the Olympic Games®, coined “a new
label for the notion of war” which entails “not only a new kind of
weapon, but an entirely new genre of war” [emphasis mine]
(Govern, 2015: XIII).

According to Ben-Israel and Tabansky, in order for a cyber-
attack to be identified as an act of war, several aspects of the
action must be examined:

a. The organizational and geographical sources: whether a
state is behind the action

b. Motive: whether it is possible to identify an ideological,
political, economic, or religious motive for the attack.

c. Level of complexity: whether the attack required complex
planning and coordinated resources that are available primarily to
state agencies.

d. Results: whether the attack caused damage and casualties,
and whether it would have caused damage without defensive
actions were taken (Ben-Israel and Tabansky, 2014: 59-60).

The strategic definition of cyberwar by the US Department of
Defense as “[tlhe employment of cyber capabilities where the
primary purpose is to achieve objectives through cyberspace ...

1. the original name of the cyber-attack against Iran



[including] computer network operations and activities to operate
and defend the Global Information Grid” (Vice Chairman of the
Joint Chiefs of Staff, 2010, in Finkelstein and Govern, 2015: 1X),
is regarded by Finkelstein and Govern as bearing an implicit
recognition in the concept of cyberwar being that “the US has a
security interest” in electronic operations that eliminates the
immediate impact of military operations on human life.
“Protecting the Grid is comparable to protecting our physical
borders” (Finkelstein and Govern, 2015: X). Given that Stuxnet
was used as an alternative to physical attack on Iran’s nuclear
facilities, the military nature of the operation sounds the beginning
of an era in which international conflicts extend to cyberspace as a
strategic domain. The current article perceives the attack within
the broader perspective of a longitudinal process within the US
national security apparatus known as militarization of cyberspace,
and argues that while reflecting the cyber dimension of the
relationships, the attack can be regarded as having dual-spacized
the nature of war in line with the US national security objectives.

I. Theoretical Framework

Dual-speciation is a new paradigm of understanding the capacity
of new world order which looks at physical as well as virtual
capacity of the world. Introduced in Saied Reza Ameli’s [2003]
article titled “Dual Globalizations and Global Risk Society”, and
later developed in his [2012] book, Globalization Studies: Dual-
Speciation’s and Dual Globalizations, Dual-Speciation refers to
the existence of virtual reality beside actual (physical) reality, as
a result of the emergence of cyberspace and globalization of
communication. It stands upon the idea that as cyberspace has
opened new capacities for conceptualization of social phenomena,
a new paradigmatic framework has emerged for analysis in social
sciences. The new framework is a dual-spatial one in which
certain concepts bear a physical-virtual reality. Ameli (2012)
distinguishes between the modern world and the globalized world,
the former referring to the scientific developments achieved



during 18", 19™ and early 20™ centuries and the latter refering to
the period starting with globalization in different areas of
communication, economy, society and politics. Then he explains
how the virtual world, in parallel with the real world, has
transactions and a geometrical reflection with it in all the
globalized areas. He argues that the creation of the cyber world
and its interconnection with the real world leads to a shift in our
approaches and analysis trends of the new paradigm.

Ameli [2008] in Ameli, (2011) numerates the following
characteristics for the physical world:

1. It world is defined and described geographically. We live
within this geography and define nearness and farness based on it.
Distances are measured by physical standards which determine
concepts and definitions of political geography.

2. It is bounded to the nation-state system in the international
structure. So, individuals are identified as citizens of nation-states,
possessing specific civic rights under the jurisdiction of specific
legal systems.

3. In the physical world, culture works as a social factor
which enables the observer to distinguish between societies that
are located in specific geographies and share common beliefs and
lifestyles.

4. It is objective and can be felt by four senses. Things can be
seen, smelled, heard and touched.

5. Communication takes place face to face and between
present actors in the physical world, meaning that both sides have
to be physically present for communication to be possible.

6. Time has a linear nature in the real world, meaning that the
past, present and future appear in sequence and so things and
events related to or happened in the past are further than things
related to the present. So one can attribute oldness to certain
things and newness to others.

The virtual world, on the other hand, depends upon the
specific meta-factors explained below (Ameli, 2011):

1. Digitalization, the material of the second world is



numerical and it is indeed programmable based on algorithmic
potential.

2. Dispersality, the distinction between center and periphery,
near and far, disappears both in terms of geography and time.
Based on such a potential, crowd-sourcing parallel to
centralization of data and activation of data according to social
algorithms would take place.

3. Borderlessness, cyberspace has no geography and its
borders are not measurable by the physical world milestones,
because ‘place’ has been replaced by ‘space’. Users’ presence,
activities and sense of belonging, therefore, are not limited to
borders of nation-states and their sovereignty.

4. Timelessness, virtual time is not a linear concept as it is in
the physical world. The past, present and the future are present
together. The ‘cyber narration’ flows in all these three times
parallel to each other.

5. Comprehensive multiplicity, the network structure of
cyberspace creates an unlimited communication complex in which
effects, trends and phenomena are multiplied, aggravated and
intensified with high speed and intensified with a network logic.

As a result of the existence of the virtual world parallel with
the real world, the two spaces interact and affect one another.
Thus, the analysis of many concepts in social sciences needs to be
done within a new paradigmatic framework, a dual-spatial
framework in which concepts bear a physical-virtual reality
instead of their former physical reality. The idea of Dual-
Specization of concepts and communications creates a basis for
re-conceptualization and analysis of formerly defined notions in a
physical/virtual framework. In this research, war is claimed to
have gained a dual-spatial nature in Iran-US relations as part of
the process of the US militarization of cyberspace. The idea is
framed in conceptual terms as below:



Figure 1. War possibility in traditional wars
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While in traditional wars, the threats perceived at any strategic
moment, the confrontation ways adopted by strategy makers and
the damages these confrontations left were all physical, in dual-
spacized war either of the three can be physical-virtual, making a
matrix of eight scenarios of how physical and cyber warfare can
be used jointly and/or separately to attack or defend in a war.

Figure 1. Matrix of war possibilities in dual-spatial war
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The research method used in this article to scrutinize the
militarization process in which the nature of war is transformed
into a dual-spatial one by the use of Stuxnet, is process-tracing. As
a qualitative research method, process-tracing is “the analysis of
evidence on processes, sequences, and conjunctures of events
within a case for the purposes of either developing or testing
hypotheses about causal mechanisms that might causally explain
the case” (Bennett & Checkel, 2012: 10). George and Bennett
(2005: 206, in Bennett & Checkel, 2012: 8) define process-tracing
as the use of “histories, archival documents, interview transcripts,
and other sources to see whether the causal process a theory
hypothesizes or implies in a case is in fact evident in the sequence
and values of the intervening variables in that case”. In this
method, the researcher starts from an outcome (Y) to trace the
causal mechanism resulting in that outcome.

Figure 2. Causal mechanism in process tracing
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The key point for process-tracing is causality. Glennan (1992: 52,
in Beach & Pederson, 2013, p. 1) defines a causal mechanism as
“a complex system, which produces an outcome by the interaction
of a number of parts”.

In theory-testing process tracing, used in this research, the
researcher hypothesizes that there is a causal relationship within a
case (X contributes to producing Y). The causal mechanism
between X and Y is theoretically supported. The objective of the
researcher is to “opening up the black box of causality” to directly
touch the details of the causal mechanism.

The hypothesis in this research assumes that there has been a
military and strategic thinking in the US policy toward
cyberspace, in that cyber-inclusive perceptions of threats,
vulnerabilities, sources of power and the US role in the



international system shaped a vision of the US strategic
environment in which the concept of security was extended to
include cyber both as a source of threat and a capacity for national
power enhancement. With the emergence of cyber as a domain
with military, communicative and security functions, the United
States had to found long-term military establishments in the new
domain to use cyber power along with other instruments of power
to exert influence worldwide. The expression of the perception is
the institutionalization and development of cyber offensive
operations to be used in line with other instruments of power.
Development of cyber weapons to combat both physical and cyber
targets indicates that first, militarization of cyberspace took place
in line with national security requisites, and second, strategy
making has been done dual-spatially. While defensive cyber
operations had been part of the cyber strategy from a long time
ago, offensive operations were tried to maintain national security
in the physical world. The dual-spatial nature of war was marked
by the launch of Stuxnet, i.e. the use of a malware (a cyber-
weapon) to incur damage to physical infrastructures of an
adversary. So Stuxnet contributed to dual-spacization of the nature
of war as part of the longitudinal process of militarization of
cyberspace.

Figure 4. Hypothetical process resulting in dual-speciation of the nature of war
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I1. Militarization of cyberspace

Schofield defines militarism as “the measure of the extent of use
of military structures and procedures in a state’s decision-making



process ... the militarization of a state’s decision-making process
occurs when the military, or those possessing a military
perspective, obtain relatively greater influence and the civilian
policy-formulation institutions obtain relatively less influence”
(Schofield, 2007: 11). According to Trauschweizer, militarism is
associated both with "the military’s predominance in foreign
policy” and with “the employment of military force, rhetoric, and
symbols in order to ensure elite control of the populace”
(Trauschweizer, 2018). A more comprehensive definition is
provided by Klare as “the tendency of a nation’s military
apparatus (which includes the armed forces and associated
paramilitary, intelligence and bureaucratic agencies) to assume
ever-increasing control over the lives and behavior of its citizens;
and for military goals (preparation for war, acquisition of
weaponry, development of military industries) and military values
(centralization of authority, hierarchization, discipline and
conformity, combativeness and xenophobia) increasingly to
dominate national culture, education, the media, religion, politics
and the economy at the expense of civilian institutions” (Klare,
1978: 121).

Olszewski believes that militarization of cyberspace results
from “increasing saturation of the state structure with ICT
technologies and the growing importance of these components in
the process of ensuring security” (Olszewski, 2016: 104).
According to Deibert, militarization of cyberspace refers to “the
growing pressures on governments and their armed forces to
develope the capacity to fight and win wars in this domain”
(Deibert, 2011: 2). Gomez refers to three sets of criteria in
literature to identify the militarization of cyberspace by states:

* A military doctrine or policy regarding cyberspace,

* A national cyber security strategy that recognizes state or
state-sponsored cyber threats, and,

* A military and/or civilian unit(s) involved in to cyber
defense and/or offense (Gomez, 2016: 48).

Using Klare’s definition stated above, the trend observed as



militarization of cyberspace in this research covers the US cyber
strategy to trace any policy decisions or practical initiatives that:
conveys the tendency or intention of the US military to have
increasing control over procedures and mechanisms in
cyberspace for military goals such as cyberwar or development of
cyber warfare technologies and industries and military values
such as centralization and hierarchization of US military
authority in cyberspace; It may include the engagement or the
preparation of the state for a cyberwar and all its prerequisites:
cyber warfare (weapons), cyber army (soldiers), etc.

Process tracing of the US militarization of cyberspace

The following sections scrutinize the US cyber strategy to indicate
how the militarization process with the above definition is traced
to prove the hypothesis.

Dual-spatial national security requirements

The emergence of cyberspace and its increasing role in
international relations had implications for national security
strategy making. The US has been the home country both to the
cyber technology itself and the first discussions on cybersecurity
as related to national security. But the inclusion of cybersecurity
into the US national security agenda did not take place overnight.
In fact, the link between information technology and national
security was formed along with and as part of technological
achievements in the military domain more than half century ago,
when information infrastructures were regarded as military
technological advancements. Hinsley and Stripp discuss the
contribution and influence of Ultra' in the Second World War as a
means for intelligence (Hinsley and Stripp, 2001). During the
Cold War, information technology was regarded by the American
military as a “force enabler” (Cavelty, 2007: 41) for emergency
management, but the idea that it may be a serious source of
vulnerability was first considered as late as 1980s when Ronald

1. the code-name used in the WWII for the decryption of enemy ciphers



Reagan was specifically concerned about the necessity of
protecting ‘classified information’ (Cavelty, 2007: 44). Ever
since, the issue of information threats to national security has
appeared in the US national security documents.

At the outset of the new century, 9/11 attacks shocked
America. The deadly bombings which happened on American soil
and killed dozens of people, created uncertainties about the future
security of the United Stated. The implication of the attacks for
the US national security and foreign policy machinery was a
change in perceptions of threats and security vulnerabilities of the
country. The primary perception of vulnerability in the physical
world after the attacks was so high that the prefix ‘cyber’ did not
appear even once in the 2002 NSS document. Poulsen cites
Marcus Sachs, the then white house office of cyberspace security
saying:

We were shocked in the federal government that the

attack didn’t come from cyberspace [...]. Based on

what we knew at the time, the most likely scenario was

an attack from cyberspace, not airliners slamming

into buildings [...]. We had spent a lot of time

preparing for a cyber-attack, not a physical attack

(Poulsen, 2003, in Cavelty, 2007: 103).
The US cyber strategy in the early years following the attacks
focused on enhancing federal computers’ and IT infrastructures’
security. In October 2001, George Bush issued an executive order
13231, ‘“‘authorizing a protection program that consists of
continuous efforts to secure information systems for critical
infrastructure, including emergency preparedness communications
and the physical assets that support such systems” (The National
Strategy to Secure Cyberspace, 2003: 14) and in 2002, he
requested that Congress increase funds to secure federal
computers by 64 percent for the fiscal year 2003 (The National
Strategy to Secure Cyberspace, 2003).

The first overarching document describing the US military’s
approach to cyberspace operations, was The National Military



Strategy for Cyberspace Operations, released by the Joint Chiefs
of Staff in 2006. The document identified the role of the US
armed forces as to ensure US superiority in cyberspace by
conducting military operations. According to the strategy, the US
would begin “integrating cyberspace operations with DOD’s
national defense role in the areas of military, intelligence, and
business operations in the areas of military, intelligence, and
business operations” (The National Military Strategy for
Cyberspace Operations, 2006: 1).

The document recognized cyberspace as a foundation for
Command and Control (C2) of military operations in other
domains in need of unified action vertically and horizontally
among all levels of war (The National Military Strategy for
Cyberspace Operations, 2006: 11). It also asserted DOD’s
deterrence strategy to influence adversaries’ decision making
processes in collaboration with the intelligence community, law
enforcement, counterintelligence, and other USG partners and
allies (The National Military Strategy for Cyberspace Operations,
2006: 13).

This was followed by the 2007 Comprehensive National
Cybersecurity Initiative (CNCI) which took a different approach.
Linking the formerly separated cyber defensive missions with
“law enforcement, intelligence, counterintelligence, and military
capabilities to address the full spectrum of cyber threats from
remote network intrusions and insider operations to supply chain
vulnerabilities” (CNCI, 2007) was at the center of the strategy.

In Obama administrations, with relative success in the two
wars in Iraq and Afghanistan, the physical threat from non-state
groups and weak states to the US national security seemed to
diminish though not disappeared. The first and the most important
element of national interest, ‘protecting the physical territory and
the lives of Americans’, which was endangered in 9/11, had been
preserved. Therefore, when Obama took office in 2009, America
faced a more diverse set of threats to national security. It was still
suffering from economic crisis and fighting in the War on



Terrorism. The crisis had left the US economy with an increase in
unemployment from about 4% in February 2007 to more than 7%
in December 2008 (Escudreo, 2009: 28) and a decline in GDP at
an annual rate of 6.3 percent in the fourth quarter of 2008 (Baily
& Elliott, 2009: 4). Also, the US had spent $ 964.4 on the War on
Terror between 2001 and 2008. While terrorism, violence and
weak states constituted the main source of threat to the US
national security in the two NSS documents published in 2002 and
2006, the NSS 2010 referred to terrorism as only one of the threats
to the US national security: “terrorism is one of many threats that
are more consequential in a global age” (NSS, 2010: 8). Extension
of the sources of threat to national security made cyberspace
appear in the list. The NSS 2010 recognized, for the first time,
cyberspace as a source of threat to national security:

Cybersecurity threats represent one of the most

serious national security, public safety, and economic

challenges we face as a nation. The very technologies

that empower us to lead and create also empower

those who would disrupt and destroy.
The perceived threat in cyberspace was not solely coming from
hackers and individuals but also from nation-states. Indeed, a
substantial change in NSS 2010 to the 2002 and 2006 documents
was that it extended characterization of the origin of cyber threats
to the US national security from non-state actors and terrorists to
state-sponsored activities: “The threats we face range from
individual criminal hackers to organized criminal groups, from
terrorist networks to advanced nation states” (NSS, 2010: 27). As
other nation-states were developing their cyber military
capabilities, they were perceived as sources of threat to the US
national security via cyberspace. China and Russia were regarded
as serious threats. “I can tell you that the Chinese have an
aggressive goal to infiltrate all levels of U.S. government and
private sector networks” said Dmitri Alperovitch, former McAffee
cyber threat researcher, when asked about the consequences of a
recent cyber-attack on the White House Military Office for



nuclear commands in 2012. Perception of threat to the US national
security in cyberspace from China rose along with the observation
of the Chinese “cyber jedis” (Hopkins, 2012) parallel to US
engineers specializing in cyber intelligence. A report by the US-
China Economic and Security Review Commission concluded in
2012 that “the Chinese People’s Liberation Army (PLA) has long
considered the ability to seize information dominance as
prerequisite for achieving victory in future high tech conflicts, but
only recently has it begun to develop the capability to convert this
strategic requirement into an operational possibility” (Krekel et al,
2012: 14). The US-China Economic and Security Review
Commission Reported to the Congress in 2012 that China was
taking “a multipronged approach to the cyber domain” with
“numerous stakeholders [who] influence cyber-related activities
and priorities and a broad, national-level enterprise of government
and military” (US-China Economic & Security Review
Commission, 2012: 147) and that Chinese hackers, including
state-sponsored actors, continue to “exploit U.S. information
systems across government, industry, and civil society” (US-
China Economic & Security Review Commission, 2012: 153).
The report categorized Chinese harmful actors in cyberspace into
four categories of military groups, intelligence and security
services, independent actors and corporate actors. In another
report prepared by Northrop Grumman Corp in 2012, Krekel et al
stated that:
Earlier in the past decade, the PLA adopted a multi-
layered approach to offensive information warfare
that it calls Integrated Network Electronic Warfare or
INEW strategy. Now, the PLA is moving toward
information ~ confrontation as a  broader
conceptualization that seeks to unite the various
components of IW under a single warfare commander.
The need to coordinate offensive and defensive
missions more closely and ensure these missions are
mutually supporting is driven by the recognition that



IW must be closely integrated with PLA campaign

objectives (Krekel et al, 2012: 8).
It was perceived that China was trying to integrate CNO1 with
other types of information warfare such as electronic warfare,
psychological operations, kinetic strike, and deception, and utilize
them in a wunified framework known as “information
confrontation” (Krekel et al, 2012: 8). The US-China Economic
and Security Review Commission warned that enjoying “538
million Internet users”, China was developing “a pool of [cyber]
soldiers” (US-China Economic & Security Review Commission,
2012: 149-152).

Beside China, Russia was also perceived as developing
sophisticated advancements in the cyber domain. Moreover,
Russia had a background of resorting to cyber-attacks in line with
foreign policy objectives. It had attacked Georgia’s
communications network in 2008 due to a conflict between the
two countries. Also, the 2007 DDoS attack to Estonia which
disrupted the country from the net had been attributed to Russia.
The Denial of Service attack to Estonia took place when Russia
and Estonia were in dispute about the Estonian government’s
removal of a Soviet war memorial from Tallinn (Thomas, 2009).
Though the Russian state denied any involvement in the attack, it
was believed to have operated behind the event. As a result of the
attack, “the country was literally wiped-out from the Internet”
(Tofen et al, 2012: 103). It was assumed that a group of “patriotic
hackers” in Russia, offended by Estonia’s government decision,
had committed the attack while receiving abet from the Russian
state (Nye, 2010: 6). Also, the attack to Georgia happened in 2008
before Russian troops invaded the country. The impact of the
attack was that it hindered Georgian elites from timely
communication with each other and with the outside world
(Sheldon, 2011: 104). The US ambassador to Russia, David
Smith, noted that “Russia has integrated cyber operations into its
military doctrine”; though “not fully successful ... Russia’s 2008
combined cyber and kinetic attack on Georgia was the first



practical test of this doctrine ... [and] we must assume that the
Russsian military has studies the lessons learned (Smith, 2012, in
Cillofu et al, 2014: 12).

The emergence of other state actors with possible military
power in cyberspace could threaten the US military superiority in
cyberspace in that first, depending on the intension of the
attacker, state-sponsored attacks are more probable to cause
severe damage to critical infrastructures or steal sensitive
information. As figure 5, published by the US Department of
Homeland Security in 2009 shows, though the frequency of cyber-
attacks to the US by nation states was lower than those committed
by other actors, the consequences of such attacks, in case of
happening, would be more severe.

Figure 5. The US National Cyber Risk Continuum (logarithmic scale).

Source: Cuts, 2009: 68

Second, longitudinal digitalization of basic infrastructures had
made the US “a digital nation” (Cyberspace Policy Review, 2009:
13). The US critical infrastructure dependence on the cyber made
it vulnerable to cyber threats. The dependence was expressed
previously by Bush describing cyberspace as “the nervous
system” of critical infrastructures and the “control system” (The



National Strategy to Secure cyberspace, 2003: vii) of the United
States. Nearly all infrastructures in different sections of economy
like agriculture, food, public health, government, information and
telecommunications, energy, transportation, banking and finance
depended on the Internet. Many military infrastructures of the US
were also dependent on cyber. As Liff states, dependence on
computers and networks and superiority can be paradoxically
challenging for the US in that dependence on networks in both the
military and civilian sectors, and the country’s conventional
military dominance, “paradoxically make it an inviting and
vulnerable target for cyberattack” According to Liff, “The US
military’s growing dependence on commercial Off-the-shelf
products, many of which are made overseas, and the growing
number of operational control systems (e.g., SCADA
(Supervisory Control and Data Acquisition systems) and ICS
(Industrial Control Systems)) that are connected to an IP (Internet
Provider) network have made both military and civilian
infrastructure increasingly vulnerable to cyberattack™ (Liff, 2012:
409-410).

Third, the idea that the US power and influence should
dominate in all areas including cyber, has persistently prevailed in
the US strategic thought since the emergence of cyberspace. The
preamble to the US constitution refers to “provid[ing] for the
common defense, promot[ing] the general welfare, and secur[ing]
the blessings of liberty” (US Constitution, 1788) as the three
responsibilities for the American government. The Obama
administration in both 2010 and 2015 strategies added a fourth
objective: “[a]n international order advanced by U.S. leadership
that promotes peace, security, and opportunity through stronger
cooperation to meet global challenges” [emphasis mine] (NSS,
2010: 7). America’s global leadership was a common issue
mentioned in Obama administrations’ NSS documents:

Our national security strategy is, therefore, focused on
renewing American leadership so that we can more effectively
advance our interests in the 21st century. We will do so by



building upon the sources of our strength at home, while shaping
an international order that can meet the challenges of our time ...
Our approach begins with a commitment to build a stronger
foundation for American leadership, because what takes place
within our borders will determine our strength and influence
beyond them. (NSS, 2010: 1-2)

The leading role for the US was explicitly mentioned in
Hillary Clinton’s remarks on the 2010 NSS, expressed on 27 May
2010: “Our approach is to build the diverse sources of American
power at home and to shape the global system so that it is more
conducive to meeting our overriding objectives: security,
prosperity, the explanation and spread of our values, and a just
and sustainable international order”. The NSS 2015, too, insists
that: “a strong consensus endures across our political spectrum
that the question is not whether America will lead, but how we
will lead into the future” (NSS, 2015: 2).

The assumption of the ‘leading role for the world’ was not
void of a cyber-variable. Playing a leading role was compatible
with the basic presupposition of the US position as the world’s
only superpower. Indeed, ‘leading’ the world would be impossible
without comprehensive access to tools to exert power and
influence. The new emerging domain for the exertion of power
and influence is cyberspace. Maintaining ‘a favorable order’ in
cyberspace, as an anarchic system with no stable governance and
international ruling hierarchy, requires strong military presence
and dominance. The new order may enjoy several characteristics
but all in all it has to be in the US benefit, as the US International
Strategy for Cyberspace read:

In the latter half of the 20th century, the United States
helped forge a new post-war architecture of
international economic and security cooperation. In
the 21st century, we will work to realize this vision of
a peaceful and reliable cyberspace in that same spirit
of cooperation and collective responsibility (the US
International Strategy for Cyberspace, 2011: 11).



III. Cyberspace as a strategic domain for military
dominance

The US strategic vision of the security environment included a
military perception of ‘cyberspace’. To combat threats in
cyberspace and expand US power in the cyber world, cyber was
regarded as a ‘strategic domain’ and a ‘war fighting’ front. As the
first NSS document published under Obama, the 2010 National
Security Strategy devoted special attention to cyber threats and
mentioned cyberspace both as a source of vulnerability and
military superiority for the United States:

Cybersecurity threats represent one of the most

serious national security, public safety, and economic

challenges we face as a nation. The very technologies

that empower us to lead and create also empower

those who would disrupt and destroy. (NSS, 2010-27).
In 2010, the Quadrennial Defense Review called cyberspace “as
relevant a domain for DoD activities as the naturally occurring
domains of land, sea, air, and space”, adopting a strategic view on
cyberspace just as on the other four domains in which military
operations are conducted (the Quadrennial Defense Review, 2010:
37). The approach was clearly reflected in defense strategy
documents. The National Military Strategy of the United States of
America stated that cyberspace has emerged as a war-fighting
domain in its own right and that the US “will enhance deterrence
in air, space, and cyberspace by possessing the capability to fight
through a degraded environment and improving the US’s ability to
attribute and defeat attacks on systems or supporting
infrastructure” (The National Military Strategy of the United
States of America, 2011: 8). Also, DoD’s Sustaining U.S. Global
Leadership: Priorities for 21st Century Defense focused on the
military goals in cyberspace such as defending networks and
enhancing resiliency. The Information Operations (JP 3-13) of
2012 provided joint doctrine for the integration and coordination
of information operations including planning, execution, and
assessment programs across the range of military operations. The



Pentagon also provided the Department of Defense Law of War
Manual (June 2015) including a chapter which clarifies DOD’s
interpretation of applicable law for conflicts in cyberspace. The
Cyber Electromagnetic Activities (FM 3-38) of the US Army,
published in 2014, included directions for conducting cyber
electromagnetic activities and tactics and procedures for planning,
integrating, and synchronizing them. The doctrine blends Army
operations in cyberspace with electronic warfare and manipulating
the electromagnetic spectrum.

The perception on the military nature of cyberspace for
warfare operations was mixed with the intention to be the
dominant military power in cyber. The assumption that
strengthening cyber military capabilities for offensive operations
could work as a means of deterrence in cyberspace, was the
premise of Cold War strategic thought which prevailed in strategy
making for cyberspace. The same logic seemed to be on stage
regarding cyber threats. The US International Strategy for
Cyberspace read:

The United States will, along with other nations,
encourage responsible behavior and oppose those
who would seek to disrupt networks and systems,
dissuading and deterring malicious actors, and
reserving the right to defend these vital national assets
as necessary and appropriate (The US International
Strategy for Cyberspace, 2011: 12).
Development of cyber warfare was believed within the US
security apparatus to be able to work as a tool for deterrence
against both physical and cyber threats. The way for deterrence
was to augment the costs of cyber-attack against the US:
We ensure that the risks associated with attacking or
exploiting our networks vastly outweigh the potential
benefits. We fully recognize that cyberspace activities
can have effects extending beyond networks; such
events may require responses in self-defense. (The US
International Strategy for Cyberspace, 2011: 13).



Based on the logic that “the best defense is a good offense”
(Cilluffo et al, 2014: 20), the US was developing rules of
engagement regarding cyber-attacks and cyber weapons. The
efforts were designed to “recalibrate the defense to offense ratio”
(Cartwright, 2012 in Cilluffo et al, 2014: 20) in favor of offense.
Naming deterrence as “a subset of coercion” (Cilluffo et al, 2014:
18), a question for US policymakers to define a path forward was
whether the US should engage in “the digital equivalent of an
above-ground nuclear-test” as a deterring tool: “The ironic
possibility that if conducted with care (commensurate to the
enormity of the exercise) the cyber equivalent of such a test may
be instrumental to deterring hostile actors and thereby preclude a
fight is not to be dismissed out of hand” (Cilluffo et al, 2014: 19-
20). What mattered in the deterrence discussion was that cyber
operations were regarded as deterrent not only to cyber-attacks but
to physical threats:
We will seek to encourage good actors and dissuade
and deter those who threaten peace and stability
through actions in cyberspace. We will do so with
overlapping policies that combine national and
international network resilience with vigilance and a
range of credible response options (The US
International Strategy for Cyberspace, 2011: 12).
In line with this doctrine, the Joint Cyberspace Operations (JP 3-
12) document, signed in February 2013, “addressed the
uniqueness of military operations in cyberspace, clarified
cyberspace  operations-related command and operational
interrelationships, and incorporated operational lessons learned”
(Pernik et al, 2016: 14). The aggravation of attention to deterrence
through offensive operations was intensified and more clearly
expressed in the coming years. The Quadrennial Homeland
Security Review of 2014 identified safeguarding and securing
cyberspace as one of its five missions and called for “a secure and
resilient cyberspace” (Quadrennial Homeland Security Review,
2014: 40). It assumed the responsibility of developing new and



expanded full-spectrum cyberspace capabilities and supporting
military missions worldwide for DoD. According to DoD’s
Quadrennial Defense Review of 2014 the major roles of DoD in
cyber include: “to defend the integrity of [DoD] networks, protect
our key systems and networks, conduct effective cyber operations
overseas when directed, and defend the Nation from an imminent,
destructive cyber-attack on vital U.S. interests”. While the 2015
National Security Strategy referred to the growing danger of
disruptive and even destructive cyber-attacks, and called for
increased investment in cyber capabilities, and “impose costs”
(NSS, 2015: 13) on malicious cyber actors, DoD’s Cyber Strategy
of 2015 assumed the responsibility to be ready to conduct cyber
operations to disrupt an adversary’s military related networks or
infrastructure so that the U.S. military can protect U.S. interests in
an area of operations”, referring to DoD’s offensive and
operational capabilities.

While the DoD budget witnessed a decrease of $34.2 in 2013
and a decline in the overall funding for DoD budget and for
federal government IT in 2015, funding for cyberspace operations
increased by 8.5%. The increase was meant for the prioritization
of R&D for cyberspace operations including defensive and
offensive cyberspace operations and the development of
USCYBERCOM’s Cyber Mission Forces. In line with this change
is an increase in national cyber security division budget from
346.5 million dollars in 2009 to 810 million dollars in 2014.

Institutionalization of cyber-military structures

A major trend identified as a step to militarization of cyberspace
was stabilizing structural developments and establishments within
the US state institution. Practical militarizing efforts took place in
the department of defense (DOD) as the major government branch
responsible for military activities. In less than a year after Obama
took office, the US cyber command, known as USCYBERCOM,
was added to the ten unified commands of the US department of
defense on June 23, 2009. Defense secretary, Robert M. Gates
nominated Lt. Gen. Keith Alexander, then director of the National



Security Agency, for a fourth star and to take on the top job at the
CYBERCOM. While his nomination raised concerns among the
Senate members about whether the new position could violate
laws which prevent the military from operating in domestic issues,
Alexander said to the Senate in his confirmation hearing:
This is not about efforts to militarize cyberspace;
rather, it’s about safeguarding the integrity of our
military system. My goal if confirmed will be to
significantly improve the way we defend ourselves in
this domain. (Alexander, in Mount, 2010)
The command is in charge of defending the US military’s
computer networks. The three headlines of the CYBERCOM
mission include:

- Operate and aggressively defend the Department of Defense
Information Network,

- Deliver cyberspace effects — both defensive and offensive —
against global adversaries,

- Rapidly develop and deploy cyberspace capabilities to equip
our force for the future fight against a resilient, adaptive adversary
(US Army Cyber Command, 2020)

The operational roles and responsibilities of DOD in cyber
security are conducted through USCYBERCOM Joint Operations
Center, the National Security Agency/Central Security Service
Center, the Defense Cyber Crime Center, and the Defense
Information Systems Agency (DISA) (Pernik et al, 2016: 20).
According to Deibert, the clearest example of militarization of
cyberspace is the US Cyber Command “which unifies all of the
existing military cyber activities under a single command”. After
the establishment of the CYBERCOM, the cyber components of
all military services are to report to it. Its service elements include
three-star commands representing each military service: Army
Cyber Command (ARCYBER), US Fleet Cyber Command 10th
Fleet (FCC/C10F), US Marine Corps Forces Cyberspace
(MARFORCYBER), 24th Air Force (AFCYBER), and Coast
Guard Cyber Command (CGCYBER) (USCYBERCOM Fact



Sheet, 2010) (Deibert, 2011: 2).

The establishment of the Command was highly controversial.
There were concerns that “respect for privacy, diplomatic rules
and sovereignty may be harmed as the administration accelerates
its efforts to detect and attack adversaries on global computer
networks that disregard borders” (Shanker, 2009). Also the “sheer
size and importance of DOD’s military operations” made some
observers “wonder about how big an effect the Cyber Command
might have outside its own domain” (Monroe, 2009).
Controversies about the nomination made Bryan Whitman, a
Pentagon spokesman, in discussing Gates’s order say: “I can’t
reiterate enough that this is not about the militarization of cyber;
this is an internal Department of Defense reorganization. It is
focused only on military networks to better consolidate and
streamline the department of defense capabilities into a single
command” (Whitman, 2009, in Shanker, 2009).

While being responsible for centralized command and control
of cyber operations, USCYBERCOM “leads day-to-day defense
and protection of DOD information networks; coordinates DoD
operations, provides support to military missions; directs the
operations and defense of specified DoD information networks;
and prepares to conduct full spectrum military cyberspace
operations (USCYBERCOM Fact Sheet, 2009). According to
Pomerleau (2017), an objective behind the construction of Cyber
Command was for it to “act as an integrator and coordinator of
cyber activities, namely offensive cyber activities, as to properly
deconflict operations and prevent individual services from
tripping over each other in cyberspace”. While each service
branch of the army has its own cybersecurity mission ranging
from conducting electronic warfare to signal intelligence and
information operations, USCYBERCOM ensures consistency
among them (Pernik et al, 2016: 20).

Along with its establishment, budget allocation for the Cyber
Command started and increased relatively as a share of the whole
DOD budget. As figure 6 indicates, the percentage growth in the



CYBERCOM budget on an annual basis was much higher than
the growth in the DOD budget itself.

Figure 6. Annual Growth in DoD and Cyber Command Budgets, 2011-2014

(Fung, 2014 & SIPRI, 2015 in Craig & Valeriano, 2016: 8)

The DoD also developed a Cyber Mission Force (CMF) in Obama
second term to make up the Command focused on strategic and
joint force commander problem sets. According to Pomerleau
(2017), the CMF consists of 133 teams and 6,200 personnel
including “13 National Mission Teams that defend the nation; 68
cyber protection teams that work to defend DoD networks; 27
combat mission teams that provide support to combatant
commanders and generate effects in support of operational plans
and contingencies, and; 25 support teams that provide analytic and
planning support to the national mission teams”. out of the 133
CMF teams, the Army provides 41, the Navy provides 40, the Air
Force provides 39 and the Marine Corps provides 13 (Pomerleau,
2017). The 27 Combat Missions Teams support the combatant
commands, such as the US Central Command, Pacific Command,
and European Command. In November 2009, the Air Force
announced that 27,000 communications officers were being
transferred to provide support for cyber warfare operations from
general computer communications, according to the Air Force
Times. In April of this year, 3,000 more officers were moved,



bringing the total to 30,000.

Another program was the development of the National Cyber
Range (NCR) as a DoD project originally established by the
Defense Advanced Research Projects Agency (DARPA) and then
under the supervision of the Test Resource Management Center
(TRMC) to simulate cyberspace operations and test new
technologies and capabilities. The objective is to test “throughout
the program development life cycle using unique methods to
assess resiliency to advanced cyberspace security threats”
(Fergusen, et al, 2014). The NCR provides a “large-scale Global
Information Grid (GIG) infrastructure, where technologies and
systems can be analyzed and tested under real world conditions in
current and future environments” (DARPA, 2008: 2).

Inauguration of the first cyber weapons for physical destruction

Whereas the US Air Force defines weapons as “devices designed
to Kkill, injure, or disable people or to damage or destroy property”
(US Department of the Air Force, 1993: 51-54 in Farwell &
Rohozinski, 2011: 30), Liff states that cyber warfare are Computer
Network Operations (CNO) whose means are non-kinetic and are
committed with direct political/military objectives. CNOs fall in
two categories of Computer Network Attacks (CNA) and
Computer Network Defense (CND).

In practice, a serious and controversial example of the
realization of the use of cyber warfare took place in 2010 under
Obama namely operation ‘Olympic Games’ or malware Stuxnet
as covered by media. Operation ‘Olympic Games’ was operated
as an alternative to a kinetic attack on Iran’s nuclear facilities. As
the first “instance of a weaponized malware” (Gomez, 2016: 42),
it is likened to the nuclear bombing of Hiroshima and Nagasaki by
many security observers and practitioners including a former CIA
Chief, Michael Hayden (Hayden, in Kaplan, 2016).

Stuxnet’ harmed components of the Natanz uranium

1. “The name Stuxnet comes from a combination of file names found in the
Stuxnet source code:.stub and MrxNet.sys” (Kosina, 2012: 76).



enrichment facility and destroyed over 1,000 centrifuges, marking
“one of the first known uses of offensive cyber operations as a
coercive measure between states” (Anderson & Sadjadpour, 2018:
9). The damage that Stuxnet brought about was comparable to a
physical attack to Natanz. It infected over 60,000 computers, more
than half of them in Iran; and the rest in other countries. It used
four ‘zero-day vulnerabilities', manipulated Siemens’ default
passwords and accessed windows operating systems that run the
WiIinCC and PCS7 programs. Stuxnet infected Windows
computers and looked for the Siemens SIMATIC WinC/Step7
controller software. If it did not find the Step7 software, it did
nothing and incurred no harm. If it found the Step7 software, it
infected the software in order to manipulate the PLC. The worm
looked for high-frequency converter drives made by two
manufacturers: Vacon (based in Finland) and Farao Paya (based in
Iran). Zetter (2011, in Kosisna, 2012: 59) explains how it operated
next: “after an initial period where it is dormant for two weeks,
Stuxnet increases the frequency of the motors to 1,410Hz for 15
minutes. Then it restores the frequency back to normal (1,064Hz)
and leaves it at this level for 27 days. After 27 days, it changes the
frequency down to 2Hz for 50 minutes, then restores it again to
1,064Hz and waits for another 27 days before repeating the
sequence. By interfering with the speed of the motors, Stuxnet
thus sabotages the normal operation of the industrial control
process”. Besides incurring damage to the centrifuges, Stuxnet
sent false data to the controller to assure them the systems were
working properly and by disabling automated alarms misled
scientists about what was actually happening in the site. The
changes were highly specific, which indicates that Stuxnet

1. “Vulnerabilities previously unknown, so that there has been no time to
develop and distribute patches” (Farwell & Rohozinski, 2011: 24). Zero-days
are “the hacking world’s most potent weapons” (Kosina, 2012: 60) because the
vulnerabilities they exploit are neither known to the software maker not to the
antivirus developers.



targeted a specific system and was planned to do its specific
damage to the target.

IV. Dual-Spacization of the nature of war

Apart from the technical explanations about Stuxnet and other
US-developed malware for offensive purposes, the use of the
weapon marked a “revolution” in the history of military strategy.
Farwell and Rohozinski believe that the attack marks a new era
which has strategic “implications” and “lessons”, being that
“cyber-attack is not a distant theoretical probability” and that
“cyber weapons may offer non-kinetic ways to disrupt an
operational capability of an adversary”. As mentioned before, the
development of CNOs was perceived to contribute to cyber
deterrence against both physical and cyber threats. Beside the
actual damage it brought to the nuclear facilities in Natanz, the
strategic implication “Olympic Games exemplified an operation
intended to reduce the resistance of a rival system and to inflict
attrition upon its resources. Destruction of an asset is one of many
potential objectives that cyber weapons can achieve. Future cyber
weapons may disrupt communications systems or the ability of
adversaries to cohesively operate air, naval or ground forces. They
could slow the speed at which an adversary is able to mass forces
or deploy assets, destroying precious momentum vital for an
adversary’s offense” (Farwell & Rohozinski, 2012).

Stuxnet had all the features to be regarded as an act of war
and realized the change formerly perceived in words not actions in
the nature of war: incurring actual physical damage by a
computer virus developed by a nation-state to be used against an
adversary. The use of malware parallel with or instead of or an
alternative to kinetic action. Within the framework used in this
article, this is dual-spacization of the nature of war. The
possibility of the replacement of a cyberwar for kinetic war has
created an opportunity for a new generation of wars to come.
According to Finkelstein and Govern, the change in the nature of
war has occurred for three reasons: changes in offensive



capabilities, defense strategy and geopolitical change. They argue
that:
The possibility that we might be able to destroy a
target like the lranian nuclear reactor from the
"inside out," avoiding detection for significant periods
of time while an electronic virus works its way
through the system's infrastructure, opens up the
possibility of just such a dramatic change in our
offensive capabilities. In addition, cyber technology
creates the opportunity for a new kind of defense
strategy, one designed both to counter cyber
offensives and to pre-empt Kkinetic attacks, under
scenarios that do not fit neatly within the traditional
paradigm of war. When technological evolution is
combined with geopolitical change, such as the
demise of state sovereignty and the entrance of
civilians or non-governmental actors into the arena of
war, the transformative nature of cyber technology is
enhanced (Finkelstein and Govern, 2015: XII1).
Strategically, there are reasons for which cyberwar can be
regarded as an alternative to kinetic war. The first one is that due
to the nature of cyberspace, access to the infrastructures of the
other side is possible without physical presence of the attacker.
Ben-Israel and Tabansky state that this is a development
happening for the first time in history. Besides is the issue of
attribution (Ben-Israel and Tabansky, 2014: 61). Attribution after
being attacked is a challenge in any war and the nature of
cyberspace creates degrees of ambiguity on who has been behind
the attack. Libicki states that ambiguity is the “unwillingness of
states to say what they have done (or would do) coupled with the
lack of proof that they have done it (or would do it)” and this is
achieved in cyber: “The working hypothesis is that a cyber-attack
used in lieu of kinetic methods creates more ambiguity in terms of
effects sources, and motives” Libicki (Libicki, 2014: 43-46). One
function of the attribution problem is that due to the specific



features of cyberspace, attacks could be launched by proxies (Liff,
2012: 413) making the attribution for the victim yet more
complicated. From the legal perspective, the traditional Law of
Armed Conflict requires that the victim identify the attacker to be
able to launch a legal case; what can be difficulty achieved in the
cyber world (Farwell & Rohozinski, 2011: 31). Stuxnet was a
revealing example of the argument as for the substitution of
Stuxnet, for military attack against Iran’s nuclear program and
how the United States preferred a cyber-attack over a military one
to weaken or slow down some part of Iran’s nuclear technologies.
One asset, for instance, was that it did not cause the loss of life of
Iranians; what was inevitable in case of a kinetic war. ‘The costs’
of cyberwar, in general, are less than those of a physical war.

Based on our conceptual framework, Stuxnet is to lie on the
third line of our matrix: perception of physical threat from Iran’s
nuclear facilities provoked a cyber confrontational way with
physical damage. Other types of dual-spatial war are also possible
as figure 7 shows:



Figure 7. Types of dual-spatial war based on conceptual framework
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The final process

Based on our hypothesis and experimental evidence, the final
militarization process part of which was reflected in the form of
Stuxnet looks as follows: dual-spatial national security
requirements led to perception of cyberspace as a strategic domain
for military dominance. Since military dominance needed long-
term institutions responsible for its preservation, cyber military
establishments were formed and the first cyber weapons were
developed in them. The actual use of these weapons dual-spacized
the nature of war. Figure 8 summarizes the whole process as
below:



Figure 8. The process of the US militarization of cyberspace
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Conclusion

The current article is focused on the US cyber-attack on Iran’s
nuclear facilities known as Stuxnet and argued that while giving a
cyber dimension to the relations, the attack was part of a long-
term militarization process in the US cyber strategy to dominate
cyberspace a strategic domain. The central argument was
developed as a hypothesis and tested through the means of the
research method. Using dual-spacization as theoretical
framework, the concept of cyberwar was conceptualized and the
process of the US militarization of cyberspace was traced by
process tracing as the research method. Findings prove the
hypothesis in that dual-spatial national security priorities as to
have military dominance in cyberspace contributed to the
militarization of cyberspace through a chain of events starting
from the necessity for a cyber-inclusive perception of national
security requirements. Once cyberspace became a component of
national security decision making, it was regarded as a domain for
military dominance leading to development of offensive cyber
operations with physical destructive impacts which in turn dual-
spacized the nature of war. Stuxnet exemplified the use of a
malware (a cyber-weapon) to incur damage to physical
infrastructures of an adversary.
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