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A New Mechanism to Improve the Detection Rate
of Shilling Attacks in the Recommender Systems

Javad Nehriri !, Sasan Hosseinalizadeh 2

Abstract: Recommender systems are widely used, in social networks and
online stores, to overcome the problems caused by the large amount of
information. Most of these systems use a collaborative filtering method to
generate recommendations to the users. But, as in this method users
feedback is considered for recommendations, it can be significantly
erroneous by the malicious people. In other words, there may be some users
who open fake profiles and vote one-sided or biased in the system that may
cause disturbance in providing proper recommendations to other users. This
kind of damage is said to be shiling attacks. If the attackers succeed, the
user's trust in the recommender systems will reduce. In recent years, efficient
attack detection agorithms have been proposed, but each has its own
limitations. In this paper, we use profile-based and item-based algorithms to
provide a new mechanism to significantly reduce the detection error for
shilling attacks.
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6. Detection attack
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1. Semantic Analysis

2. Trust Mechanisms

3. Admission Control

4. Attack Profile

5. Supervised

6. K-Nearest Neighbors
7. Semi-Supervised
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9. UnSupervised
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1. Rating Deviation from Mean Agreement

2. Weighted Deviation from Mean Agreement
3. Degree of Similarity with Top Neighbors
4. Deviation from Mean Agreement

5. Length Variance

6. Mean Variance

7. Filler Mean Target Difference

8. Bandwagon

9. Segment

10. Filler Size with Total Items
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