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ABSTRACT

Today, with the growth of technology and expansion of

electronic banking equipment and services, the use of banking
services has become very simple. The existence of this space has
created an opportunity for financial crimes despite some social
advantages. In the present study, we are going to present novel
and efficient strategies in order to prevent skimming attacks by
collecting information from the Fata Police of Hamadan Province
as well as collecting various methods available and the methods
used in this type of attacks and considering the existing
infrastructure in the banking system, existing information and
communication technology, and the prevailing sanctions that
have made access to some technologies difficult. In this research,
according to the studies, a practical and applicable design in the
form of codes in Java space was presented as an applicable
software for mobile phones in order to use NFC technology which
can play an important role significantly in controlling and
reducing skimming crimes, reducing the cost of issuing bank
cr?_rds by banks, and reducing all kinds of risks and attacks by
thieves.
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