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1. Right of access to internet / Freedom of Connection
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1. Internet shutdown

2. Network shutdowns

3. Filtering/disruption technologies

4. Internet refugees or digital refugees

5. Declaration on Freedom of Communication on the Internet, 28 May 2003, Principle 4

6. Recommendation of the Committee of Ministers to member states on the protection and
promotion of the universality, integrity and openness of the Internet , 21 September 2011.
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1 General Data Protection Regulation, Regulation (EU) 2016/679 of the European
Parliament and of the Council of 27 April 2016.

2. See: Electronic Communications Privacy Act of 1986; Video Privacy Protection Act, 1988
3. Council of Europe Convention on the Protection of Children against Sexual Exploitation
and Sexual Abuse, 2007.

4. The Children’s Online Privacy Protection Act, 1998



) Syl / 1gime g (Sl £C6 50l o (ow yiawd (3>

b ol 5 o8558 5l Cole 350 53 eerin 99l slaloles b 5508 55
508355 3 Zilo Jalyion & Olse B syl 53 M5 35ms 3l 4 i )
OYAY/A/Y) Dbla )| Dl e 0ol () spneS gaze (g b oo a5 Dlads 55 Ll 5
LSl osls 513 S b 5 by 5l pl sdgeas L0585l Cbli diey 531y il a8 5 S 6L
DS s By delgh Coladdas 534S S35l ollora 4z b )sSie & s ¢l 525
sl @28l 38558 5 Cole (Sl ) p"ﬂ

Wosls YIS (6,8 K& se 4y 039 50l w315 an 30 35 03 50 3lad L ol b LS 5l g5 50040!
Sy g 4,5 L3zl 535l laaiul s 5 lygies gl plis 55 a8 Slerenad 5l 6k
SN 3l ¢ o b a5 (prses G Dl 053,55 o0 g ele o
2O liana s Gl pAS ) 4SS e esliud 35 GllS laesls ls sl ol
830 02,5 gy (L) G wsis s Bk ol Suley S s sl
Brauneis &) 3,5 . Sjyse ol ol pdoslazel La(.:wjf)\ g S 5 b
@ o wd Cdlid Loy )3 ol & geze S8 Ol ol B2 55 .(Goodman, 2018: 118-121
S 5 )3 (atel g SIS <5 pbs SLagsis bl 2 B0 5 300 555 2 34
Db oo all Sleds (sler 5 i

3 G 3B Sl Hh dapel (SN 50 a5 bl AB S 4 S5l 4 e e
L s Bl eals olsdl gsime 5 (o3le cilises Gasls w5 5 (o508 5 (535 Slasalil
SLs5S she pelans 53 ol sl 03,5 1y 5958 (533 53 @IT 5 pla L el S5
b sis e g olyea 0T ) 55 (bl 096 s 33 b 51 ol 056 pios b 0l
G oS Go b 31 G 0l 5 Ml s 53 e ,8 olem ol > b (ool 6~
Gy 8705 53 (ko 3 (ko By (Mol Blis V4 83l ol aboor 5l g pe Jhollor
by s Jlo olilo o s0e pazme laaslialad . pLiab &5, 5o b 5L Sl ol s liss 2y
G ol 3 ke Gasle b 35 ol ool 855 0L KIS Gl 1S 55 5 e Gsi
Loz b 35 Jis 3 Glyiear OF 51 (A8 5 Lles S pledl i 5 23 G K Olyiew

Soald Syl il odds 1y (63l ) Comlo @ a5 b S5l 4 g s 3 (Gl
bl epenhl slel 5 (923 0SS S, L 5 Shee é Sl s (el 5
A5l 31 ol 5 Ml 5 b o5 5 sl cbly JLas BB 5ot ]38 o S o s



"o

WA (ybine /I bkodts / AY by93 1 G527 ys

G (055258 5 oy clegdas) oz 5 (G 5 ) y55 ol 3l s (BLSI lus » BU
JKat 4 Co 4 Il gaawds oS Sl (g5l 5 SO emle L 51 a0 il 4 g i
ool ) 3 sl ol e B3 o 5368 gt 5oLy 26553513 5505 3131 o33
e ¢ i By el 3] 300 BB e 534S Aals e (s (B (5 1) 5 )
5 2l Ao 534S Sl T i Al 5 sl () s LSl oS sl 5 gl olulis
i dadal 3l 4 (g s (320 e LB 0 SUS B sl

S Jol (dlail =) i aniS T sl oS alsen b Sl e s G el
SsL b 0l 5 oIl copel e Glgam ¢ pannd (s g 2w (paaid (Sl |y ola Bl (o
S oy e BLS)

23 635 L3l 85l e Dl e 5 0l el 5o alex 5l s By ol
et o) g 4 0T lyos 2550 53 Lal 55 g0 ealin C 7l 4 (g s G lolis
Sl (552515 5 5030 5 Dlesdas wslen) (s gl p (oSl S e 5 (il 5 40 o]
5 ki (e o glaleds Ll el 3 5 ablancss (slayy S 55 o bl oo

C,-w\ AJ.:\J M



Sl 1 1gime g (o 15 gl 4y o piawd B>

Pl

oy

ol o DL 105 eVl 53 LSS 5 G (VD) alllas (LT 53l

FV et o Badm Oladod dowe c Jladl i S Bsi= 5 5> (6550 (\WAY) dases Gl

ol Rl 5 e a3l 3l rez b SSHES (SS 5 oS (g (ITAD) alll i (il
el Ko 5 sl ol s,

&)‘J,@,&J‘tﬁ: d‘)@s LJ}‘ .Ll:- Aﬂ\“ OLG'?)bf::“.’ é}é’ ‘(“‘/\Y) Loeo dow ‘Li“'bb"\?“” LS)G -

ewlSS!
Bayles, Michael D. (1992), Hart’s legal Philosophy: an examination, Kluwer Academic
Publishers.
Brauneis, Robert & Ellen P. Goodman (2018), “Algorithmic Transparency for the Smart
City”, The Yale Journal of Law & Technology, Vol. 20.
De Hert, Paul and Dariusz Kloza (2012), “Internet (access) as a new fundamental right.
Inflating the current rights framework?”, European Journal of Law and Technology,
Vol. 3. No. 3.
Donnelly, Jack (1989), Universal Human Rights in Theory and Practice, Cornell
University Press.
Economides, Nicholas (2008), “Net Neutrality, Non-Discrimination and Digital
Distribution of Content Through the Internet”, Journal of Law and Policy for the
Information Society, Vol.4:2.
Harel, Alen, (2002) “Theories of Rights”, in: Blackwell Guide to the Philosophy of
Law and Legal Theory: http: // SSRN.Com /abstract = 459960, pdf.
Koo, VanderWal (1990), Collective Human Rights: a Western View, In: Human
Rights in a Pluralist World: Individuals and Collectivities, London.
Land, Molly (2013), “Toward an International Law of the Internet”, Harvard
International Law Journal, Vol. 54, Number 2, Summer 2013.
Lofquist, Lars (2019), “Is there a universal human right to electricity?”, The
International Journal of Human Rights, see:
https://www.researchgate.net/publication/336220359 Is there a universal human ri
ght to_electricity.
Raz, Joseph (1986), The morality of freedom, Oxford University Press.
Rex, Martin (1993), A System of Rights, Oxford University Press.
Szoszkiewicz, Lukasz (2018), “Internet Access as a New Human Right? State of the Art
on the Threshold of 20207, Adam Mickiewicz University Law Review, see:
http://ppuam.amu.edu.pl/uploads/PPUAM%20vol.%208/03%20Szoszkiewicz.pdf
Summer, L.W. (1989), The Moral Foundations of Rights, Oxford: Clarendon Press.
Wellman, Carl (1995), Real rights, Oxford University Press.
Wenar, Leif, (2003), “The Nature of Rights”, Philosophy and Public Affairs; Summer
2005, Vol.33, Issue 3.
W. Penney, Jonathon (2011), Internet Access Rights: A Brief History and Intellectual
Origins, William Mitchell Law Review, Vol. 38, Iss. 1, see:
http://open.mitchellhamline.edu/wmlr/vol38/iss1/11.



"o

WA (ybine /I bkodts / AY by93 1 G527 YA

oI

Australian Human Rights Commission (2018), Human Rights and Technology Issues
Paper, July 2018, https://www.humanrights.gov.au.
Botero Marino, Catalina (2013), Freedom of Expression on the Internet, Office of the
Special Rapporteur for Freedom of Expression Inter-American Commission on
Human Rights, http://www.cidh.org/relatoria
DiploFoundation (2011), Right to Access the Internet: The Countries and The Laws
that Proclaim It, https://www.diplomacy.edu/blog/right-access-internet-countries-
and-laws-proclaim-it.
Electronic Frontier Foundation (2015), Anonymity and Encryption, comments
submitted to the United Nations Special Rapporteur on the Promotion and
Protection of the Right to Freedom of Opinion and Expression, February 10, 2015,
https://eff.org/
European Union (2019), Study on the implementation of the open internet
provisions of the Telecoms Single Market Regulation, Final Report, 2019,
https://ec.europa.eu/digital-single-market.
Frank La Rue (2011), Report of Special Rapporteur on the Promotion and Protection
of the Right to Freedom of Opinion and Expression, https://www.ohchr.org.
ILO, (2018), Digital labour platforms and the future of work: Towards decent work
in the online world, International Labour Office, Geneva
https://www.ilo.org/global/publications.
Kiai, Maina (2014), Report of the Special Rapporteur on the Rights to Freedom of
Peaceful Assembly and of Association, https://www.ohchr.org.
Koomen, Maria (2019), The Encryption Debate in the European Union, Carnegie
Endowment for International Peace, https://carnegieendowment.org/2019/05/30/.
Lanza, Edison, (2017), Inter-American Commission on Human Rights, Office of the
Special Rapporteur for Freedom of Expression, Standards for a Free, Open and
Inclusive Internet, http://www.oas.org.
Lucchi, Nicola (2013), The Role of Internet Access in Enabling Individual's Rights
and Freedoms, EUI Working Paper, https://cadmus.eui.eu/bitstream/handle.
Mohanty, Bedavyasa (2019), The Encryption Debate in India, Carnegie Endowment
for International Peace, 2019. https://carnegieendowment.org/2019/05/30.
Rydzak, Jan (2017), Disconnected: A Human Rights-Based Approach to Network
Disruptions, https://globalnetworkinitiative.org.

Syl
Criqui-Barthalais, Géraldine (2018), La protection des libertés individuelles sur le
réseau internet, Thése de doctorat en droit, Université Paris II- Panthéon-Assas école
doctorale de Droit privé, 2018.
Dutton, William H., Anna Dopatka, Ginette Law, Victoria Nash (2012), Liberté de
connexion, liberté d'expression: écologie dynamique des lois et réglements qui
faconnent l'internet, UNESCO, https://unesdoc.unesco.org.
Mendel, Toby, Andrew Puddephatt, Ben Wagner, Dixie Hawtin et Natalia Torres
(2013), Etude mondiale sur le respect de la vie privée sur 1'Internet et la liberté
d'expression, UNESCO, https://unesdoc.unesco.org.
Rapport du Gouvernement au Parlement (2010), La neutralité de I'Internet, Un atout
pour le développement de 1'économie numérique,
https://www.laquadrature.net/files/Rapport Net Neutralite.pdf.
Souter, David (2019), Indicateurs de 'UNESCO sur l'universalité de I'Internet: cadre
pour évaluer le développement de I'Internet, UNESCO, https://unesdoc.unesco.org.



\AS

Sl 1 1gime g (o 15 gl 4y o piawd B>

Weber, Rolf H. (2015), Principes de la gouvernance de 1'Internet: analyse comparative,
UNESCO.

Turner, Mark (2005), Liberté d'Expression Censure et Intégrité sur L'internet dans
Les Droits de L'homme dans le Cyberespace, UNESCO, https://unesdoc.unesco.org.
Zwolinska, Monika (2015), Sécurité et libertés fondamentales des communications
électroniques en droit francais, européen et international, Thése en vue de obtention
du Doctorat en Droit, Université Nice Sophia Antipolis.



