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Extended Abstract

Social networks affect remarkably in the lives of virtual space users. These networks like
most human relations involve compromising between self-disclosure and privacy
protection. A process which is realized through improving privacy and empowering the
user at the personal level. This study aimed to assess strategies based on online privacy
literacy. In particular, strategies that Instagram young girls users should employ to achieve
the optimum level of privacy. For this purpose, firstly the paradox of privacy, benefits and
risks of self-disclosure are explained, then according to online privacy literacy, some social
and technological strategies are introduced by which users can solve the “paradox of
privacy.” In the result section, after describing the main benefits and risks of self-
disclosure by girl users, the current models of using these social and technological
strategies to solve the mentioned paradox are discussed. The research method is
ethnography based on non-collaborative observation of Instagram pages and semi-
structured interviews with 20 girl users of social networks.
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Introduction

The increasing use of virtual networks and communities in recent years has brought up many
arguments on the benefits and risks of these communities and how to reach the optimum
level of user's privacy. According to the literature, achieving an optimal level of privacy
(Altman, 1977) requires the elimination of conflict between self-disclosure and privacy and
is, in fact, subject to the calculation of the self-disclosure's risk-benefit ratio by users
(Petronio, 2002, 26). The users' mastery of technological and social strategies based on online
privacy literacy will help them to overcome this contradiction and achieve optimal level in
defining the privacy boundaries (Trepte et al., 2014; Park, 2011).

Purpose

The main purpose of this research was to assess the benefits and risks of self-disclosure with
regard to girl users as well as their degree of mastery on social and technological strategies to
manage their privacy.

Methodology

The study was conducted by ethnography method through a semi-structured interview and
non-collaborative observation of 20 Instagram girls' pages. The samples were selected
purposefully and in most cases with prior acquaintance and privacy concerns. The sample
included users with maximum dispersion of social relationships, Dbeliefs, family
circumstances, and number of shared posts.

Results

The results of ethnographic study are provided in three sections: 1) describing the most
important benefits and risks of self-disclosure for the girls, 2) various types of employed
social and technological strategies, and 3) the patterns available on how to apply these
strategies.

Social and psychological benefits and risks are the four main themes describing the paradox
of privacy for informants. Psychological benefits emphasizing the centrality of emotions in
self-disclosure comprised these codes: "expression (distress relief) and improvement of
individual emotions", "evacuation of individual emotions", "self-clarification”, and "recording
the positive and memorable moments". The codes of "having voice", "acquiring awareness",
"knowing oneself and others", "relationships restoration and maintenance”, "relationship
development”, "social control" and "representing oneself" are subsets of the social benefits
theme. Risks of self-disclosure are often subsets of social risks, i.e., other people turn a

"o "o

disclosure into a risk. These risks included "face risk", "superficiality risk", "'misunderstanding
o o " o "o

risk", "round risk", "judgment risk", "relationship risk", "role risk for oneself or another" and
"security risk", "Regret risk" is the only code which is the subset of psychological risk.

Strategies for managing the privacy boundaries are summarized in technological and
social strategies themes. Codes for "not expressing mental states”, "not expressing personal
issues", "emphasis on keeping personal identity”, "not publishing personal and family
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images", "conforming to custom and public beliefs", "defining the coverage limits", "indirect

non

expression of disclosure”, "anonymity”, "adding caption” and "creating exposure intervals"
represent social strategies or content control. The technology strategies related to the privacy



management features in Instagram, according to the most widely used informants included
"target selection (private page)”, "blocking", "rejecting request”, "deleting post”, "deleting
comment”, "direct message”, "un tagging", "not publicizing comments" and "using multiple
accounts simultaneously".

Based on the effects of each benefit, risk, social and technological strategy employed by
the girl users, their achievement in optimal online privacy level is divided into five patterns.
These patterns include "using low technological strategies and high social strategies", "using
high technological strategies and low social technological’, "using high technological and
social strategies”, "using low technological and social strategies”, and “balanced use of
technological and social strategies".

Conclusion

According to the findings, all girl users experienced some privacy paradox. This
contradiction is seen more in the area of psychological benefits, which users felt more at risk
in achieving them. Disregarding these benefits often results in more dissatisfaction of the
users. However, this contradiction was not the same for all users. It was disturbing for some
users to the point of neglecting self-disclosure and its benefits. However, others feel this
contradiction less harming, disregard the risks, and take the benefits. The findings also
indicate that users apply "social strategies” more than "technological strategies". Therefore,
some users are not sufficiently skilled in applying the technological strategies and need
further training in this regard. Ignoring social strategies and lack of knowledge on
technological privacy strategies have exposed girls to privacy threats in some cases. Although
the optimal level of privacy is relative and can be quite different for various users, among the
patterns introduced in this article, the users in the last category can be considered as the most
successful group in achieving the highest level of online privacy based on their reported
degree of satisfaction. In addition, the results indicate that these users experience the highest
level of benefits and the lowest risks, as well as the balanced and complementary use of
technological and social strategies. However, a few numbers of users are in this category
which indicates the relative failure of other users to correctly use the strategies in resolving
their privacy conflicts. Therefore, in the worst case scenario, some people have to ignore the
benefits and others have gone away from privacy due to neglecting risks.
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